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“Peace is not only better than war, but infinitely more arduous”

George Bernard Shaw.
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PREFACE

Background

1. For many years the term Operations Other Than War (OOTW) has been used to de-
scribe those military actions that fall short of general or regional war.  The term OOTW
seemed to lose significance as a catch-all term because of its lack of clear focus and
definition and BMD uses the phrase ‘Other Uses for Armed Forces’.  Nevertheless,
OOTW continues to have currency within the Army as a whole and in this publication
the term is used to cover Counter Insurgency (COIN), Peace Support Operations
(PSO), Peacekeeping, MACA, NEO and other associated activities.  These military
activities fall well short of general and regional war, but are activities in which the
application of military experience and often military force may well be necessary on
occasions in order to maintain stability or to prevent bloodshed.

Aim

2. The aim of this Handbook is to provide guidance for commanders of major units and
below of the tactics and techniques which may be appropriate in the conduct of OOTW.
These operations could include PSO, COIN, MACA, NEO, Observer Missions and
other related military activity.  To assist the reader the Handbook is divided into 4
main Sections:

a. Section A.  The Nature of Operations Other Than War.

b. Section B.  Techniques to Promote Cooperation and Consent.

c. Section C.  Force Protection Measures.

d. Section D.  Operations to Gain the Tactical Initiative.

Use of the Handbook

3. Normally the preparation of any military plan in an OOTW setting will involve some or
all of the techniques described in the four Sections listed in para 2 above and there
are techniques that are common to all operations of whatever type.  The selection
and application of those techniques which may be appropriate and how robustly they
are applied has to rest with commanders on the ground.  They have to make suitable
judgements based upon their task and how it is developing within the environment in
which they are operating.  For example, in a hostile environment more robust force
protection measures may be required and the emphasis may need to be given ini-
tially to those techniques designed to gain the initiative as a prelude to switching to
consent-promoting techniques.  Such switches in priority or emphasis can be dem-
onstrated at the tactical level by the posture of the force, the manner in which weap-
ons are carried and the amount of personal protective equipment that is worn.  The
selection of techniques, how effectively they are applied and the profile of the military
force in general and individuals within it will all be potent political signals.  An under-
standing of these perceptions, by all parties involved including the international com-



Issue 1.0: Dec 98iv

munity, as well as any civilian agencies involved could be fundamental to the tactical
success of any military force.

4. OOTW can cover an extremely wide spectrum of different types of operation.  The
conduct of an unarmed military observer acting on behalf of the UN will vary widely
from that of a soldier forming part of a peace enforcement force, in a counter insur-
gency operation, or to provide humanitarian relief for refugees.  There can be no
formal military guidance that precisely covers all circumstances.  It is helpful to pro-
vide some general tactical guidance for use at major unit level and below, even to
section commander, which can be used selectively to suit a situation rather than try to
prescribe how every tactical activity should be conducted.  In addition each theatre of
operations is bound to be different from others, both in geography, climate, social
conditions and acceptance or otherwise by the local community.  The chain of com-
mand, the status of forces, and the legal position is also likely to vary considerably.

5. This Handbook is designed to avoid citing tactical guidance for particular circum-
stances but to move Section by Section through operations that are permissive and
have the tacit consent of the appropriate authorities and the local population, to situ-
ations where operations have to be conducted against serious hostility or where law
and order does not exist at all.

6. In other military publications, the enemy is the term generally used to define the mili-
tary opposition.  In OOTW it is most likely that the term ‘enemy’ cannot be used for
many reasons, some of which may have legal connotations.  In this Handbook the
term ‘enemy’ is best described as the potential adversary (singular) or hostile groups
(plural) to denote those who do not comply with the mandate for an operation and
may oppose its implementation.

Additions and Replacements

7. The Handbook is designed so that Serials within Sections can be easily replaced or
amended; if a new situation develops, fresh Serials can be easily added to the appro-
priate Section.  In this first issue there are certain topics that have not yet been finalised.
These include Information Operations, CIS in OOTW, EW matters and Engineer Sup-
port Resources.  These will be added, once finalised in a subsequent amendments.

8. Any comments, queries or suggestions should be passed to RO1 Author (Fax 734
5313) DGD&D for consideration.



Issue 1.1: Jan 00 v

THE TACTICAL HANDBOOK
FOR

OPERATIONS OTHER THAN WAR (OOTW)

CONTENTS

Preface

Section A The Nature of Operations Other Than War

Serial A-1 The Experience Gained from Counter Insurgency Operations (COIN)
Serial A-2 The Development of Doctrine for Peace Support Operations (PSO)
Serial A-3 Other Military Operations
Serial A-4 Aspects of the Law
Serial A-5 Operational Contingency Planning
Serial A-6 G1, G4 and G5 Issues
Serial A-7 Non Government Organisations (NGO)
Serial A-8 Mission Specific Training

Section B Techniques to Promote Cooperation and Consent

Serial B-1 Liaison
Serial B-2 Negotiation and Mediation
Serial B-3 The Detailed Conduct of Negotiations
Serial B-4 Information Operations Planning
Serial B-5 Observers and Monitors
Serial B-6 Assisting in Elections
Serial B-7 Humanitarian Operations
Serial B-8 Separating Hostile Forces
Serial B-9 Demarcation, Ceasefire Lines and Buffer Zones
Serial B-10 Demilitarisation and Arms Control Issues
Serial B-11 The Use of Non Lethal Weapons (NLW)
Serial B-12 Civil Affairs and Community Relations
Serial B-13 The Use of Interpreters
Serial B-14 Handling the Media
Serial B-15 Suggested Guidance on Media Handling

Section C Force Protection Measures

Serial C-1 Rules of Engagement
Serial C-2 Protection of Bases against Attack
Serial C-3 Guidance for Guard Commanders and Sentries
Serial C-4 Dealing with Explosive Devices
Serial C-5 Mine Awareness
Serial C-6 Convoys and Escorts
Serial C-7 Protection of Air and Rail Movement
Serial C-8 Use of Civilian Vehicles
Serial C-9 Operations Security (OPSEC) Measures



Issue 1.1: Jan 00vi

Serial C-10 Guidelines for Tactical Deception Measures
Serial C-11 Inspections, Searches and Confiscations
Serial C-12 NBC and Toxic Chemical Protection
Serial C-13 Protection of High Risk Persons
Serial C-14 Individual Security when Off Duty
Serial C-15 Personal Security when Travelling
Serial C-16 Security Measures for Drivers
Serial C-17 Health and Hygiene
Serial C-18 War Crime Disclosures and the Handling of Evidence
Serial C-19 Interviewing Witnesses in Criminal Investigations

Section D Operations to Gain the Tactical Initiative

Serial D-1 Intelligence Considerations
Serial D-2 Use of Special Forces
Serial D-3 Controlling Urban Areas
Serial D-4 Controlling Rural Areas
Serial D-5 Movement Control Measures
Serial D-6 Road Blocks and Check Points
Serial D-7 Establishing a Road Block
Serial D-8 Curfews
Serial D-9 Control of Border Areas
Serial D-10 Search Operations
Serial D-11 The Sequence of Search Operations
Serial D-12 Search of Persons
Serial D-13 Search of Occupied Buildings
Serial D-14 Search of Unoccupied Buildings
Serial D-15 Search of Rural Areas
Serial D-16 Search of Routes
Serial D-17 Vehicle Search
Serial D-18 Tools and Equipment for Search Teams
Serial D-19 Specialist Search Operations
Serial D-20 Cordon Operations
Serial D-21 Snatch Operations
Serial D-22 The Use of Dogs in Search Operations
Serial D-23 Dealing with Aggressive Behaviour
Serial D-24 Crowd Control Issues
Serial D-25 Dispersing Crowds and Riots
Serial D-26 Opening Fire During Crowd Dispersal
Serial D-27 Employment of Heavy Weapons and Supporting Arms
Serial D-28 Securing an Operational Base



Issue 1.0: Dec 98

SECTION A

THE NATURE OF OPERATIONS OTHER THAN WAR
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SERIAL A-1.  THE EXPERIENCE GAINED FROM COUNTER INSURGENCY
OPERATIONS (COIN)

1. Throughout its history of Empire the British Army has gained a vast amount of expe-
rience in the control of internal conflict and internal security operations.  First dubbed
“imperial policing” and later “countering insurgency” these operations took place in
every type of terrain as troops engaged in all types of operations, from jungle warfare
to urban counter insurgency action.  The response to the Confrontation with Indone-
sia in Borneo in the 1970s was based on lessons from the Malayan Campaign in the
1950s and soldiers in the Radfan during the 1960s drew on the experience gained
on the North West Frontier in the 1930s and 1960s.  Combating terrorism in Northern
Ireland has drawn on experience gained earlier in Jerusalem, Nicosia and Aden
City, and the successes in Oman during the 1970s were built upon a wide range of
experience gained in many previous counter insurgency campaigns.

2. The overriding experience gained was that military forces alone could not provide an
effective counter to an insurgency.  Insurgency usually stemmed from political, eco-
nomic and social grievances which could only be successfully countered by a fully
integrated and coordinated strategy which involved the local population.  It was quickly
learned that military forces could play an invaluable role in redressing security con-
cerns, but as insurgents generally operated clandestinely within the civilian popula-
tion they should be dealt with, in the first instance, by police forces and military forces
only called upon when the situation had moved beyond their control.  Such opera-
tions in support of the police had always to conform to the principle of minimum force
and led to the development of a refined doctrine for operations which incidentally
placed a great reliance on junior leadership, initiative and flexibility.  Respect for the
law, civil-military co-operation, leadership and tactical initiative and flexibility are
recognised a main principles which underpin the conduct of British forces in any
OOTW situation.

3. During the last 30 years, military operations were essentially focused on the orderly
transfer of power back to the local population and the creation of self sustaining means
of government.  Countering insurgency generally involved the creation of a secure
setting in which civilian agencies could build an environment and infrastructure and
allow the orderly withdrawal of British rule.  Since those days it has become discern-
ible that this process has much in common with peace support operations.
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SERIAL A-2.  THE DEVELOPMENT OF DOCTRINE FOR
PEACE SUPPORT OPERATIONS (PSO)

Peacekeeping and Evolution of PSO

1. During the Cold War peacekeeping evolved as a pragmatic means by which the United
Nations could manage the aftermath of inter state conflicts without them escalating
and drawing in other international parties.  With the ending of the Cold War in 1989
the strategic environment changed.

2. Inter state conflicts became less common than intra state conflicts as some nations
and their governments lost their superpower support and collapsed.  Although the
legal right to intervene into such situations is limited (such as when there is a threat to
international peace and security or genocide) there has been an increasing willing-
ness within the UN to respond to such challenges.  Not surprisingly, experiences in
these new and difficult situations quickly demonstrated that traditional peacekeeping
practices were not adequate.  As a consequence new doctrinal thinking has been
developed for these “grey” areas which has now been promulgated into an interna-
tionally agreed doctrine called Peace Support Operations.

PSO and its Linkages to Counter Insurgency Operations

3. Much like the main principles for counter insurgency operations, but with a greater
emphasis on impartiality, doctrine for PSO also defines a situation in which military
activities are in support of political objectives and designed to create the conditions
in which civilian agencies and the local populations can address the underlying
causes of the conflict and collectively create stability.

4. While the principles and practice of counter insurgency operations, as they devel-
oped, were multifunctional and designed for the management of change and transi-
tion within the Empire and the Colonies, the requisite civilian functions were all pro-
vided by national and colonial resources.  In the conduct of PSO, however, those
functions are normally provided by other nations, UN and other international bodies
and a plethora of non-government organisations.  These bodies and organisations
may be working to different political authorities and have their own agendas, which
may conflict with the overall military aim, and thus create enormous challenges for
co-ordination.

5. However, the basic concept and principles of PSO are based very much on experi-
ence gained in counter insurgency operations and the military features of ‘minimum
force’, ‘local cooperation’ and ‘keeping the peace’ have many common links.  Like-
wise PSO practice is based on a combination of techniques designed to induce and
coerce with a view to expanding and consolidating areas of consent and co-opera-
tion in areas of outright opposition or non-compliance.
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SERIAL A-3.  OTHER MILITARY OPERATIONS

General

1. Since the end of the Cold War in 1989 PSO has replaced COIN operations as the
main OOTW activity.  However there have always been other OOTW activities, some
of which do not require doctrinal guidance because they are in response to a govern-
ment request for specific operations in support of either the government or other civil
authorities.  This is particularly so for military operations in the UK.

Non Combatant Evacuation Operations (NEO)

2. NEO are conducted for the purpose of evacuating civilian non-combatants from loca-
tions in a foreign country when they are faced with the threat of hostile or potentially
hostile actions.  NEOs will normally be conducted to evacuate British nationals whose
lives are in danger, but may also include the evacuation of British military personnel
and other nations for whom HM Representative in the country has accepted respon-
sibility.  Normally these will include unrepresented Commonwealth and Irish citizens
and certain nations of European Union (EU) countries.  These evacuees are known
as entitled persons (EPs) or entitled nationals.

3. The responsibility for the protection and, if necessary, evacuation of British nationals,
in the first instance, rests with HM Representative.  Initially he would resort to a Civil
Contingency Plan (CCP) for his area, and, if appropriate, effect an evacuation using
normal commercial transport.  In a benign environment a NEO might be effected us-
ing military Air Transport (AT) direct from the country concerned, without employing a
protection force.  When the situation in the country has deteriorated NEOs would
require the deployment of British military forces to provide protection in order to facili-
tate the evacuation.

4. A NEO is, by definition, a raid.  It involves incursion into, and temporary occupation
of, territory and ends with a planned withdrawal.

5. It differs from other operations in that:

a. It may be conducted in a deteriorating internal security situation.  Proceeding
with a NEO confers tacit recognition of the worsening situation which may have
political implications.

b. The military option may be the last resort and the decision to deploy could be
delayed until the last possible moment.

c. Command and control at the evacuation site may be complex.  HM Representa-
tive may be unwilling to give the military a free rein.  The military command
element and the diplomatic staff have to be collocated at the earliest opportu-
nity.
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d. ROE will undoubtedly be constrained; the commander could therefore be pre-
pared to defend the evacuation against dissident forces without having the au-
thority to pre-empt hostile actions with preventative military action.

e. The political sensitivity of the operation will almost certainly ensure that it will
be monitored, if not controlled, at the highest appropriate level.

6. The contingencies with which NEOs are designed to cope require the employment
of broad principles at the higher levels and detailed planning at lower levels.  Plans
have to be flexible and easily adaptable, since each NEO will take place against a
unique set of circumstances.  The criteria used for planning should be based upon a
worst case non-permissive environment.

7. The degree of hostilities and potential for the harm of both evacuees and those forces
undertaking the NEO will determine the permissiveness of the operation.  There are
3 levels of permissiveness defined as follows:

a. Permissive.  There will be no resistance to the operation and therefore few, if
any, ground troops are required to be deployed ashore.  The military force can
expect host nation compliance and support.  The primary mission will focus on
logistic functions eg transport, emergency medical support, administrative sup-
port and command and control.

b. Semi-Permissive.  The host government does not have total effective control of
the area of operations.  A military force will be required to protect the operation.

c. Non-Permissive.  The operation will have to be conducted against a background
of, at best, civil disorder, at worst, full scale conflict.  The military force may be
required to establish a point of entry, set up a defensive perimeter, escort con-
voys, participate in combat search and rescue operations (CSAR) and carry out
the screening of evacuees normally undertaken by diplomatic staff.

8. Furthermore, detailed contingency planning for NEO activity is controlled directly by
MOD and PJHQ.

Military Aid to the Civil Authorities (MACA)

9.  Background .  The Services, and in particular, the Army, have traditionally been in-
volved in the provision of aid to the Civil Authorities in the United Kingdom or any of
the Dependent Territories.  The term ‘Civil Authorities’ covers local authorities, such
as magistrates and police forces, District and County Councils and central govern-
ment Departments of State.

10. Military Aid to the Civil Community (MACC) .  Military aid to the civil community is
the provision of tri-Service personnel and equipment both in emergencies, such as
natural disasters, and in routine situations to assist the community at large.  Aspects
of MACC have also been a useful tool in certain categories of UN operations such as
in Bosnia under the auspices of the overseas Development Agency.  Examples of
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this role are the use of EOD bomb disposal units and assisting the community during
a civil emergency such as flooding.  Full details of MACC within UK are given in JSP
373.

11. Military Aid to the Civil Ministries (MACM) .  This encompasses the use of military
forces for non-military government tasks, including assistance to maintain public ser-
vices and the essentials of life in a community or to undertake urgent work of national
importance.  Recent examples include firefighting and providing emergency ambu-
lance and prison support services.  Details about MACM and a potted history of the
development of MACM tasks generally are given in JSP 407.  In modern times it
should be noted that the Armed Forces are not in a position to provide the appropri-
ate support for some of the more sophisticated public services and industries; most of
the public services are now in private hands which would inevitably change the na-
ture of how the government would deal with such forms of support for essential in-
dustries.  Contingency planning for such support and assistance will, however, still
be necessary.

12. Military Aid to the Civil Power (MACP) .  The Army may also be called upon to help
maintain public order and security when the police are unable to control the situation.
In the United Kingdom and its remaining dependencies the principle of the supremacy
of the civil authorities normally precludes the introduction of any form of martial law to
deal with civil strife.  The military force always remains subordinate to the civil author-
ity.  It may be necessary to introduce special legislation or declare a state of emer-
gency in order to invest the security forces with the necessary powers.  The rescue of
the diplomatic staff at the Iranian embassy in Knightsbridge by the Special Air Ser-
vice in 1980 is an example of a temporary, small scale and selective use of military
aid to the civil power (MACP) on the mainland of Great Britain.  The employment of
the Army since 1969 in support of the Royal Ulster Constabulary in Northern Ireland
is an example of a wider more sustained, but careful controlled, application of MACP.
There are various contingency plans controlled by the Director of Military Operations
(DMO) which govern the precise conditions and circumstances in which the Army
will be employed on MACP duties.  Activities of this nature in support of foreign gov-
ernments would require separate diplomatic and legal instruments to be agreed be-
fore military activity could begin.  Most of this type of activity is now conducted under
UN auspices, and subject to international law.

Military Support for the Mounting of Operations

13. This sort of operation covers the contingency planning necessary to mount a variety
of operations at home and overseas.  These include:

a. Selective Mobilisation.  The selective mobilisation of individuals and small units
for duties and tasks, normally abroad.  The use of TA volunteers for duties in
Bosnia and the Falkland Islands are examples of this.

b. Deployment of Forces.  Contingency planning for the deployment of national
and allied forces from the UK to overseas theatres of operation.
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c. Joint Theatre Plans.  Contingency planning for the mounting of specified Joint
Theatre Plans and Joint Logistic Plans to support operations world wide.  These
could include Allied or Coalition deployment plans.

d. Casualty Reporting/Reception Plans.  These would include contingencies for
the reporting of casualties, the reception of casualties entering the UK, and the
evacuation of non-combatants from a threatened area.

14. The Joint Planning Staff (JPS) at PJHQ are generally responsible for the planning
and integration of all these forms of military operations, although any form of
mobilisation would be controlled from the MOD.
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SERIAL A-4.  ASPECTS OF THE LAW

The Legal Background

1. The military principles, operational practices and tactical procedures covered in this
Handbook could apply to any OOTW situation.  However, the legal framework in which
these military operations could take place could differ significantly from place to place,
and commanders at all levels will have to be aware of the precise legal conditions
that pertain for any military operations contemplated.

2. Troops must at all times rigorously observe the laws and regulations under which
they are operating.  In general terms the best way to achieve this is to have compe-
tent military leaders, well disciplined troops and a clearly defined legal position.  A
soldier who acts outside his lawful powers may be the subject of criminal proceed-
ings, and also in this instance, because the aim of operations is to help to uphold the
law; those who are charged with doing this must be seen to operate within the law.  If
in their zeal to combat lawlessness, some troops resort to unlawful activity, they would
so defeat their own purpose as to lose the confidence and respect of the community,
and thus make themselves no better in the eyes of the law than those whom they
oppose.

3. To act lawfully in all situations can require courage, integrity, tenacity, restraint and
above all common sense.  If a soldier of whatever rank, acts within the law and in
good faith, and, if the force which he uses is necessary to achieve his immediate
legitimate aim and is reasonable in the circumstances, he need not fear the result of
any inquiry into his conduct.

4. In all Serials of this Handbook military practices, procedures and techniques are ex-
plained, but it has to be clearly understood that some of all of these may not be le-
gally available for use in every particular situation, this depends entirely on the legal
status of the troops involved and the overall rules and constraints under which they
are operating.

Legal Expressions

5. General .  There is no attempt  to define all the better known legal expressions that may
be encountered during an OOTW  campaign.  There are, however, legal expressions
that are fundamental to any military understanding of the legal circumstances in which
troops are deployed.

6. Jurisdiction .   This term determines who has the legal power to try an individual in any
particular circumstances.  Where soldiers are employed abroad, this fundamental
questions should be resolved by a Status of Forces Agreement (SOFA) or a Memoran-
dum of Understanding (MOU) between governments or possibly by an Exchange of
Letters between governments.  In the unlikely situation where there is an absence of
any of agreement of this type, a commander should take prompt steps to obtain legal
advice from ALS before operational activity begins.
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7. Legal Basis for Operations .  The legal basis for the deployment of troops on a UN
operation while covered in the UN Charter itself, is, for practical purposes based on the
political mandate for the operation.  These mandates generally lack the military or
legal precision that commanders require in order to translate into operational orders
and Rules of Engagement.  They may also change during the conduct of an operation.
Changes could involve an escalation from a mandate under Chapter VI of the UN
Charter to one under Chapter VII of the UN Charter.  It may also affect the application
of the Law of Armed Conflict.  Furthermore, problems may arise between different
national contingents with the definition of terms.  These legal ambiguities and widely
differing interpretations will need resolution before a coherent and consistent ap-
proach to operations can be developed.  The status of UN military personnel is ideally
covered by a SOFA or MOU, or where that can not be negotiated by the 1946
Convention on the Privileges and Immunities of the UN and the 1994 Convention on
the Safety of UN and Associated Personnel.

8. Aide Memoires/Coloured Cards .   All troops involved in the area of operations
should be issued with an aide memoire, or a coloured card to be carried at all times on
duty.  This card would give clear instruction on the use of personal weapons.

The Use of Force

9. Background .  Decisions regarding the use of force will be among the most difficult that
commanders at all levels will have to take.  Tactical difficulties will be compounded by
the presence of international media and their ability to broadcast to national capitals.
In such circumstances tactical actions could well have an immediate impact around
the world.

10. General .  Military forces should not confuse the wider use of force with the inherent
right of self defence.  The wider use of force in the achievement of a mission will be
governed by the LOAC, ROE and military orders.  In terms of the prevention of crime
or in the arrest of criminals the amount of force which may be used is such force as is
reasonable in the circumstances; the law regarding self defence is essentially the
same.  The practical difficulty is to gauge exactly what amount of force may be
reasonable at a given time.

11. Guidelines .  To help overcome these practical difficulties JWP 3-50 Peace Support
Operations offers a series of other techniques which may be appropriate to achieve a
mission when the wider use of force could be either contrary to ROE, unreasonable or
inappropriate, depending on circumstances.  It also offers guidelines for the applica-
tion of  force when it is necessary.  This is covered in the term ‘Minimum Necessary
Force’ which is defined as the measured and proportionate application of violence or
coercion, sufficient only to achieve a specific objective and confined in effect to the
legitimate target intended.  The minimum necessary use of force does not exclude the
overwhelming use of force, if the existence of a mission was being challenged and the
use of overwhelming force was within ROE.

Illustrative Examples

12. It is most important that the exercise of minimum necessary force by a soldier should



A - 4 - 3Issue 1.0: Dec 98

always be reasonable and within the current Rules of Engagement (ROE).  This can
best be illustrated by the following examples, although these are not necessarily
typical of every situation.  They should provide some guidance but should not be used
as templates for every situation:

a. Example A.  (Too much force).  In a peacekeeping operation a soldier with a
loaded weapon is guarding a vehicle in a humanitarian convoy against looting,
with direction only to use his weapon in self-defence.  The convoy is held up and
a youth manages to steal some small item from the vehicle behind the soldier's
back, and runs away.  The soldier has a right in law to arrest that youth for stealing.
But the youth being particularly fleet of foot, the soldier realizes that the only way
he can stop him is to open fire.  Now, it could be said that in this situation the
minimum necessary force to achieve the lawful aim, namely arrest, would indeed
be to open fire; but no one would say that the use of lethal force in such
circumstances would be reasonable.  In this situation, the soldier must exercise
his qualities of common sense and restraint: at this stage all he can do is to report
the matter to his superiors and pass on a description of the youth.  To open fire
in these circumstances would be unreasonable and could  constitute a serious
criminal offence.

b. Example B.  (Too much force).  A four man reconnaissance patrol armed with riot
guns and rifles, and operating in an urban area as part of a larger composite
patrol, is tasked to gather intelligence in a certain district.  During this operation,
the reconnaissance patrol is trapped in a cul-de-sac by a gang of hooligans who
engage it riotously with stones and other missiles and cause  minor injuries to two
of its members, whilst sealing it from the immediate support of other nearby
elements of the composite patrol.  The reconnaissance patrol commander has a
right in law to use force in the self-protection of his patrol, and since its members
could ultimately risk serious, if not fatal, injury in this situation, it could be argued
that he would be justified in ordering rifle fire immediately to ensure the extrica-
tion of his patrol without further casualties.  However, no one would say that an
immediate resort to the use of lethal force against stone throwers would be
reasonable.  In such circumstances, soldiers should exercise their common
sense, bearing in mind the principle of minimum necessary force, and in this
particular instance, the patrol commander's first resort should be to the use of riot
guns.  To have opened fire immediately with rifles, would have been unreason-
able and would constitute a serious criminal offence.

c. Example C.  (Too little force).  In an operation designed to enforce a peace
agreement certain military elements of one of the signatories to the peace
agreement are refusing to return to barracks as previously agreed.  One company
of these troops is stationed in a small village which has previously been
abandoned by all civilians.  After a period of negotiation the local military force
commander has given these troops a deadline to withdraw which he has made
clear will be enforced by indirect and direct fire if no withdrawal takes place (as
covered in the operational mandate, his mission statement and ROE).  This is the
first significant incidence of non compliance and not surprisingly has attracted
wide media coverage.  At the appointed time no withdrawal has occurred and the



A - 4 - 4 Issue 1.0: Dec 98

PSO force commander decides that he cannot open fire in front of the media even
though in terms of his mission and the law it would be legally reasonable to do
so.  In this incidence this is almost certainly the wrong decision and the loss of
face, when challenged at the first instance, could well undermine the credibility
of the overall military operation and the achievement of a mission.

13. Even with orders and instructions, the proper use of force in accordance with the law
will depend on common sense and in any event a soldier's right to self-defence is
never sacrificed.  The soldier who acts without common sense may not only seriously
jeopardize his own position but may also bring his colleagues and the military
authorities as a whole into disrepute, and thus give valuable material for use as hostile
propaganda.

14. The use of force to protect, guard or deny access to material, possibly owned by a host
nation will need careful attention with regard to both the law and the appropriate ROE.
An UNFICYP proposal to use lethal force to deny access to a large arms cache is a
good example.

Legal Guidance for Commanders

15. Senior Commanders .  The six preceding sections are sufficient to show that it would
be prudent for legal advice to be available to a commander and staff officers on a full
time basis once  PSO operations are set in hand.  The law differs from state to state,
the law changes to reflect developments in society, and the implications of interna-
tional treaty obligations, human rights law and conventions on the use of some
weapons all indicate that a clear understanding of the current legal position and recent
legal developments is necessary.  Provided a commander is aware of the legal
background and basis for any planned military operations, is aware of the contents of
the SOFA, clear ROE for those under his command and has rapid access to legal
advice, the complexities of the law in regard to PSO can be tackled effectively and
integrated into the overall pattern of military operations.

16. Junior Commanders .  When an operation is planned, it is important to consider any
problems which may arise over the degree of force, seeking advice from the appropri-
ate authorities so that suitable instructions can be considered and then prepared.  In
the course of a campaign, local 'case law' will be built up, and a commander will have
useful precedents for guidance.  However, particularly in the early stages, it will be
especially important to appreciate the legal implications where it is intended to use
heavy weapons, aviation/air support, mines or booby traps; or to use such tactics as
ambushes or prophylactic fire.  It may be appropriate to issue specific orders or
instructions to every soldier to assist him in exercising a proper judgement according
to law: to tell him when on his own initiative he may or may not make an arrest, and
when he may or may not open fire.  Any such instructions should be in a form which
can be readily understood, brief enough to aid memory but long enough to achieve
clarity.
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SERIAL A-5.  OPERATIONAL CONTINGENCY PLANNING

General

1. In some OOTW operations the public at large may have a low casualty acceptance
threshold.  Media coverage of casualties could undermine support for certain opera-
tions which may create political pressure to place a premium on force protection ac-
tivities.  Force protection and other defensive measures may also need to be ex-
tended to cover not just Service personnel and their property and equipment but also
other organisations and agencies in the area.

2. Defensive operations and force protection can be expensive in manpower, and it
may be necessary to strike a balance between the needs of operations and the ne-
cessity for protection.  Protective measures are also often irksome, and it may be
difficult to maintain high standards of vigilance after prolonged incident free periods.
However, in a hostile environment any potential adversary will be alert to the oppor-
tunities presented by any laxity.

3. Any defensive operations and protective measures which affect the civil population
have to be conducted within the law, and no restriction can be placed on the move-
ments of civilians, nor can searches be made unless there is legal power or authority
to do so.  If force has to be used for any lawful purpose, it must always be the mini-
mum necessary force.

4. When planning defensive measures, consideration should be given to the poten-
tially damaging image which will result should military forces adopt a significantly
more defensive profile than any civilian agencies in the area.  Commanders and their
staff should be prepared for the inevitable accusations of adopting a ‘sand bag’ men-
tality by the more ‘gung ho’ civilian agencies.

5. This Serial of the Handbook gives tactical guidance when planning defensive opera-
tions particularly in a non-permissive or hostile environment.

Deploying the Contingent

6. Once a government has decided to deploy a contingent to the theatre of operations a
national reconnaissance party would move to the area to discuss the operational
role and tasks for the contingent with the Force commander.  At the same time the
legal status of national troops in the theatre of operations would be established and
suitable ROE prepared which have the agreement of the national government.  Op-
erational tasks, and the control of any designated areas would be decided upon and
agreed nationally before the contingent deployed.  At the same time consideration
should be given to other military related tasks such as police liaison, civil liaison and
the use of other specialist staff.

7. Deployment of the contingent would then be organised nationally and if the situation
allowed, would be started with the arrival of advance parties and then main bodies of
troops to start their operational tasks.
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8. If the situation is hazardous, unknown, or there is general chaos in the theatre of
operations, then operational factors would override other issues and the securing of
a protected point of entry would become an essential first step before any subse-
quent operational activity could take place.

9. During the period of mounting the deployment of troops, theatre briefings and spe-
cific training should be arranged in preparation for forthcoming tasks.  Medical ad-
ministration and the possibility of some form of acclimatisation may also be neces-
sary.

Types of Operation

10. The background circumstances surrounding the initial need for a military contingent
to conduct PSO activities will indicate whether these tasks are to be peacekeeping
(PK) or peace enforcement (PE) and in consequence the conduct of operations will
differ dramatically.  Decisions of this sort should have been established before any
contingent deploys from the UK.

11. In certain types of PSO activity it may well be appropriate for the Force to operate in
a high profile non-tactical manner utilising UN or other flags and markings coupled
with white painted vehicles and the wearing of light blue berets by troops.  There
have been many examples of this type of more traditional peacekeeping activity.

12. Where PE or other coercive operations are considered the military force should de-
ploy prepared to confront and over-match any challenges that might be offered.  This
may require a tactical deployment of a combined arms grouping and with troops in
combat body armour and helmets.

13. It is not generally feasible to move from peacekeeping to peace enforcement without
causing serious disruption and possibly some real danger to the forces involved.  It
is, however, quite feasible to move from peace enforcement activity across to peace-
keeping duties on more traditional lines should the situation demand.

Operational Planning and Readiness

14. Planning .  Each contingent commander in any deployed Force will need to prepare
plans to:

a. Conduct operations in his own designated area of operations in accordance
with the Force commanders directive(s).

b. Take account of an improving situation (de-escalatory measures) and a wors-
ening situation (escalatory measures).

c. Use any reserve forces that may be required in his area of operations.

d. Evacuate, if required, from part or all of his designated area.
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e. Conform with the operational readiness requirements for his contingent.

15. Readiness .  Once in theatre it will be immediately necessary for a commander to
prepare certain contingency plans and ensure that troops are capable of operating
the readiness requirements of the Force commander.

States of Readiness

16. General Points .  Force headquarters will normally specify states of readiness cover-
ing key personnel, the Force reserve, the manning of temporary OPs, increased pa-
trolling, the reinforcement of checkpoints, the manning of positions and the issue of
ammunition.  Each increase in the state of readiness will probably be complemented
by restrictions on leave, training and movement.  Some contingents may have states
of readiness to mount an evacuation plan in an emergency.  These plans may be
localised to cover the withdrawal of troops from one place to another within theatre or
to withdraw the whole contingent to a safe area prior to departure from the theatre.
The states of readiness vary from force to force.  As a guide, these can be split into
three categories:

a. Normal vigilance.

b. Increased vigilance.

c. Full alert.

17. Alterations in Readiness .  Changes in states of readiness are normally implemented
only on the Force commander’s authority.  In an emergency, a sector commander may
order a higher state, informing Force headquarters immediately.  Changes are nor-
mally notified by radio, using a codeword denoting the state followed by the time it is
to become effective.  The radio message should be followed by a formal signal.

Force Reserves

18. Aim and Organization .  A Force reserve is usually composed of elements drawn
from all the national contingents providing units for the Force.  In a crisis the aim
would be to demonstrate a multinational solidarity, reflecting the collective resolve of
the United Nations, NATO or some alternative international sponsor group, which the
transgressor cannot afford to ignore.  If the Force possesses an armoured reconnais-
sance unit, the reserve may well be formed around it.

19. Tasks .  Possible tasks may include:

a. Providing an international presence or show of force.

b. Supporting a threatened sector.  If one particular national contingent is being
single out for harassment a multi-national show of force demonstrates that the
Force commander is not prepared to see it isolated.
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c. Emphasizing to transgressors the seriousness of their actions and the Force
commander’s resolve to uphold the mandate.

d. Interposing between hostile parties before a tense situation escalates into fight-
ing.

e. Implementing one of the Force contingency operational plans (COP).

f. In the last resort forming a fighting force to support or extricate elements of a
peace support force which are in real danger.

20. Command and Control .  Force headquarters will exercise command of the reserve
once it has been assembled.  On deployment, the reserve may be placed:

a. In location in one of the sectors, without a specific task, either as a show of force
or in reserve to meet a possible contingency.

b. In support of a sector to aid, protect, complement of sustain it without delegating
operational control to the sector headquarters.

c. Under the operational control of a sector to carry out a specific mission, usually
limited in time, function or location.

21. Liaison .  If the reserve is to operate in more than one sector it will remain under the
command of force headquarters.  Whenever the Force reserve is placed in location
or in support of a sector, or sectors, the sector headquarters will normally be respon-
sible for sending liaison officers with radios to the Force reserve headquarters.

Evacuation Plans

22. In the last resort it may be necessary for the appropriate authority, the UN Security
Council, multinational organization or allied governments, to evacuate a PSO force
in the event of civil war or the host nation withdrawing its consent to the continuation
of the mandate.  The Force commander would be responsible to the UN Secretary-
General, or his equivalent in a non-UN force, for the safe and speedy evacuation of
the force, its dependants, accredited visitors, any observer group in the area and UN
affiliated bodies, such as the United Nations High Commission for Refugees (UNHCR)
and the Food and Agricultural Organization (FAO).

23. It will be the responsibility of the Force headquarters staff, contingent and sector
commanders to keep plans up-to-date for evacuation by road or aviation assets to
the nearest neutral country or by sea and air out of the theatre.

24. Similarly, the commander of a British contingent force would have to consider the
possibility that the contingent may have to be withdrawn unilaterally.  In formulating
contingency plans for such an eventuality he and his staff need to consider the alter-
natives of an overt or covert evacuation with all their implications for:
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a. Security of the plan itself.

b. Movement plan.

c. Physical security of routes, emplaning or embarkation areas and control of air-
space and transit routes.

d. Availability of naval or air support to cover an opposed withdrawal.

e. Movement resources available to evacuate the contingent by land, sea or air.

f. Whether the contingent’s positions and tasks are to be abandoned or handed
over to another national contingent in the force or to the host government.

g. Policy on destruction or hand over of equipment and stores which cannot be
moved.

h. Communications for the planning and control of the move, including a possible
need for radio silence.

i. Logistic factors.

25. It may be necessary to inform one or more of any warring factions about some or all of
the evacuation plans.  It could be that without the support, or inaction of one or more
of the parties involved the planned evacuation could not be possible.

Security Alerts and Natural Disasters

26. All positions and OPs should be prepared for defence against all potential threats
and equipped with the appropriate communications and reserves of ammunition, food
and water.

27. All positions and OPs should have shelters fitted with radio and telephone terminals.
Exposed OPs and positions are to be stocked with food and water for ten days of
which three days’ supply is kept in the shelter.  Further practical details should be
found in Force SOPs.

28. In areas where natural disasters are frequent, appropriate contingency plans should
be prepared to assist the Civil Authorities and other Agencies in dealing with these
situations.  All officers and NCOs should be acquainted with these plans because
natural disasters strike with such suddenness that time taken to read the plan may be
at the expense of peoples’ lives.  Commanders should also attempt to think through
the consequences of any natural disaster should it occur and try to work out the impli-
cations of the disaster and its effects on their own military role.  Military reinforcement
evacuation or redeployment may suddenly be necessary in such situations.
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SERIAL A-6.  G1, G4 AND G5 ISSUES

Planning Factors

1. General .  The personnel, CSS and G5 aspects of military campaigns in situations
short of combat are complicated by the nature of operations, and some modifications
to normal practice will usually be necessary.  The factors affecting logistic planning
are:

a. Security forces are often deployed in small detachments over a wide area.

b. Land communications may not be secure from interference.

c. Liaison with, assessment of, and support to national authorities, NGOs and
international organisations may be crucial to the long term success of the
mission and should be investigated at the earliest opportunity.

d. Operations always absorb larger numbers of troops than originally envisaged.

e. The CSS component of the force may be reduced because of the static
framework of bases and the use of local resources, if security permits.

f. Logistic demand is reasonably predictable.  (Local Resources Section to cover
unusual demands.)

g. The security forces may be multi national and there could be complications over
co-ordinating different administrative systems.

h. The vulnerability of logistic installations, being both targets of large PR value if
destroyed and extremely useful to an adversary if these are under his control.

2. Personnel, CSS and G5 factors will also be influenced by the operating environment.
As part of forward planning, G1, G4 and G5 staff should be represented in reconnais-
sance parties and they should be amongst the first to arrive on any operation.  Contact
with the civil administration should be made as soon as political considerations permit,
with a view to:

a. Defining the personnel and logistic needs of the security forces.

b. Establishing their requirement for operational and logistic accommodation and
procedures for all estate matters including requisitioning.

c. Exploring areas of co-operation with the civil authorities both as regards the
availability of labour and local supplies, as well as ways in which the military
might be able to help the civil administration.

d. Establishing and maintaining supply routes from port or airhead to the main
logistic bases.
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e. Defining procedures and authorities for joint projects including financial commit-
ments.

f. Considering any features of environmental health in the theatre.

Personnel

3. Background.   Troops will often be operating in small isolated groups for long periods
in trying conditions.  They may be concerned about their families, if these have been
evacuated, or if they seem vulnerable to hostile activity or reprisals.  On the other
hand, the families, even when they are themselves quite safe, will be exposed to
instant reporting by television, radio and the press, with the area of conflict brought
into the home frequently in a dramatic and disturbing fashion.  If progress seems slow,
eventual success appears to be in doubt and the exploits of warring factions are
exaggerated, there will be an inevitable depressing effect both directly and, by way
of his family, indirectly on the soldier.  This may be aggravated by rumours which can
be difficult to dispel quickly when deployment is over a wide area.  Support to counter
this can be provided by the Army Welfare Service.

4. Morale .  The maintenance of high morale is always a function of leadership.
Measures which can assist this function are twofold:

a. Those military adjustments that should be considered that affect a soldier and
his career, and,

b. Those measures that can improve the quality of the life in station for the soldier,
and his family, where this applies.

5. Personnel Services .  Such measures include:

a. Planning for the replacement of soldiers (routine postings and courses).

b. Determining the length of tour for emergency postings.

c. Determining the appropriate medical category for service in the theatre and the
necessary vaccinations required for that theatre.

d. Deciding on any restrictions of age for posting.

e. Ensuring the CASREP, CASEVAC, Compassionate, and Repatriation and
Burial Procedures are up to date and practicable.

6. Operational Welfare .  Reinforcement of the Moral Component has to be viewed with
the same importance as  the Physical Component.  Suitable measures could include:

a. Provision of reliable information services.

b. A frequent mail service from home and suitable telephones available for
communication with families at a reasonably cheap rate.
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c. Provision of television receivers and video tape equipment.

d. Where outdoor recreation is not possible, the provision of gymnasium type
equipment for use in protected areas.  Operational Fitness Equipment (OFE)
packs are available for deployment.

e. The establishment, where possible, of an Internet E-mail link between home
base and deployed troops should be encouraged.

f. Timely provision of United Kingdom newspapers and news sheets.

g. Arrangements for rest and recuperation, local or home leave as appropriate.

Security

7. Personal Security .  The problem of distinguishing between neutral and hostile
elements is particularly difficult in the logistic sphere where there will be a need to
employ local labour.  Contacts with the civil population will be frequent and wide-
spread, and some reliance will almost certainly have to be put on civil communication,
such as ports of entry, railway systems, airports or roads.  Consideration should be
given to fashioning some form of vetting system for local workers, who will than require
monitoring once employed.

8. Local Protective Arrangements .  A degree of protection can be achieved by
extensive use of aircraft for troops and logistic movement, but while this may avoid
interference in transit and it can enable CSS support areas to be situated in a safe
place, some installations and some movement will inevitably be in the area of
operations.  Installations should therefore be suitably sited and effectively guarded
using their own resources for local protection; they should be inconspicuous and the
movement of equipment and supplies must not be allowed to indicate the nature and
area of active operations.

9. Compromise.   When operations are undertaken by a purely British force, their aim,
scope and logistic needs should not be divulged to local officials.  Care will be required
to ensure military operations are not compromised by increased requests to supply
certain goods.

Medical

10. Resources .  Widely spread operations inevitably strain medical resources and it may
be difficult to provide skilled personnel to cover every eventuality.  These problems
can be overcome by:

a. Use of aircraft, particularly helicopters, to evacuate casualties and, when
necessary, to fly doctors or medical teams forward.  Provision should be made
for In-Transit Medical Attendants (ITMA) to give continuity of care.
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b. Proper provision for casualty evacuation in all planned operations, including  the
use of ambulances with armoured protection.

c. Training of enough medical orderlies so that there can be a team with each
detachment operating independently.

d. Basic first aid and hygiene training for all ranks.

11. Public Services .  Public services are bound to be affected when violence breaks out
and some of them may be seriously interrupted and even intentionally incapacitated
by industrial action.  Where water and food supplies, drainage and refuse removal are
affected, this can pose a hazard to health.  Medical arrangements may have to be
made for civilians as well as military and medical teams can easily be overwhelmed
in such circumstances.  A balance may have to be struck between Service needs and
assisting the local population, taking account of the important contribution which can
be made to local goodwill by giving such help.  Contingency plans must be made in
close liaison with all staff branches.  Overseas operations may entail acclimatization,
which in itself may require special medical arrangements.

Further Reference

12. Further reference to personnel matters are covered in:-

a. AC 63481 Unit Guide to the Administration of Personnel in War.

b. AC 12974 Casualty Procedures.

c. Other related and relevant Theatre Instructions.

Combat Service Support (CSS)

13. General .  During PSO operations, CSS is usually provided from secure areas or static
installations.  Logistic units tend to be more fragmented and dispersed to support the
widely deployed sub-units of the security forces.  Despite these differences, the
principles and outline arrangements for CSS support are the same as in other military
operations.  CSS staffs and units are responsible for arranging supply to the theatre
and for moving material from the entry points to secure storage areas.  They organize
distribution points for commodities in operational areas and allocate dependency to
units based on the nearest or most appropriate source of supply.  Stock levels in
installations or firm bases must be maintained to provide for the changing dependency
and predicted intensity of operations in the area.  This might involve the use of
convoys, air movement, air dropping or support helicopters.  Units remain responsible
for the movement of material between the designated installations and unit locations.
This movement might involve the use of convoys, helicopters, trains or pack animals.

14. Location of Bases .  The pattern of operations and geographical considerations will
dictate the location of operational bases, which may often be in fortified buildings in
very disturbed areas.  There may be compelling reasons for setting up administrative
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bases in quieter places where they will require fewer guards and from which rearward
movement of transport can be more easily organized.  A balance must be struck
between relative safety and ease of access to the rear on the one hand and the
problems of forward distribution on the other.

15. Local Resources .  It will be economical to use local labour and purchase food and
stores locally, thus saving manpower and easing the transport problem - particularly
where a long air or sea route to an overseas theatre is involved.  Local labour poses
security problems and contingency plans must make allowance both for its with-
drawal, possibly under political pressures and for dispensing with it should the security
situation warrant this.

16. Local Purchase .  Normally handled by the Local Resources Section under CSS
arrangements.

17. Use of Aviation, SH and Air Resources .  Air dropping is more effective where air
strips or landing points are not available, but it is uneconomical in comparison with air
landing, since air dropping equipment and despatch crews are required and the
recovery of parachute equipment may be difficult and time consuming.  There will,
therefore, be an early requirement for forward air strips and helicopter landing sites.
If an operation is dependent on air supply, it is important that forward operational
bases should be sited to include existing airfields or sites where airfields can be
developed.  Close co-operation between CSS and air staffs is essential.  The use of
aircraft for the provision of CSS purposes has the following advantages:

a. Forces can operate in inaccessible areas without the need for vulnerable land
lines of supply.

b. Troops can move with light scales of equipment unencumbered by a logistic tail:
they are thus more mobile and flexible.

c. There is greater flexibility and speed in the system of supply, subject to the
capacity of the airlift available, although the logistic lift is likely to be less than
when land transport is used.

d. Reserve holdings can be reduced.

e. Bases can be increased in size, but reduced in number; they can be situated
away from badly troubled areas.

f. Casualties can be evacuated quickly which improves chances of survival and
raises morale.

g. Urgent needs of the civilian population in isolated areas can be met.

18. Training .  CSS units can never be situated in completely safe areas in most
operations and they must be alert to sabotage as well as overt attack.  Although it may
be attractive to employ a large civil labour force, the burden of defence falls on



A - 6 - 6 Issue 1.0: Dec 98

soldiers.  There must be enough of them to perform these duties, and they must be
well trained in the use of their personal weapons as well as anti-intrusion devices and
countering improvised explosive devices.

19. Communications .  Reliable secure communications are essential to an efficient CSS
organization.  They enable plans to be more flexible, and contribute to reducing the
need for large reserve stocks.  These communications require as high a degree of
security as the operational network.

20. Maintenance during Operations .  The civil authorities are responsible for introduc-
ing measures to meet those administrative difficulties which will inevitably arise if
military operations preclude the normal maintenance of supplies and services; help,
however, may be required.  The sort of administrative problems which could arise are:

a. Disruption of water supplies.

b. Food shortages and difficulties over the need to purchase some foods daily;
including the possibility of having to deliver essential foods in areas with no
shops.

c. Fuel shortages.

d. Treatment of the sick and maternity cases.

e. Threats to health due to accumulating rubbish, lack of indoor sanitation and
sewage disposal difficulties.

f. The need to administer isolated police detachments.

g. Care of animals and crops.

h. Care of the homeless and refugees.

i. Need for protection from climatic conditions.



Issue 1.0: Dec 98 A - 7 - 1

SERIAL A-7.  NON GOVERNMENT ORGANISATIONS (NGO)

Background

1. In most humanitarian emergencies and PSO activity, NGOs form an essential part of
the operations.   The NGO sector is extremely diverse and includes thousands of very
different organizations - differentiated by size, maturity, expertise, quality, and mis-
sion - which makes it difficult, even hazardous, to generalize about NGOs.  Most of
the points made in this Serial are made with particular reference to the few very large
international NGOs (10 US NGOs and 20 European Union NGOs) that handle an
estimated 75 percent of NGO emergency aid.  However, it should be noted that there
are many smaller NGOs who operate in today’s humanitarian emergencies.

2. Troops are likely to encounter both large and small NGOs, but will probably have
more dealings with the former.  In most emergencies, NGOs will be found managing
a wide variety of field operations, including food distribution; emergency health; trans-
port and logistics; family tracing for separated children; agricultural rehabilitation; and
water and infrastructure repair programmes.  To manage these programmes they usu-
ally maintain offices and staff in the national capital and at regional and at field levels
of the theatre of operations.

Aims of NGOs

3. Most NGOs have humanitarian aims that drive their work.  These might range from a
general remit to “alleviate poverty” to a specific mission to “support health care ser-
vices in communities affected by conflict”, or to support child welfare in a specified
country.  An NGO’s mission is usually underwritten by values or principles that guide
their conduct.  Such values might include:

a. working with the full participation of the community,

b. assisting people irrespective of race and religion,

c. paying special attention to the needs of women.

4. Many NGOs express their mission and values in terms of human rights, emphasizing
that their work promotes rights to life, food, water, health, freedom of expression etc.
The mission and values of an NGO usually are embodied in some form of organiza-
tional charter that is recognized by state authorities in the NGO’s country of origin,
the UN, and government authorities in countries where they work.

The Categories of NGO

5. The NGO sector falls between the government sector and the commercial sector,
and is referred to as the “third sector”.  It is characterized by its great diversity com-
prising a mass of different sized organizations with various management structures
and diverse missions.  Nevertheless, within the sector as a whole, NGOs can be
characterized into the following  groups:
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a. International NGOs.  There are now over 4000 development NGOs in OECD
countries alone whose main mission is to work overseas.  The OECD refers to
those NGOs that work in more than three countries as INGOs.  While most are
not primarily emergency organizations, many will mount emergency operations
if the need arises in or beyond their normal programme areas.  Organizations
like Save the Children, and Médiçins Sans Frontières (MSF) are examples of
INGOs with a strong speciality in emergency programmes.

b. Multinational INGOs.  Many INGOs now have sister organizations in countries
around the world and an international umbrella organization that represents
them as a whole.  A multinational structure is increasingly important to INGOs if
they are to influence the institutions of the international community and raise
funds from them in a concerted fashion.

c. National NGOs.  Beyond the OECD countries, there are an estimated 20,000
other NGOs that often work as the operational partners of INGOs or interna-
tional development donors and UN agencies.  These national NGOs also are
known as local NGOs as opposed to international NGOs.  The majority of these
organizations are not primarily emergency organizations but mount emergency
operations if appropriate.

NGO Programmes

6. The wide variety of humanitarian emergencies requires NGOs to run programmes
that reflect the needs and diversity of each situation.  The most common NGO opera-
tions will include:

a. Famine early warning.

b. Food supply and distribution.

c. Emergency feeding.

d. Water and sanitation.

e. Public health programmes (immunization, disease monitoring and control).

f. Curative health programmes (clinics, inpatient services, etc).

g. Human rights monitoring and reporting.

h. Conflict early warning.

i. Conflict prevention.

j. Peace building and conflict resolution.

k. Family tracing and the reunification of separated children.
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l. Psychosocial care.

m. The rehabilitation of agriculture (seeds and tools).

n. Income generating (cash grants and loans).

o. Educational activities (school books, buildings, and teacher training)

p. The reconstruction of civil society and civic institutions.

Means of Operating

7. NGOs usually operate in one of four main ways:

a. Direct Implementation.  An INGO or local NGO recruits its own staff, procures its
own equipment, and manages all aspects of a programme itself.

b. Subcontracting.  Increasingly INGOs are being used as subcontractors to the
large bilateral donors or UN agencies that will give them funds and responsibil-
ity to carry out particular relief tasks, notably large scale food transportation and
distribution.

c. Working through Partners.  INGOs or NGOs channel their emergency funds and
resources through a third party organization that acts as their operational part-
ner.  These partner organizations might be a local NGO or government ministry
that is best placed to implement the programme.

d. Staff Secondment.  Some INGOs work in humanitarian emergencies by sec-
onding members of their staff as advisers and technicians to other operational
organizations.  These might be local NGOs at a grassroots level.

NGO Operational Strengths and Weaknesses

8. General .  NGOs have particular operational advantages in humanitarian emergen-
cies, and UN military staff have to be aware of their operational characteristics and
comparative advantages over government, UN, and military humanitarian operations.
But it is also important for the military staff to recognize the myths surrounding NGO
effectiveness.  Western governments and NGOs themselves have an interest in over-
emphasizing NGO strengths.  The international news media need stories about hu-
manitarian emergencies in which individuals and organizations play the role of un-
disputed rescuer and hero.  NGOs - particularly international NGOs - have filled this
role and will continue to do so until it suits the media’s purpose to cast them in an-
other part.

9. Strengths .  The following characteristics summarize the main strengths of the larger
and/or more professional NGOs in humanitarian emergencies, which military staff
should seek to maximize in their relations with the NGO sector:
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a. Independent and Nonpartisan.  Operational independence and perceived im-
partiality are extremely important to NGOs and play a major part in the rhetoric
of their mission.  Most NGOs aim to respond to emergencies purely on the basis
of the “humanitarian imperative” alone.  Servicemen need to be aware of the
importance of independence and impartiality to NGO operational posture.  On
occasion, the NGOs’ needs to reassert these principles publicly may lead them
to distance themselves from the PSO and its operations.  These principles may
even draw them into open confrontation with PSO staff and policy.  On the other
hand, an NGO’s reputation for independence and impartiality sometimes may
allow PSO staff to extend relief supplies into areas normally inaccessible to
them or other UN agencies.

b. Flexible, and Nonbureaucratic.  NGOs frequently can move fast into and within
any situation because organizational authority and power is devolved to field
level - the person in charge on the ground makes many of the key operational
decisions.

c. Radical.  NGOs see their role as being at the cutting edge of humanitarian op-
erations.  More than other aid organizations, they are ready to take risks and to
experiment - both in terms of security and new ideas.  Some NGOs operate in
situations considered too dangerous by other organizations or mount cross-
border operations behind the lines of civil conflicts.

d. Well-Informed and Committed.  NGOs with a history of experience in a country
tend to have a depth of contacts and a high level of commitment to a country
and its various communities.  NGOs with this type of profile are likely to be:

(1) National NGOs indigenous to the conflict zone that are a part of that soci-
ety.

(2) INGOs whose history and experience in a given country is highly devel-
oped, with national staff and extensive long-term programmes.

e. Involved.  In emergencies, most NGOs seek to involve the maximum participa-
tion of the communities they are assisting.  This requires the mobilization of
community leaders and affected populations in the management of relief opera-
tions.  NGOs also focus their efforts on rebuilding the capacity of existing com-
munity institutions (clinics, schools, water supply systems, etc) rather than re-
placing them with international teams outright.  This community-based approach
is a key part of NGO practice, and is associated with notions of partnership and
empowerment.

f. Long-Term Perspective.  NGOs with a long history of commitment to a country
and a developmental way of working usually have a valuable longer term per-
spective on any given crisis and its aftermath.  Many of the larger NGOs fre-
quently work to five year strategic plans in-country.  Their ability to look forward
beyond the immediate emergency phase can be an extremely useful resource
to PSO staff and should be respected and utilized.
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g. Reach.  With the above characteristics, NGOs can be in a position to influence
the parts of an emergency with which other organizations cannot engage.  This
attribute is referred to as “reach”.  NGOs often value humanitarian principles
over international sovereignty.  This has enabled them to pioneer, for example,
cross-border operations.  But, in view of the range in size and quality of NGOs,
this image can be an oversimplified, over optimistic view of the sector as a whole
and should be treated with caution.

10. Weaknesses .  The following characteristics summarise the weaknesses inherent in
NGO organisations:

a. Uneven Quality.  Some NGOs are better than others.  The standard and quality
of NGOs working in any emergency is uneven.  Some NGOs will have many of
the organizational strengths outlined above, others very few.  Being an NGO
does not automatically make an organization a good NGO.  The success of
much NGO advocacy, campaigning, and fundraising depends on NGOs pro-
jecting the strengths described earlier.

b. Self-Importance.  Because of their high visibility in so many emergencies, some
NGOs may develop a sense of importance beyond their immediate impact.  In
particular, many of the smaller NGOs can lose sight of the relative unimportance
of their particular operations in a wider canvas of events.  Absorbed in the ur-
gency and priority of their own programs, they may try to place unrealistic and
dangerous demands on military resources.

c. Limited Perspective.  Very few NGOs operate across the whole field of a hu-
manitarian emergency.  As a result, few have an overview of the whole emer-
gency.  Instead, most NGOs manage programmes in particular geographical
areas and in particular technical sectors.  Whereas a good NGO may know a
great deal of detail about conditions in their area, they may know very little about
conditions 20 or 100 miles away.

d. Competition.  Within the community, individual NGOs are extremely competi-
tive.  Each prides its performance and seeks to outshine its rivals in its opera-
tional results and media coverage.  NGOs gain kudos and profile from working
in the worst affected areas of an emergency, in the most dangerous places, and
in particularly high profile fields like emergency feeding, transportation, water,
and health.  Such competition can affect coordination - particularly in the initial
division of responsibilities in an emergency when NGOs compete for particular
geographical and sectoral roles.

e. Fashion.  The NGO community is prone to fashion.  Fashionable programmes
may be valuable and often prove innovative, but from time to time competing
NGOs feel they must be seen to be involved in fashionable programmes, par-
ticularly when donors are eager to fund them.  In some emergencies, particular
types of programme can become fashionable and there can be a rush to be-
come involved with them to the detriment of more commonplace and perhaps
more fundamental needs.
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NGO Code of Conduct

11. In the last two years, a number of international NGOs have teamed up with the IFRC
to produce a code of conduct for the NGO community in emergencies.  To date, some
52 NGOs have signed up to the code, including many of the largest international
NGOs.  It is hoped that eventually all NGOs will be able to agree to the code’s prin-
ciples and abide by them.  This is an attempt to standardize NGO operating prin-
ciples and encourage the NGO community to follow agreed procedures for emer-
gency operations.

12. It is also hoped that donor governments will insist that any NGO they fund will sign up
to and abide by the code.  The code is a useful guide for military commanders who
should aim to respect it as a basis for future cooperation.  The code clarifies what
military staff and others can expect from the NGO community and will enhance trans-
parency and cooperation in line with agreed standards.
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SERIAL A-8.  MISSION SPECIFIC TRAINING

General

1. The aim of this Serial is to provide a checklist of mission specific training topics that
should be conducted for all troops as part of any pre-deployment training.  Mission
specific training provides the soldier with the background and information necessary
to perform his assigned tasks.  The majority of the mission specific topics can be
completed by a series of lectures and briefings.  However, topics such as the Use of
Force have to be taught and practiced throughout the pre-deployment training to
ensure that all soldiers are both knowledgeable and familiar with the application of the
appropriate rules.  The following checklist of mission specific training topics while not
exhaustive does provide suitable basic guidelines for all OOTW activity.

2. Environmental .  Climate and terrain.

3. Historical .

a. Historical/economical/social overview.

b. Background of the conflict/crisis.

c. Internal and external influences (eg religion, international involvement).

d. Background to the operations in general to include:

(1) The UN (where applicable).

(2) The Charter, or Mandate applicable to the deployment.

4. Cultural .

a. Local customs and traditions.

b. Social values and norms.

c. Acts of social custom and politeness.

d. Elements of indigenous social psychology potentially useful to the soldier.

e. Cultural idiosyncrasies and related do's and don'ts.

f. Basic words and phrases.

g. Briefings by area specialists.

5. Military/Political Background .

a. Opposing forces personalities and leadership.
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b. Opposing forces structure to include paramilitary and internal security forces.

c. Opposing forces ORBAT.

d. Opposing forces weapons and equipment.

e. Opposing forces doctrine, tactics and training.

f. Opposing forces recognition (uniforms, equipment, etc).

g. Opposing forces capabilities, and

h. The overall threat to the deployed force.

6. Operations .

a. Mission and tasks.

b. Deployed force organization.

c. Theatre specific Standing Operating Procedures (SOPs).

d. Theatre/area specific security arrangements.

e. Theatre specific mine awareness and booby trap training.

f. Theatre specific detainee handling procedures, and

g. Theatre specific SOPs for the conduct of negotiations, investigations and
liaison.

7. Use of Force Guidelines/ROE .

a. The legal basis behind the use of force.

b. Detailed briefing of the ROE.

c. Practical training in the use of  the ROE throughout pre-deployment training.

d. Distribution of the ROE individual carry-card to all soldiers.

8. Legal .

a. Revision training in the Law of Armed Conflict.

b. Legal framework in the theatre of operations.

c. Outline of any SOFA and other legal arrangements covering troops in theatre.

d. Theatre specific legal liabilities.
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SERIAL B-1.  LIAISON

General

1. Liaison in most OOTW activity, and in particular with PSO, is vital and there is a much
greater need for emphasis on coordination at all levels.  This will require additional
manpower.  The nature of such operations is that they tend to be:

a. Multinational.  A military force will normally be both multi-national and multi-
lingual.  They will also tend to be made up of contingents from nations outside
the standing British alliances such as NATO and thus do not always have agreed
procedures for operating.

b. Joint.  Operations will often be conducted by joint forces involving naval, ground
and air contingents of any of the nations involved.

c. Conducted in a theatre where no formal military structure of cooperation exists.

d. Conducted through a framework of Areas of Responsibility (AOs) in which units
are allocated AOs within a Bde AO.

Liaison with Friendly Military Forces

2. The requirement for liaison with friendly forces will be considerable.  It will normally
take one of the following forms:

a. Cross Boundary Liaison.  Where units are conducting operations outside a frame-
work of established AOs liaison with friendly forces will continue to be of the
type conducted in a general war setting.  However, most units involved in con-
ducting operations will normally be allocated an AO.  As such there will be a
need for considerable cross boundary liaison with neighbouring units.  This liai-
son will aim to:

(1) Transparency of intentions and  conduct.

(2) Ensure deconfliction of patrols and other operations.

(3) Encourage cross boundary support and medical assistance, particularly
where a remote site in one area is adjacent to a friendly location across
the unit boundary.  In such cases movement of CASEVAC will often be
more effective via the bordering unit.

(4) Assist commonality of force posture and military activity.  A military force
has to have the ability to be effective and consistent in all areas of opera-
tions.

(5) Ensure that cross boundary operations such as escorts or convoys can be
conducted effectively.
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b. Liaison Across the Chain of Command.  The multinational and multilingual na-
ture of a military force will often give chain of command liaison a greater signifi-
cance than in a general war setting.  This is particularly so if a military contin-
gent is not familiar with generic operating procedures used by the lead military
force such as NATO.  Chain of Command liaison will also assist with the two
well known liaison difficulties:

(1) Language Barriers.  In the case where a contingent speaks a language
not used by a superior HQ, then the benefit to a commander who can brief
or be briefed by an LO in person, who then relays orders to the unit in its
own language, will be considerable.

(2) Passage of Information.  Communication over the long distances will be a
challenge.  Radio and satellite communications will often be unworkable
and long distance travel over poor routes will take time.  An LO will often,
therefore, be required at a superior HQ to brief, assist with planning or just
to relay likely future intentions.

c. Liaison with the Civil Authorities.  It is also essential, where appropriate, to ef-
fect good liaison with the Civil Authorities such as the local police, coastguards,
air traffic controllers and any fire services and hospitals in the theatre of opera-
tions.

Liaison with International Organisations

3. Military forces will rarely operate alone within a theatre of operations.  They will usu-
ally find themselves working alongside numerous international organisations, many
of whom will have been working there for a longer period and all will normally be
working to their own independent agenda.  In addition, a military force will often work
in conjunction with organisations established, for example, to monitor the police which
may not be part of the same chain of command but working under the same mandate.
Rather than work in isolation, the military force will normally benefit considerably
from coordinating its activities with those organisations involved, and will often be-
come the lead for all such coordination.  A military force will also have to identify any
commitment it has under its mandate for the security of any international organisations.
Liaison with international organisations such as the UNHCR, ICRC, WHO, UN Civpol
etc, will generally allow a military commander to advise on:

a. Security.  A military commander will often be responsible for the security situa-
tion - the provision of a secure environment - and any threat of evacuation if the
security situation breaks down.  This may require daily briefings on security
given to international organisations and other contingency plans for evacuation
or a break down in security.  It will be necessary to establish whether responsi-
bility for personnel from international organisations falls to the military force and
where necessary to advise on mine threats, areas of conflict, ceasefires and
other related activity.
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b. Shared Initiatives.  Operations will often involve contributions from international
organisations.  For example, an attempt to return refugees to their previous homes
may well require the military force to ensure the situation is secure, the UNHCR
to oversee the refugees, an organisation to oversee the civil police and a num-
ber of organisations to assist with the rebuild of the destroyed houses.  Such
operations will require a shared aim, with coordinated planning and negotia-
tions to ensure success.

Liaison with Warring Factions

4. Liaison with Warring Factions (WFs)1 host nations of other entities should normally
be attempted by all levels of command within the military force.  Depending on the
military structure, there may well be a Div LO, Bde LO, unit LO, G5 LO and UNMOs.
All will attempt to meet and provide liaison with key civil, military and police com-
manders.  A liaison plan has to be adopted to ensure deconfliction of responsibilities
between different LOs and to ensure the timely and accurate passage of information
up the chain of command.  In particular, responsibilities for liaison with specific WF
commands/levels of command have to be established.  For example, a unit LO may
provide liaison with WF Bdes; a Bde LO may have liaison with WF Div HQs and the
Div LO liaison with WF Corps HQs.  Foot patrols, if deployed, can be used for liaison
with the civilian population and any local warring factions.  Once confidence has
improved liaison between individual staff branches can be established.

5. Where such a framework is not established, then there is potential for different LOs to
have meetings with the same WF commander several times in a short space of time:
it is probably not necessary.  In this case a Div LO wanting to verify information at a
lower level, and in person, should get the unit LO (or whoever normally deals at that
level) to arrange the meeting, accompany the Div LO and introduce him to the WF
commander, thus retaining continuity.  Probably liaison tasks with WFs are as fol-
lows:

a. Negotiations.  The need to negotiate will depend on the mandate, the force struc-
ture and its level of dependency on host nation support or on WF goodwill.

b. Cease Fire Violations.  The basing of LOs at WF HQ will assist in the resolution
of any cease fire violations.  Not only will it allow a rapid assessment of which
party is the aggressor, but it will assist the military commander in preventing an
escalation of the violation, or reprisals.  Coordinated and timely negotiations
can be conducted concurrently with opposing military commanders to bring about
a return to stability or a ceasefire.

c. Protests/Briefs.  The requirement for briefings to host nations/WF of future op-
erations and the requirement to protest breaches of any ceasefire or peace agree-
ment will depend entirely on the nature of the mandate.

1. In UNFICYP operations the term OPFOR is used to denote the warring factions.  In British military
parlance this term can be confused with similar terms used in the GENFORCE Handbook, so WF for warring
factions is used throughout this Handbook.
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Communications

6. The level and security of communications available to the liaison parties have to be
considered.  In delicate and urgent situations the LO may require guaranteed, secure
communications with which to relay sensitive information or seek immediate direc-
tion or advice.  On other occasions communications may be deliberately absent to
allow a suitable time delay, if required, while difficult situations are ‘relayed’ to head-
quarters.
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SERIAL B-2.  NEGOTIATION AND MEDIATION

Introduction

1. Negotiations take place when two parties with opposing views meet to resolve their
differences.  When a third party assists by acting between the opposed parties in an
effort to bring them together, it is referred to as mediation.  In practice, most mediation
takes the form of negotiations between a mediator and one of the parties at a time,
trying to find common ground.  This Serial describes the characteristics of these ac-
tivities and the techniques needed for success in negotiations of theatre level and
mediation at lower levels.

2. In the context of a complex emergency, negotiations will be conducted at many levels
and between many parties, and issues will range from strategic level discussions in
the UN Security Council to tactical level negotiations between UN officials and mili-
tary commanders and local militia leaders.  Negotiations may concern political, hu-
manitarian, and military activity.  The parties in a complex emergency will want to
discuss these questions with anyone representing the different elements of the inter-
national community.  It is essential for those working to resolve the conflict to under-
stand the scope of the negotiations that may be taking place and how their functions
relate to wider efforts to achieve a negotiated solution.

Characteristics

3. In the intercommunal violence associated with a complex emergency, most negotia-
tions will be between members of the international community and one of the parties
at a time.  These meetings often will concern relations between elements of the inter-
national response group and one of the parties, for example in the interpretation of
their mandate and to gain access to recent incidents, rather than mediation between
the parties.  Three broad types of negotiations may be taking place at every level, of
which only one is actually between the parties:

a. Negotiations between elements of the international community on external or
internal theatre related problems; for example between troop-contributing na-
tions, between the civilian and military elements of a UN mission, and at local
level between NGO convoys and their UN military escort.

b. Negotiations between elements of the international community and one or more
of the parties; for example, on the scope and nature of the international
community’s intervention or assistance in the crisis, or with a host government
concerning which military contingents are acceptable, and at a lower level be-
tween NGO officials and the local authorities on the implementation of a
programme.

c. Negotiations between the parties, assisted by members of the international com-
munity; these also take place at every level and are the most important type of
negotiations for members of the international community to promote.  It is pos-
sible that the parties also will meet and negotiate without the assistance of out-
siders.
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Negotiating Issues

4. General Points .  Within each type of negotiation in the context of peace support
operations, there are three broad areas that may be the subject of negotiations.  Al-
though these tend to follow the division of responsibility adopted by elements of an
international response group, these divisions may not be recognized by the parties
to the conflict.

a. Political Issues.  In a crisis that results from a conflict between two or more par-
ties, the immediate priority may be to provide humanitarian assistance or achieve
a cease-fire, but the most important negotiations will be aimed at achieving an
overall political agreement between the parties.  Successful political negotia-
tions provide the framework and direction within which humanitarian and mili-
tary activities take place.  Once agreement has been reached to take action, the
countries or organisations involved have to negotiate with the host government
and other parties to agree to the terms of deployment and create a viable situa-
tion on the ground, for example by reaching a political accord that could lead to
a cease-fire.  As international agencies (military units, humanitarian agencies,
or NGOs) arrive in the conflict area, they will have to negotiate with the parties
for access to their territory and for accommodation and support.  However, it
may prove difficult or impossible to reach formal agreement if  government has
broken down or in territory where the de facto government is not recognized by
the international community.

b. Humanitarian Issues.  Representatives of humanitarian agencies may need to
negotiate for access to assess humanitarian needs with a host government, or
with local military or police units.  Having made a “needs assessment”, the hu-
manitarian agency may need to agree with the host government or the local
commanders on the assessment and methods of supply and distribution.  The
humanitarian agency will negotiate with donors to provide the types and quan-
tities of relief that are required.  Once the humanitarian agency has the supplies,
it may have to negotiate with the parties on a case-by-case basis for access to
supply relief to the target population.  No matter what agreement may have been
reached beforehand, actual distribution can take a great deal of negotiation as
convoys can be halted locally on the whim of a local militia commander.

c. Military Issues.  Although the decision to become involved may be political,
military commanders may have to negotiate the terms on which they will deploy
in support of political or humanitarian agreements.  It is important for the military
commander to ensure that he is not committed to an operation that is militarily
untenable.  Military representatives may be involved in negotiating cease-fires
that can take three stages: first getting the parties to reach an internal political
agreement that they want a cease-fire, then achieving a military agreement on
how to conduct the cease-fire, and finally negotiating a workable implementa-
tion of the agreement on the ground.  Having deployed, military units will nego-
tiate with the parties for freedom of movement to monitor and enforce political or
military agreements, such as cease-fires or demilitarization.  Agreements made
at a higher level may need to be renegotiated on a case-by-case activity or
establish observation posts; to cross confrontation lines in order to hold meet-
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ings or resupply units; or  to monitor troop deployments once a separation of
forces from a confrontation line has been agreed, following a cease-fire or de-
militarization of a zone.  Military units deployed to facilitate the delivery of hu-
manitarian assistance will have to negotiate on a case-by-case basis for free-
dom of movement to escort convoys.  This may lead to “linkage” negotiations on
other humanitarian issues and political problems that may be used as bargain-
ing devices by local warlords.

5. Negotiators .  Commanding and negotiating are both critical functions which may not
be compatible.  Although commanders will want to be fully involved in all negotia-
tions that are central to the success of their mission, there may be scope for estab-
lishing a negotiating team to deal with routine matters and allow the commander to
step in, either to add weight when negotiations are in danger of failing, or to finalize
agreements.  However, negotiators should have rank, status, and credibility; for ex-
ample, a senior military officer should engage the commanders of the parties about a
cease-fire, and a doctor should discuss medical questions with local health authori-
ties.

6. Negotiating Teams .  Because negotiating can be very time-consuming and opera-
tional areas are spread out, dedicated negotiating teams should cover specific ar-
eas; negotiators who are divided between several different locations while dealing
with different problems may be less successful.  Negotiating teams may include sev-
eral people with different expertise, but large delegations should be avoided, and a
lead negotiator is best joined by other experts as necessary.

7. Coordinated Objectives .  Political, humanitarian, and military negotiators from dif-
ferent organisations or elements of a UN mission may talk to the same leaders of the
parties.  If they are going to have any success in their negotiations, individually or
collectively, they need to be coordinated.  This can be achieved by providing clear
direction from the highest level on what objectives should be sought from negotia-
tions and where it is possible to compromise.  In addition, there needs to be regular
liaison between the agencies and individuals engaged in negotiations at each level
so that they are aware of progress or problems.  The most efficient solution may be to
create a separate negotiating organisation that is responsible for generating negoti-
ating strategy following the directions of the commander and conducting the majority
of negotiations at the spectral level.

Negotiation Standpoints

8. There are no fixed principles for negotiation but there are several essential features
of any negotiation that are useful guidelines for achieving results that  can be further
developed in the future.  These are:

a. Impartiality.  If parties believe a negotiator is no longer impartial, their trust, co-
operation, and openhearted relationship will be lost and negotiations probably
will be unsuccessful.

b. Long-Term View.  Negotiators should recognize that it takes time to change from
opposing positions to common ground and to establish a culture of negotiations
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in which the parties become used to meeting and solving small problems to-
gether in preparation for handling crises and tackling larger problems.  A short-
term negotiating success, won by conceding an apparently small point, may be
damaging and set a long-term precedent; for example, paying tolls to get emer-
gency aid through a hostile checkpoint may solve an immediate crisis, but also
could set a precedent that results in all convoys having to pay increasingly ex-
tortionate tolls in future.  Negotiators should plan ahead to exploit the impact of
seasonal changes; for example, seeds and fertilizer for spring planting and fuel
in winter as a source of incentives.  They also should anticipate future crises
and be prepared to react when they occur, but also remain aware that long ne-
gotiations may be overtaken by events.

c. Imagination.  Imagination and lateral approaches are vital for the identification
of common ground between the parties, development of incentives and disin-
centives, and finding ways to overcome the many barriers in conducting suc-
cessful negotiations.

d. Acting with Determination.  The parties will have more at stake and may have
fewer constraints on their actions than negotiators from the international com-
munity; for example a militia gunman at a checkpoint may have no rules of en-
gagement, unlike a convoy commander.  Faced with parties under emotional
pressure, the negotiator or representative must also be prepared to act with
determination.

e. Cultural Awareness.  Negotiations are often conducted in unfamiliar languages
between parties that follow idiosyncratic customs for greeting and meeting, and
hold values that are peculiar to their culture.  When negotiators themselves also
have different cultural backgrounds, the possibilities for misunderstanding are
great.  It is above all the responsibility of the negotiators to understand the cul-
ture of the people they are talking to, so that they better understand the mes-
sages that they receive.

Tasks

9. Negotiating objectives should be set at the highest level and implemented by every-
one involved.  Although there may be clear directions about what can be negotiated
- with whom and by whom, to the heads of the military, civilian, and humanitarian
elements working for the UN - it is important to note that many organisations will not
be formally under control, and could conduct their own negotiations independently.
The following negotiating tasks may be carried out at all levels:

a. Mediation.  Negotiators identify common ground on which the parties can dis-
cuss and agree.

b. Facilitation.  Negotiators provide practical assistance to their opposite numbers
in the parties, for example, by passing messages, providing a hot line, or secur-
ing a venue for a meeting.
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c. Communication.  Because negotiations can be affected directly by outside
events, negotiators should stay in touch while negotiating and also pass on the
results swiftly.  If related military activity occurs while the negotiations are in
progress or an agreement on a cease-fire is successful, it has to be communi-
cated as rapidly as possible to all forces on the confrontation line.

d. Education.  Negotiators may have to teach parties how to negotiate and to make
genuine concessions.  The parties may be unable to see that there are alterna-
tives open to them.  Negotiators also will have to ensure that the parties under-
stand the meaning of agreements that they reach, and the resulting obligations
of the international community and the parties in implementing the agreements.

e. Information Policy Development.  Manipulation of information can have a seri-
ous impact on negotiations.  This may be countered by actively seeking interna-
tional support for negotiations and by presenting the facts as seen by negotia-
tors to diplomatic contacts, who will report to their capitals, and the local and
international media.  The local media may be influenced by the parties and
need to hear the negotiators’ points of view.  The international media will influ-
ence both international decision-makers and those elements of the local popu-
lation who have access to it.

f. Identify Incentives and Disincentives.  Mediation and negotiation should be sup-
ported by a comprehensive range of incentives and disincentives to the parties,
so that they can be encouraged to take positive steps and dissuaded from tak-
ing action that will be detrimental to the peace effort.  These incentives and
disincentives will vary according to circumstances.  Identification of effective
incentives and disincentives is vital in the preparatory stage of the negotiating
strategy.

Location

10. The venue for negotiations is usually dictated by the parties, particularly if negotia-
tors have taken the initiative to go to the parties.  In face-to-face negotiations, the
selection of a venue may be very difficult, with each party perceiving advantages and
disadvantages in each proposal and refusing to agree.  The following locations are
commonly used:

a. UN Locations.  UN headquarters and locations have the advantages of being
neutral territory thereby allowing the parties are to meet with some security and
good communications.  However, space is often at a premium, making protracted
negotiations difficult.  The headquarters of the parties are where most bilateral
negotiations between parties will take place, with the negotiator visiting their
opposite side’s office.

b. Embassies, where parties can meet for negotiations hosted by a nation accept-
able to all concerned, have the advantages of neutrality and providing status to
the negotiations.  However, security of the visiting delegations may be a prob-
lem, as can the availability of space at the embassy.
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c. When the parties refuse to meet anywhere else, crossing points in no-man’s
land on confrontation lines or a portacabin at a UN checkpoint in no-man’s land
can be useful.

11. The following factors should be considered when selecting a venue:

a. Security.  The venue should be physically secure, with protection provided by
the host authorities or the UN if it is on UN controlled territory.

b. Accessibility.  Time should not be wasted getting to remote venues unless this
promotes either secrecy or a positive approach to the negotiations.

c. Communications.  As already mentioned, communications are vital.  If neces-
sary, the negotiating team should provide communications facilities that also
can be used by the parties to liaise with their authorities.

d. Comfort.  During protracted negotiations, a basic level of comfort may be useful
to facilitate a successful outcome.  There should be rooms for each delegation,
large and small meeting rooms, facilities for providing food and drinks, and over-
night accommodations if required.

Operational Techniques

12. Military commanders will need to be aware of the complications created by certain
features of a negotiation and will need to address and scrutinise the following issues
before and during the process of any negotiations that occur.

a. The identification of decision makers at the negotiations.

b. The use and exploitation of the media during and after the negotiations.

c. The security of decision makers.

d. The use of two track negotiations.

e. Communications and mobility.

f. Maintaining secrecy and confidentiality.

g. The political recognition of parties to the negotiation.

h. The use of joint commissions.

i. The use of interpreters and translators.
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SERIAL B-3.  THE DETAILED CONDUCT OF NEGOTIATIONS

Preparing for Negotiations and Mediation

1. Soldiers may find themselves in the role of negotiator, mediator, and even arbitrator
at the point of confrontation.  On occasion, relations between the two parties may be
so strained that a third party has to act as an intermediary.  A mediator has to be firm,
fair and polite if he is to gain and keep the trust of both parties.  The qualities required
of a mediator are mastery of detail, tact, patience, a sense of proportion, resourceful-
ness, objectivity, and impartiality.  On matters of principle, the mediator has to be
insistent without being belligerent.  He should be careful not to pass the confidences
of one side on to the other.  Some helpful points for commanders at all levels conduct-
ing mediation include the following:

a. Become familiar with the problem.

(1) Collect all available evidence.

(2) Determine if the point of issue has been raised before.

(3) Determine what agreements or understandings have a bearing on the prob-
lem.

(4) Be certain as to the military force policies on the problem.

b. Prepare for the negotiation.

(1) Negotiations should involve a sequential process, starting from subordi-
nate to senior level.  This process allows political faux pas that arise from
negotiations to be blamed on subordinates while the senior leader main-
tains credibility.

(2) Select and prepare a meeting place acceptable to both parties.

(3) Obtain adequate interpreters and communications assets.

(4) Secure the meeting area and delegates from attack.

(5) Ensure that a common map edition and scale is used by both sides and
the military forces involved.

(6) Keep higher headquarters informed.

c. Conduct negotiations.  Note the following:

(1) Customary salutations and exchanges of courtesies.

(2) Introductions.  Make sure all the delegates are introduced by name.
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(3) Use some introductory small talk to make the delegates feel at ease and
to assess their mood.

(4) Allow each side to state his case without interruption and without making
any premature judgments or concessions.  Make a record of the issues
presented by each side.

(5) If one side makes a statement which is known to be incorrect, be prepared
to produce evidence or proof to establish the facts.

(6) If there is a military force preferred solution, present it and encourage both
sides to accept it.

(7) Be sure to close the meeting by explaining to both sides exactly what has
been agreed upon and what action they are expected to take.  Be pre-
pared to present this in writing for signature if necessary.

Conducting the Negotiations

2. The following are ‘hints’ that those involved might find helpful, divided into 4 stages.

a. Exploration.  Before entering into dialogue, consider the following:

(1) The dress state, in particular helmet and body armour; where possible
avoid giving the appearance of apprehension.

(2) Identify yourself and who you represent.  Indicate if you are armed.

(3) Your own security and that of your team.  Identify a signal to effect a swift
exit.

(4) Identify the leader of the group and where possible isolate him from the
remainder of the group.

(5) Creature comforts - protection from the elements.

b. Bidding.  When entering into dialogue, the following could be important:

(1) What is your body language; what message do you wish to pass on; do
you wish to be confrontational?

(2) Be polite but direct.

(3) State what you seek to achieve - your best case - but be prepared to com-
promise.

c. Bargaining.  To achieve the best case, consider the following:
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(1) The aim is to gain the upper hand, or if not, then parity.  Therefore, be
persistent and compromise in a gradual and deliberate fashion.

(2) Do not show frustration or lose your temper.

d. Striking a Deal.  Consider the following:

(1) Make it quite clear what has been agreed and execute it as soon as pos-
sible.

(2) Do not gloat over any success but prepare the ground for the next phase.

(3) Explain the deal to your successors.

Summary

3. Negotiations are not always successful.  Agreements of all parties may or may not
occur.  The mediator should remember to remain neutral and avoid being used by
either party.  He should expect some of the adversaries to negotiate in bad faith.  They
may attempt to twist the issues to prolong negotiations while they continue to violate
peace agreements.

4. Negotiations and mediation are time consuming and often frustrating; however, they
prevent unnecessary loss of life and offer the best long-term prospects for a final
peaceful settlement.  It is vital to remain impartial and courteous at all times.
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SERIAL B-4.  INFORMATION OPERATIONS PLANNING

1. There is, as yet, no endorsed UK or NATO definitions or tactical doctrine for informa-
tion operations although these are under development and experience is being gained
in various OOTW activities.  Information operations are governed by the following
principles:

a. Impartiality.

b. Timeliness.

c. Cultural Knowledge.

d. Harmonisation.

e. Credibility.

f. Style

2. Information operations when properly applied at all levels can be a very potent
weapon for a commander to possess and a formation commander will probably fo-
cus the direction and thrust of information operations under his own control.  How-
ever, because the target audiences for any information operations planning will vary
enormously from theatre to theatre it is more appropriate for units and sub units to be
briefed on any intended activities in-theatre when more detailed tactical planning
can then take place.  Targets for such information operations can include the warring
parties, the community at large, international opinion and the media.
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SERIAL B-5.  OBSERVERS AND MONITORS

General

1. Since the Second World War the role of observing and monitoring areas where there
is hostility and misunderstanding has been taken on largely by the UN although this
is not exclusively so.  Nevertheless, wherever trouble has occurred around the world
there has normally been a request for the UN to send observers and monitors and
there have been many such UN teams in various places over many years.  In more
recent times the United Kingdom has become actively involved in providing indi-
vidual officers and soldiers to act as monitors on behalf of the UN.

2. Observers and monitors are often deployed to areas of conflict before the main peace-
keeping forces and sometimes remain there well after any military forces have left to
monitor a cease fire or resolution to a boundary dispute.  For example, in 1992 UN
Military Observers preceded UNPROFOR into Bosnia and Croatia, and UN Military
Observers are still deployed to monitor the boundary dispute between Iraq and Ku-
wait.  In some cases observer missions are the only international contribution to peace-
keeping efforts and may be sponsored by the UN, European Community or any other
legitimate international organisation.  Observers and monitors are normally military
officers but may also be civilians.  They would normally be working to an indepen-
dent headquarters and are likely to be outside the military chain of command.

Deployment Options

3. There are currently four levels of commitment that cover the requirement for UN ob-
server and monitor missions.  They may be viewed against an increasing level of
threat:

a. Level 1 - Traditional Method.  The traditional unarmed observer mission which
will continue to be the first and preferred deployment option.

b. Level 2 - Security Force.  In a situation where the risks are greater, but still of a
limited nature, then the vulnerability of observers can be reduced by providing a
suitable protection force as part of the organisational structure.  This low profile
deterrent can be provided by:

(1) UN Security Force.  A UN-mandated military force such as an Observer
Mission Protection Group (OMPG).

(2) Contracted Force.  An international body, which has a credible military
presence in theatre which protects UN personnel as one of its tasks.

c. Level 3 - Composite Observation Monitoring Force (COMF).  This force might
deploy to situations where the risk is deemed to be too high for the levels above
and yet insufficient to gain the political support to deploy a full scale multi-di-
mensional military force.  In this case it is possible that a military unit may be
deployed with the specific observation and monitory task as a single entity.
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d. Level 4 - Multi-Dimensional UN Mission.  In the highest risk settings, where
there is an overriding political need to use unarmed observers, the observers
would only be deployed in tandem with a UN military peacekeeping presence.

Tasks

4. The diversity and complexity of tasks for an observer or monitor depend entirely upon
the mandate of the particular mission, the political and military situation, and the con-
ditions under which the civilian population have to exist.  Observers and monitors are
generally unarmed and rely, to a large extent, on their impartial status for any protec-
tion and personal security.  The most common observer tasks are:

a. Supervision, monitoring, verification and reporting of case-fire agreements, sepa-
rations and withdrawals of forces, and cessation of outside assistance.

b. Monitoring of checkpoints, border crossings, and entry/exit points.

c. Monitoring of the disarmament/demobilisation, regrouping and cantonment pro-
cesses of military forces.

d. Assisting in the location and confiscation of weapons caches.

e. Maintaining liaison with, and between, the belligerent factions, other civilian or
UN agencies, NGOs and neighbouring countries.

f. Assistance to humanitarian agencies supervising and conducting POW ex-
changes, food distribution points and distribution of medical supplies.

g. Assisting with and monitoring elections.

h. Monitoring and reporting violations of International Law.

Personal Qualities

5. The military observer has to realize that he or she will be performing his duties in an
environment foreign to that of his home nation, usually encumbered by difficult living
conditions, in high stress situations, and often in a language not necessarily a ‘mother
tongue’.  As representatives of the UN and his home country, the individual nomi-
nated as a military observer should be carefully selected so as to be capable of per-
forming the tasks required, and that his or her actions and overall presentation will
reflect favourably upon the UN and home nation.  Accordingly, the officer selected
needs to be physically fit, of sound mental character, mature in attitude and outlook,
and possess the appropriate career qualifications for the task.

6. Cultural shock is not an unusual phenomena in itself, it is merely the natural response
by an individual when he is taken from his own, national and ethnic environment to
that of another, within which he feels some discomfort or disorientation.  The profes-
sional military officer will be able, because of his or her background and training, to
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overcome the obstacles imposed by such relocation.  Some observers will deal with
the problem more effectively than others, and those officers who have the benefit of
previous tours will overcome the phenomenon more quickly than ‘first-timers’.  Ide-
ally, comprehensive pre-departure preparation and research will assist in lessening
the impact upon the individual than would otherwise be the case.

7. Military observers have to understand the importance placed on ‘face’ (ie the ‘per-
sonal’ perception of respect) that is important in many cultures - this is especially
important in negotiations when, for example, a cease-fire is being discussed, if one
or other of the combatants is seen to be losing ground in the negotiation and conse-
quently will ‘lose face’ amongst his peers.  Representatives of parties may be com-
pelled to say one thing whilst meaning another in an effort to avoid being seen as the
weaker negotiator in such circumstances, leading to contradictory positions becom-
ing apparent at a later stage, to the detriment of the negotiations.

Individual Guidance for Observers and Monitors

8. Some military points that an observer should be aware of are to:

a. Keep strictly neutral, and display impartiality to all parties in the dispute.

b. Impress upon local commanders that he is to be granted freedom of movement
appropriate to the mandate applicable to your area.

c. Ensure that local commanders are aware of the provisions and requirements to
report any breaches of applicable agreements and cease-fires.

d. Be aware of efforts to undermine his authority and impartiality.

e. Consider the likelihood that all radio communications will be monitored, and
phrase messages accordingly.

f. Be aware that local employees and interpreters may have a vested interest in
matters which require sensitive handling.

g. Be aware of the possible loyalty of the host population to previous governments.

9. Some military points that an observer should avoid are not to:

a. Criticize the host nation or the parties involved in the dispute.

b. Carry marked maps or documents openly across cease-fire lines.

c. Express political or military opinions to nationals of either party to a dispute.

d. Make unauthorized press or media statements (ie be aware of alleged ‘autho-
rized’ persons enquiring about the progress of a particular matter).
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e. Take, or allow photographs to be taken in areas which are subject to dispute,
unless specifically authorized to do so.

f. Allow local gossip or hearsay to influence decisions or reports to his superiors,
unless you can certify all the facts expressed
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SERIAL B-6.  ASSISTING IN ELECTIONS

General

1. A possible task for a military force involved in PSO or MACA is to assist in the elec-
tion of a new government, whether at the municipal or central government level.  The
assistance may be given at a number of levels, but it is likely to focus on the support
given to a central coordinating authority, such as the Organisation for Security and
Cooperation in Europe (OSCE), for whom the responsibility lies for ensuring that the
elections are conducted under the agreed conditions.

Tasks

2. A summary of the likely tasks is as follows:

a. Information Campaign.  The military contingent is likely to play a central role in
publicising the elections, explaining eligibility to vote, how, where and when to
vote.  This may be done by leaflet, or by the use of local radio, or both.  The key
is for the troops involved to be seen to be acting in an impartial manner.

b. Maintenance of a Stable Environment.  A clear task for military forces in sup-
porting elections is the maintenance of a secure and stable environment.  This
will be achieved in the first instance by patrols and by providing a visible deter-
rence to any form of aggression.  However, the particular threat has to be as-
sessed.  If there is a possibility of voter intimidation then routes to polling sta-
tions should be identified and protected; the voting stations themselves should
also be protected, along with those civilian workers involved in the manage-
ment of the election.

c. Communications and G4 Support.  It is possible that the central coordinating
agency for the elections will require a means of communicating to be estab-
lished, along with the operators to pass information to central control.  There
may also be a requirement for G4 support, such as transport both for civilian
coordinators, voting slips and ballot boxes as well as rations and water.

d. Maintenance of Reserves.  Formed groups of soldiers should be ready to act as
reserves at short notice.  They have to be mobile, in sufficient strength and
equipped to respond to the perceived level of threat, which could include inter-
nal security tasks.

Subsequent Procedures

3. More difficult to judge may be the consequences of the election results, and the sub-
sequent implementation of those results, particularly if these are likely to be contro-
versial.  Military forces should be prepared for public disorder in the aftermath of the
announcement of the results.  These could be anti government rioting or interfactional
activity which could degenerate into looting, chaos and anarchy.  Special contingency
planning may be necessary to support and protect isolated groups of troops during
any disturbances of this kind.
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SERIAL B-7.  HUMANITARIAN OPERATIONS

1. A more recent feature of OOTW and the use of troops in a PSO capacity focusses on
humanitarian operations designed to ease the impact of conflict on civilians.  The
role of a military force in these operations will depend on its mandate, but the follow-
ing points can be used as guidance:

a. Any humanitarian assistance, no matter how small or apparently insignificant,
has to be coordinated and the policy and approach to these operations dis-
seminated to all ranks.  Uncoordinated assistance can result in claims of lack of
impartiality by opposing forces and lead to false expectations by those suffer-
ing.  Some humanitarian organisations, including the International commission
of the Red Cross (ICRC) will actively avoid contact with the military in order to
reinforce their status as impartial operators.

b. All soldiers participating in humanitarian operations have to be conversant with
aspects of the Law of Armed Conflict1 and in particular the rights of women and
children, civilians and other non-combatants.

c. There will probably be a number of disparate organisations operating in the
theatre of operations.  The precise relationship of such organisations with mili-
tary forces has to be properly established.  Many, such as UNHCR, will have
their own logistic support and means of gaining information; other Non-Govern-
mental Organisations (NGOs) will have little if any support, and the level of
support offered to such organisations has to be made clear from the start.  Sup-
port will vary from providing threat information such as minefield traces through
to providing food and accommodation, and ultimately safe areas and protec-
tion.

d. Some members of certain humanitarian organisations may be accorded spe-
cial status as Persons of Designated Special Status (PDSS).  Specific ROE
and other instructions will be established in order to afford them protection, and
close liaison has to be established in order to be aware of their location and
operations.  If the threat justifies it evacuation plans should be rehearsed.  All
troops have to be familiar with the ROE and in particular how they relate to the
protection of aid convoys and civilian workers.

2. Humanitarian operations will vary considerably from place to place, even within the-
atre and there can easily be misunderstanding about the overall purpose of these
operations and the role of military forces within that purpose.  Many agencies are
usually involved and the military commander will need to expend time and make use
of manpower to put in place an effective liaison and coordination organisation to
cater for these additional groupings.  Experience shows that time spent in liaison is
well spent.

1. AC 71130 The Soldiers’ Guide to the Law of Armed Conflict revised and reissued in 1998.
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SERIAL B-8.  SEPARATING HOSTILE FORCES

Means of Separation

1. Some explanation of the types of zones and lines that have been used in the past in
peacekeeping operations is necessary as a preliminary to providing guidance on
their use and value in separating opposing forces.

2. Lines .  These normally split into one of three categories:

a. Cease-Fire Line (CFL).  The lines mark the forward limit of the positions occu-
pied by the troops of the opposing sides at the suspension of hostilities.  Of
necessity ad hoc, they are often contentious and the subject of complaint when-
ever one side is left in possession of an important tactical or political feature.
Moreover, the former combatants may not only dispute each other’s CFLs; they
may not even accept the peacekeeping force’s interpretation of the cease-fire
agreement as to where their own CFL runs.1  While CFLs are eventually pub-
lished openly, for example in the UN Secretary-General’s periodic report on a
peacekeeping force, each side maintains the principle of confidentiality on the
detailed deployment of its forces behind them or outside an area of limitation in
armaments.  It is essential for any peacekeeping force to have detailed knowl-
edge of all the lines claimed by any warring faction.  For a peacekeeping force
to disclose one party’s dispositions to the other would be considered a gross
breach of confidence.

b. Armistice Demarcation Line (ADL).  The agreement of cease-fire lines may pave
the way for the establishment of a buffer zone and the withdrawal of an  invad-
ing force.  At some stage the parties may agree to an armistice demarcation
line, perhaps leading eventually to a formal peace treaty.2

c. Lines Demarcating a Buffer Zone (BZ) or Area of Separation (AOS).  There is
not always agreement on the location of the lines on either side of a BZ or AOS.
This may be because the parties to the dispute do not use the same map grid or
because one side refuses to give up a position near the line which it considers
essential to its security.3  A BZ or AOS is normally only a demilitarized zone
(DZ) from which the armed forces of both sides are excluded.  However, the
zone is the sovereign territory of at least one of the parties whose rights of ad-
ministration must be recognized.  That party may still police the area.4

1. In Cyprus there are areas of local disagreement between HQ UNFICYP and both warring factions as to
the position of their CFLs, although the cease-fire came into effect in 1974.

2. Such lines were drawn up between Israel and her Arab neighbours in 1949 at the close of the First Arab-
Israeli War.

3. For ease of reference the lines demarcating a BZ or AOS are often lettered.  One the Golan Heights the
western boundary of UNDOF’s AOS with Israel is known as Line A and on the eastern, Syrian, side as Line B.

4. Syrian Police, armed with the AK47 rifle, patrol the UNDOF AOS right up to Line A.
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d. Marking.  These lines have to be marked by wire fences and signed wherever
possible.  There could however be political implications in doing this form of
marking and clear instructions will be necessary to avoid disputes on the ground
and disputes in the diplomatic and political arena.

Interposition - Stages in Deployment

3. Preparatory Work .  During the preparatory phase while a peacekeeping force is
being mounted, the force and contingent commanders and their staffs must master
the details of the mandate, any relevant understandings and the status of forces agree-
ment, as soon as the latter is signed.  Ideally, the force will be deployed with the
agreement of both parties but, should one of the parties dissent, it must be prepared
to deploy on one side only, behind the host state’s CFL.

4. Cease-Fire Agreement .  During the preparatory phase a cease-fire will be arranged
and then a cease-fire line will be agreed upon.  Initially, it will merely be a line on a
map.  Its agreement on the ground and demarcation are covered in paragraphs 10 to
14 below.  The next steps will be an agreement on the BZ, the separation of the
hostile forces and an undertaking to withdraw from the BZ.

Control of Forces

5. When a peacekeeping force moves into a BZ it is assumed that the governments
engaged in hostilities have control over their forces and that the orders of the com-
manders in the field to their troops to cease fire and carry out agreed withdrawals will
be obeyed.  While the assumption is likely to prove correct insofar as regular troops
are concerned, paramilitary organizations may not accept the arrangements and con-
tinue to cause concern.  A peacekeeping force may experience some sporadic re-
sistance or opposition.

6. Establishment of a Liaison System .  Before deploying a peacekeeping force be-
tween the contestants’ armies it is necessary to establish a liaison system between
the force, the host nation and the parties to the dispute.  Good liaison is necessary to
enable the peacekeepers to move into position in accordance with a timetable ac-
cepted by all parties and whose troops know what to expect.  Failure to install the
liaison system first risks misunderstandings, friction and perhaps outright opposition
without the means to resolve problems.

7. Deployment of a Force in the Buffer Zone .  The deployment of a force between the
armies of the two sides, armies which have been locked in furious combat up until
the moment of the cease-fire to secure an advantage at the negotiating table, is the
most critical moment.  It may be necessary to persuade one of the contestants to
withdraw from a position captured beyond the agreed CFL.  In the case of a refusal it
would be beyond both the capability and the mandate of the force to attempt to com-
pel compliance.  The breach must be reported through sector headquarters to the
force commander for reference to the Secretary-General for resolution in the Security
Council.
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8. Dealing with Small Infringements

a. Standing Patrol.  If action by one of the opposing forces is deemed by the sector
(battalion) commander or force headquarters as likely to lead to confrontation,
or to amount to an encroachment into the BZ, a standing patrol may be placed
on the site until the offending party withdraws and the status quo is restored.

b. Use of APCs and Reconnaissance Vehicles.  There is a natural tendency to
deploy armoured vehicles whenever there is a need to interpose a small peace-
keeping force to deal with an infringement or provocation.  Care has to be taken
to avoid alarming the parties to the dispute with the risk of escalation.  Armoured
vehicles should only be used in the following situations:

(1) When weapons have already been used in the incident, or there is a seri-
ous threat that they might be used.

(2) To patrol a notoriously hazardous confrontation area when the use of thin-
skinned vehicles or troops on foot is dangerous.

(3) To provide a commander with mobility, protection and communications to
observe a violation from a distance sufficient to avoid unnecessary provo-
cation.

(4) As a calculated and carefully considered escalatory step to indicate that a
peacekeeping force is not prepared to allow a potentially dangerous situ-
ation to deteriorate.  Because the adoption of a higher profile involves risks,
the decision to deploy armoured vehicles requires careful judgement.

(5) Force headquarters may impose restrictions on the use of armoured vehi-
cles.5

9. Liaison with the Opposing Parties .  While the peacekeeping force headquarters
will set up a liaison system and communications with the commanders of the oppos-
ing forces it is equally important to establish contact and good working relations at
battalion, company and, on occasion, platoon level.  Officers must know the names of
the commanders of the forces they are dealing with and form an assessment of their
attitude to the peacekeeping force and the agreement.  If an atmosphere of trust can
be established it should be possible to arrange informal meetings for ‘off the record’
discussions.  Contact points6 should be established where meetings can be arranged
at short notice with local representatives of the parties.  They may be located at exist-
ing OPs or in huts conveniently sited near the BZ boundary fence.  If possible they
should be fitted with wire terminals so that a field telephone can be connected quickly.
Alternatively, ‘hot lines’ may be established between peacekeeping force company
commanders and their opposite numbers in the parties to the dispute.  The aim is to
ensure that incidents are dealt with quickly and effectively at the lower level before
they escalate.  Some form of hospitality usually eases the atmosphere at the meeting
(coffee, soft drinks, a small meal, but alcohol should be avoided).

5. UNFICYP has done in the past at times when local tension has been high.  Currently none exist.

6. Known as liaison posts (LPs) in UNFICYP.
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SERIAL B-9.  DEMARCATION, CEASE-FIRE LINES AND BUFFER ZONES

Demarcation

1. Delineation Procedure .  Whenever possible:

a. Obtain both parties’ agreement to map lines using a common large scale map
series and edition.

b. Verify the line on the ground.

c. Prepare an accurate, detailed description of the line using a common grid sys-
tem.  If the two parties use different grid systems the line must be recorded in
both.  The written description is the legal authority.

d. Survey and mark the line on the ground clearly with signs that are difficult to
move.  The survey should be carried out by qualified RA or RE surveyors.  The
use of Global Positioning Systems (GPS) should help a great deal.

e. All parties must sign the agreement.

f. Keep the line under surveillance.

g. Agreed entry points to the buffer zone should be clearly marked on the ground
and on the map

2. Factors to be Considered .

a. The criteria used to determine critical terrain in war are not necessarily applica-
ble to peacekeeping.  A road, a road junction or a village in low ground may be
of more significance than high ground overlooking the area.  Securing the use
of facilities is often more important than obtaining a good field of fire.

b. Appreciate the economic considerations when determining a line so that a farmer
is not summarily denied access to water for his animals nor a route to market
blocked without good reason.

c. A peackeeping force needs to consider areas and places of high emotional
significance to any of the warring factions.  These could include religious sites,
relics, areas of historical significance, places of burial and sites of murders,
assasination or massacre.

3. Records of Demarcation Lines .  A record, signed by both sides, is normally kept at
company, sector (battalion) and force headquarters.  Copies should be given to the
parties concerned.  With the comparatively short tours of units in a buffer zone, or
area of separation, and of staff officers in a force headquarters it is difficult to maintain
up-to-date, accurate records of cease-fire and demarcation lines and of the factors,
arguments and considerations which led to the initial agreement and subsequent
changes.
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4. Changes .  Alterations to the line must be agreed, signed by the parties concerned
and sanctioned by force headquarters.  Amendments must be recorded as in para-
graph 12 above.

5. Disagreements .  If a party refuses to allow a survey of its cease-fire line1, it may be
possible to establish its position by discreet survey.  The use of air photography for
this purpose will depend on the provisions in the force mandate and status of forces
agreement.

Controlling a Line or Zone

6. Agreed Withdrawal of Combatants .  The agreement to evacuate regular and
paramilitary forces from the BZ must be implemented as soon as possible after the
arrival of the peacekeeping troops.  If the forces of either party are allowed to stay an
unfortunate precedent may be set and their subsequent removal may prove imprac-
ticable.2

7. Method of Control .  The peacekeeping force should establish OPs and positions as
close to the edge of the BZ or CFL as possible in order to dominate the local area.  A
presence is usually effected by establishing section posts which are directly control-
led from a company base.  This enables each company to rotate and rest sections,
and to keep sufficient troops in reserve, at varying states of readiness, to meet emer-
gencies.  The deployment of complete platoons to positions could, in certain circum-
stances, prove to be a wasteful and inflexible misuse of manpower and resources.

8. Surveillance and Supervision .  A peacekeeping force is concerned with monitor-
ing the following:

a. Cease-fire and armistice agreements.

b. The establishment and supervision of buffer and demilitarised zones.

c. The supervision of armament control agreements, when this is not the respon-
sibility of an observer group.

d. Military deployment limitations.

e. Military withdrawals, disengagements and the return of territory.

f. Border infiltration and arms smuggling.

1. The Turkish Forces in Cyprus have not agreed to define their CFL to UNFICYP.

2. Numerous paramilitary organizations are based in the UNIFIL AO.  It is only fair to add that no agree-
ment could be reached with them, their sponsors or the Lebanese Government which could be enforced.
These bodies, which have no legal status, are commonly called de facto forces (DFF) in UN circles.
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g. Prisoner of war exchanges.

h. Freedom of movement agreements for civilian farmers working in restricted
zones.  Farmers who can establish a claim to the ownership of land in a re-
stricted area may be permitted to farm in daylight up to the median light in the
BZ.  The median line should be marked by a clearly definable feature, such as a
track, a line of boundary stones or landmarks.

i. Refugee camps.

j. Plebiscites and elections.

9. Aids to Surveillance .

a. During daylight the whole line or zone should be kept under observation.

b. By night the area should be kept under surveillance as far as possible by night
observation devices and radar.  Sensitive areas may be covered by electronic
and acoustic devices.3

c. When the presence of an intruder is detected, white light or illuminants may be
used with advantage to confirm the sightings and warn the intruder that he has
been spotted.  This in itself has a deterrent effect.  Care needs to be taken not to
direct searchlight beams across the BZ boundaries to illuminate the parties’
CFLs.  This may be interpreted as unfriendly and hostile or be perceived as
activity by another warring faction.  Searchlights fitted with dispersion screens
may be used to floodlight areas up to 100 metres without risking an infringe-
ment of the agreement near the edge of the BZ.

d. Patrols, both foot and vehicle mounted, may be used to supplement observa-
tion and investigate incidents.  They must maintain radio contact with their base
and always be easily recognisable as peacekeeping troops.

e. All incidents must be logged and reported to sector and force headquarters.

10. Controlling an Area of Operation at Night .  In situations where parties to a dispute
infiltrate armed elements or weapons through a BZ or AO under cover of darkness
contrary to an agreement, it may be necessary to devise a system of surveillance,
patrolling and an illumination plan to stop it.  Vehicle infiltrations can be detected by
radar up to 5,000 or 6,000 metres.  When the vehicles arrive within Carl Gustav or
light mortar range the intruding vehicle is illuminated.  Usually the driver turns back.
To stop a driver who persists, or infiltrators on foot, standing patrols block routes in
depth while reserves are held in readiness in company positions either to move to
pre-determined points on routes not already covered or to act as cut-off parties.  Stand-
ing patrols should be of not less than section strength.  They should be equipped with

3. The Sinai Field Mission attached to UNEF II used ground sensors to detect movement at the
entrances to the Mitla and Giddi Passes through the Western Hills.
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hand-held illumination flares, at least two powerful hand torches, night vision aids, a
radio with a whisper facility and be accompanied by a dog.  Early warning of an
infiltration party may be obtained by radar and passed to the patrol over the radio.  On
the party’s approach it will be illuminated, called upon to halt, drop weapons, raise
hands and freeze.  If the party attempts to escape, it will be called upon to halt and a
first warning shot may be fired in the air depending on the ROE.  If it still fails to halt a
shot may be fired into the ground near the escapers in an attempt to halt them.  How-
ever, fire will not normally be opened for effect without prior permission from higher
authority, which will rarely be given.  Fire will only be used for effect in self-defence if
the infiltration party fires on the patrol or attempts to overrun it.  It may be possible to
position a cut-off party further down the route to intercept the escaping infiltrators,
using the same procedure.  To succeed, such a system required discreet reconnais-
sance, rehearsal and a well coordinated illumination plan.4  Captured infiltrators and
their weapons will be brought in for questioning.  Force headquarters will issue or-
ders concerning the return of infiltrators to the host country and the disposal of their
arms.

Agreements with the Host Nation

11. Peacekeeping Force Movement .  While the force may move at will throughout its
BZ or AOS there may be restrictions on:

a. Approaching one or both of the parties’ CFLs, even from within the BZ.

b. Movement within the host country.  It may be necessary to obtain a pass or clear-
ance certificate and to drive through a recognized access point on the BZ bound-
ary where the host nation’s police are entitled to stop the vehicle to check the
pass.  In militarily sensitive areas the host nation may require peackeeping per-
sonnel to be accompanied by a liaison officer.

c. If a host country checkpoint stops a peacekeeping force vehicle contrary to regu-
lations the driver, or senior passenger, will not attempt to force a passage but
will inform his headquarters to initiate the protest procedure.

12. National and Local Forces in BZ .  No armed forces will be permitted to enter the
BZ.  The host nation’s civilian police, including armed police, may be allowed to enter
the zone under the terms of a special agreement.

13. Powers of Search and Arrest .  Regulations vary from force to force but in most
circumstances only an intruder or law-breaker will be searched.  In the case of civil-
ians suspected of illegal activity they will usually be handed over to the force civil or
military police who, in turn, will hand them over to the host nation police.  At check-
points leading into a BZ the peacekeeping troops on duty will observe civilians pass-
ing through for any obvious attempt to smuggle arms, ammunition and explosives.

4. This system was developed by the Norwegian Battalion in UNFIL.  The firing of warning shots, not a
standard British Army practice, is standard procedure in some UN peacekeeping forces.  British units
should not adopt it without specific instructions.
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Civilian traffic will only be stopped and searched on the orders of the force com-
mander when the situation warrants such action.  In some peackeeping forces the
troops are not allowed to confiscate weapons and ammunition, only to turn the carri-
ers back.  In some contingents, their own vehicles and personnel will be searched on
entry and exit from the BZ to deter smuggling of arms, contraband, drugs, etc.  The
aim is as much to convince the host country that the force is observing its laws as to
catch or deter criminal activity among its members.

14. Host Nation’s Powers of Stop and Search .  Host nation authorities are allowed to
stop a peacekeeping force vehicle to establish the identity of the occupants but are
not normally permitted to search them.  Should the host nation’s police or army insist
on searching a vehicle or individual the latter will protest, but not resist forcefully. If he
is able to contact his headquarters he will ask for the help of the force military police.
Should the authorities still insist on a search, the individual will request that the force
military police carry it out, witnessed by the host nation authority.  On return, the indi-
vidual will report the matter so that a protest may be lodged.

15. Checkpoints .  A checkpoint is a self-contained position deployed on a road or track
to observe and control movement into and out of a BZ.  Permanent checkpoints are
established on the main access routes and they cannot be moved or closed without
the authority of the force commander.  Temporary checkpoints may be set up on minor
routes, usually on the authority of the sector (battalion) commander, although author-
ity may be reserved to the force commander.  Checkpoints should be well marked
with the force’s colours and insignia.

a. Tasks.

(1) Control movement and entrance to a BZ, particularly during a crisis.

(2) Prevent the smuggling of arms, drugs and contraband.

(3) Control refugees.

(4) Act as an OP as part of the peacekeeping force’s observation plan.

b. Conduct.  Soldiers manning checkpoints must be careful to observe local cus-
toms to avoid offending the susceptibilities of the local population.

Relations with the Civilian Population

16. Jurisdiction .  Some peacekeeping forces have jurisdiction in their BZ (UNIFYCP)
but most do not (UNDOF).  In the former case it is unusual for either the force or its
military police to have powers of arrest over the host nation’s subjects.  Incidents
involving civilians should be dealt with by the force’s civil police5 or, if there is no
such element, by the host nation’s police, who should be summoned immediately.

5. In UNFICYP the United Nations Civilian Police (UNCIVPOL - 35 constables, 20 Australian and 15 Irish
Police Officers) have no formal police power under the laws of Cyprus.  Except on the receipt of specific
instructions they may not arrest or detain anyone.  However to prevent Cypriot civilians from becoming in-
volved with UNFICYP soldiers in the BZ, UNCIVPOL customarily escort civilians to the nearest Cyprus Police
or Turkish Civil Police Element station.
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17. Action to be Taken in an Emergency .  Should a civilian be found in a dangerous
area, eg, a minefield, he should be requested to leave.  To obviate the language
difficulty, a card warning the individual to leave should be shown to him.  Should the
individual refuse to leave, be committing a criminal offence or taking photographs in
a forbidden area the peacekeeping force may have powers to detain him until the
police can be summoned.  The procedure to be followed will be laid down in Force
SOPs.

18. Evidence in Court Cases .  Peacekeeping personnel do not normally appear as
witnesses in the courts of the host nation.  Their evidence is usually accepted in a
written statement.  The legal branch at force headquarters must be consulted in such
cases.

19. Civilian Rallies .  Political rallies might be held at a peacekeeping checkpoint at the
entrance to the BZ to present a petition to the United Nations Secretary-General or
some other prominent personality.  The host nation’s police are responsible for con-
trolling political marches and demonstrations.  The peackeeping force headquarters
will use all its influence with the civil authorities and police at both national and local
levels to provide an adequate police presence, including reserves, to deal with the
situation in order to avoid the direct involvement of the peacekeeping force.  Sector
commanders and the force headquarters will monitor plans for rallies in case the
local police are unable to prevent a crowd of demonstrators entering the BZ or threat-
ening a force checkpoint or installation.  In this eventuality the peackeeping force’s
civilian police (eg, UNCIVPOL), if it has one, will be prepared to back up the host
nation’s police.  Only if this fails will peacekeeping troops be committed to turning the
crowd back.  Whether a large number of troops is used in an unarmed role, backed up
by armed troops, or whether arms are used will depend on the situation and the force
commander’s decision.  In either case timely and effective warning will be given and
only minimum necessary force will be used.  Most rallies are well publicized in ad-
vance and there is usually ample time to activate the sector and force reserves, and
move them into a nearby assembly area from which they can be committed without
delay.  The local sector commander and the commander of the force reserve will
reconnoitre and establish stop lines, incorporating wire and other obstacles, for use
in case the host nation’s police lose control of the situation.

20. Petitions .  It is preferable to avoid involvement in petitions by suggesting to the or-
ganizers that the proper course of action is to mail any petition to the Secretary-Gen-
eral, his political representative with the force, or the individual to whom it is ad-
dressed.  Within UNFICYP, NCOs at the Main Gate of the HQ, can accept a petition
on behalf of the Chief of Mission.  The time, place, date and by whom the petition was
presented are recorded.  The petition is then forwarded via the chain of command to
the Chief of Mission/Force Commander.

No Fly Zones

21. In recent times the use of a no-fly zone, normally after a cease-fire has been put into
effect, has been made.  This is designed to prevent a warring party from flying military
aircraft of any sort within the zone and to conduct surveillance on any military move-
ment on land, particularly with regard to air defence resources.

22. The control and conduct of operations in a no-fly zone is beyond the scope of this
Handbook.
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SERIAL B-10.  DEMILITARISATION AND ARMS CONTROL ISSUES

General

1. Demilitarisation or arms control may be one of the tasks given to a military force
under the terms of its mandate, or they may be local, tactical initiatives attempted to
reduce tension in a specific area.  In general, demilitarisation and arms control mea-
sures will only be possible once a cease-fire or peace agreement is in place.  In
extreme cases, a peace enforcement operation may be necessary to remove military
forces from an area, thus demilitarising it.  This Serial will only consider the military
aspects of demilitarisation and arms control once a cease-fire is in place.

Methods of Demilitarisation and Arms Control

2. Demilitarisation and arms control will normally be a progressive process in that tar-
gets will be set and achieved in recognised steps.  Steps which will require consider-
able verification and policing by the military force are likely to be as shown in the
following paragraphs.  A no-fly zone can also be incorporated into any Buffer Zone or
Cease-Fire Line.

3. Withdrawal from Front Lines .  Following a cease-fire agreement, military forces will
normally be deployed along the old frontlines - the ceasefire line.  The first stage or
demilitarisation will be a withdrawal from these wartime positions either to barracks
or more usually to behind a Zone of Separation or Buffer Zone.  The aim of these
zones are to move belligerents back, beyond small arms range and ideally outside
line of site.  This move will reduce antagonism and therefore tension and could re-
duce the prospect of an accidental return to conflict.

4. Withdrawal of Heavy Weapons .  The withdrawal of heavy weapons a specified dis-
tance from the ceasefire line will offer a significant confidence-building measure.
Heavy weapons should include main battle tanks, towed and self propelled artillery
pieces, heavy mortars and armoured fighting vehicles.

5. Decommissioning of Air Defence (AD) Weapons .  A military force has to be aware
of the AD capability of former belligerents.  Active AD systems will pose a high poten-
tial threat all types of aircraft and helicopters and should be neutralised and then
removed as soon as possible.

6. Return to Barracks/Cantonment Sites .  Having separated the former belligerents,
the next step is to return the troops to barracks, or to new cantonment sites.
The aim of this is to move troops into peace-time locations that can be moni-
tored and from which a potential belligerent will have to deploy from.  Such a
move will also assist with the demilitarisation of the civilian population as weap-
ons are collected.  It is likely that there will be insufficient tailor-made military
barracks available to accommodate all troops and equipment in the appropriate
areas.  Ad-hoc cantonment sites will therefore have to be established.  These
may be based around schools, hospitals, factories or tented camps.  Sites that
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utilise the civilian infrastructure may in the long term cause problems for com-
munity recovery if they continue to be occupied by military forces, and thus
denied for the primary purpose.  Depending on the mandate or the peace agree-
ment, the military force may or may not have authority to allocate sites to be
used.

7. Force Levels and Restructuring .  The next stage in demilitarisation and arms
control is the agreement of force levels and the restructuring of former belligerents
into peacetime organisations.  Force levels will normally be agreed at the na-
tional level - often as part of any ceasefire agreement or peace agreement.  The
restructuring will generally follow direction from the senior military HQ and in-
volve suitability assessments, verification and advice from units at the tactical
level.  Depending on the nature of the previous conflict, it is possible that a
former belligerent has a minimal number of trained staff officers through which
to plan any restructuring.  Similarly their peacetime command, control and com-
munications may be extremely poor.  This process is therefore likely to be cha-
otic with many potential breaches committed, often through poor administration.
The military force will have to identify intent when assessing whether a breach
was deliberate or not.  It will often be useful to advise and assist such restruc-
turing and may even be required to provide G4 support or even training.

Restructuring

8. General .  Restructuring will normally include the following elements:

a. Setting a ceiling on military personnel by unit or location (or both).

b. The confinement of arms to designated armouries.

c. The separation of arms and ammunition.

d. Military approval for proposed sites with regard to the potential for a future
threat.

e. The relocation of heavy weapons to authorised sites.

9. Verification .  Verification will depend on the mandate.  If the situation allows
then the military force may restrict all military movement and training to that
which it has authorised.  In such cases it would be normal to monitor those
authorised activities to ensure compliance.  Similarly, the military force may
inspect and monitor activities within barracks and cantonment sites.  This would
provide an assessment of readiness, capability, intent, morale and any attempt
to deploy forces.
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10. Enforcement .  Enforcement will also depend on the mandate and may involve
restrictions on a faction’s military activity, training or movement; it may involve
punitive inspections or even confiscations of weapons or equipment.
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SERIAL B-11.  THE USE OF NON LETHAL WEAPONS (NLW)

Background

1. The use of NLW is not new.  Weapons such as batons, water canon, rubber bullets,
CS gas, stun grenades and electronic warfare (EW) have been used by police and
armed forces throughout the world for a number of years in situations where the use
of more lethal weapons would be inappropriate.  What is new and has enhanced the
importance of NLW, is not only the increasing number of military operations, but also
the high visibility of such operations, including OOTW situations, where satellite
technology makes it possible for the public to see in minute detail how the operations
proceed.  Such public scrutiny has highlighted the difficulties of military forces
responding to a situation because they generally have no weapons capable of
generating anything less than lethal force  In many circumstances, especially those
associated with peacekeeping, the use of lethal weapons are not always appropriate
or could be interpreted by some as heavy handed and unnecessary.

Public Expectations

2. The public concern for casualties among the combatants and civilian population has
increased interest in the potential for NLW in the expectation that they can provide
armed forces with a more appropriate but less than lethal response when required.
The public expectation has been fuelled by the increasingly high profile non-lethal
technologies considered in the media.  Operations may involve non-lethal or lethal
weapons or both, and no one situation can be limited to a specific level of lethality.
NLW could contribute to the application of military force in pursuit of military/political
aims and objectives.

The Categories of NLW

3. Although difficult to define, NLW can be broadly categorized into those that are
designed to impair or immobilise:

a. Persons.   Systems targeted against personnel include:

(1) Psychological Operations (PSYOPS).  PSYOPS uses information warfare
and the media to reduce the morale and combat efficiency of hostile groups
or to influence the emotions of the populace in order to persuade them to
or dissuade them from taking a specific action.

(2) Acoustics.  Noise, whether it be audible or inaudible (infra- and ultra-
sound)  can be used to immobilize individuals or disperse crowds by
causing discomfort, disorientation and nausea.

(3) Calmative Agents and Irritants.  These systems are used to subdue or
disperse riotous crowds or individuals and will include current agents such
as CS gas.
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(4) Visual Stimulus and Illusion (VSI).  VSI uses high intensity strobe lighting
and holography to cause temporary vertigo, disorientation and nausea.

(5) Lasers and Incapacitants.  Low energy (dazzle) lasers and incapacitants
(eg: stun grenades and adhesive tape) are used to temporarily blind,
dazzle or immobilise individuals.

b. Equipment and Material.  Systems targeted against equipment and material
include those designed to impair or prevent mobility, neutralize weapons, exploit
or disrupt communications or degrade the infrastructure.  Such systems include:

(1) Anti-Traction Agents.  Combustion alteration technologies to impair or
immobilise equipments.

(2) Sensor Damage Lasers.  Targeted against vehicle optics to prevent
mobility and target acquisition.

(3) Metal Embrittlement.  Polymer & super adhesive agents to disable me-
chanical linkages and alter material properties causing general equipment
and weapon failure.

(4) Radio Frequency Weapons (RFW).  To cause electronic failure in ignition
systems, communications, radars, computers and navigation aids.

(5) Conductive Ribbons.  To short circuit power lines, fuel additives to
contaminate fuel supplies and the introduction of computer viruses to
disrupt communication and economic centres.

Guidance in the Use of NLW

4. There are many advantages and disadvantages in using NLW should any such
weapons be procured for use, but in the absence of any practical experience to base
firm and clear principles, the following guidelines could be appropriate when consid-
ering their use:

a. NLW can either be used alone, provided they are backed up with the ability to
use lethal force, or, in conjunction with lethal force.  Their use should be
controlled by ROE and should not be allowed to jeopardise the right of soldiers
to defend themselves where necessary with lethal force for the protection of life.

b. The employment of NLW should be consistent with extant treaties, conventions,
international and national laws.  Their use should also be morally and ethically
justifiable.

c. NLW should be used proportionately (the least destructive way of defeating
insurgents) and discriminately (the protection of non-combatants from direct
intentional attack).
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d. In planning the employment of NLW, the operational response to all possible
reactions should be fully rehearsed.

e. Responses from the medical, legal, civil and public affairs authorities as a
consequence of unintended results and side effects caused by the use of NLW
should be fully prepared.

f. NLW should be fully integrated with lethal weapons in order to provide a
graduated response to a situation based upon the use of minimum force and
perception of the threat.

g. NLW should not be deployed without consideration of countermeasures.

h. NLW should not be deployed without consideration of any political-military
instructions that may be given.

i. NLW should be employed in such a manner so as to minimize casualties to one's
own troops.

5. Any use of NLW would require formal approval from the MOD and agreement
covering any change to current ROE or the issue of new ROE.
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SERIAL B-12.  CIVIL AFFAIRS AND COMMUNITY RELATIONS

Civil Representative

1. The role of a Civil Affairs Representative is to provide, in any way possible, and within
his capability, such assistance as a military commander requires in his dealings with
the civil authorities and the civil community.  This could include:

a. Ascertaining community attitudes in general and to specific events.

b. Establishing good working relationships with leading personalities and commu-
nity leaders so as to be able to advise the Army on the likely effects of certain
policies and/or operations.

2. Relationships thus established could assist in solving or ameliorating those problems
which do arise and which could be prejudicial to communal stability.

3. The Civil Affairs Representative would report and assess claims for damage arising
from searches or operations carried out by the military forces.  This includes:

a. Damage caused to houses and outhouses.

b. Damage to fences and hedges.

c. Damage to crops and animals.

d. Damage caused by helicopters.

e. Damage caused by military vehicles.

f. Damage caused by the use of Caltrops.

g. Assisting the public with problems arising from civil disorders.

h. Providing assistance and advice to persons affected by explosive devices.

i. Monitor first aid repair scheme following insurgent explosions.

j. Refer matters raised by the military forces or police to the appropriate authorities
and agencies and ensure that answers are received and passed on with the
minimum of delay.

k. Investigate complaints of a non-criminal nature directed against the military
forces

Direct Tasking

4. The following list outlines some of the potential tasks that can be considered by the G5,
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Civil Affairs staff for planning purposes:

a. Civil Defence Measures.

(1) Ensure that an adequate civil defence structure exists.

(2) Advise, assist, or supervise local civil defence officials.

(3) Assess civil defence planning for emergency welfare services and emer-
gency food, water, sanitation, and medical supplies.

(4) Coordinate civil defence activities of fire, police, and rescue services with
those of the armed forces.

(5) Coordinate explosive ordnance disposal (EOD) activities in the civilian
sector.

(6) Identify civilian evacuation routes and assess their adequacy.

(7) Possible plans in case of incidents involving toxic industrial hazards or
insurgent inspired chemical attacks.

b. Civil Labour.

(1) Coordinate requirements for local labour support for military forces.

(2) Ensure compliance with international laws and conventions regarding use
of civilian labour, where appropriate.

(3) Direct local government agencies in planning, establishing, and adminis-
tering labour programmes.

c. Public Health.

(1) Estimate needs for additional medical support required by the civilian
sector.

(2) Coordinate acquisition of medical support from voluntary agencies or from
military sources.

(3) Coordinate the use of civilian medical facilities and those applied from
military resources.

(4) Aid in the prevention, control, and treatment of endemic and epidemic
diseases of the civilian populace.

(5) Survey and provide assistance with civilian health care (medical person-
nel, facilities, training programmes and veterinary services) and provide
guidance for provision of emergency services by Service personnel.
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(6) Analyse, supervise, and/or direct civilian public health and sanitation
services, personnel, organizations, and facilities.

d. Public Safety.

(1) Coordinate public safety activities for the military forces.

(2) Provide liaison between the military forces and public safety agencies.

(3) Advise, assist, or supervise local police, fire fighting, rescue agencies, and
penal institutions.

(4) Supervise the enforcement of laws after the population has been duly
informed.

(5) Take into custody all arms, ammunition, implements of war, and contra-
band items.

e. Welfare.

(1) Determine the type and amount of welfare supplies needed for emergency
relief.

(2) Plan and coordinate for the use of welfare supplies from all sources.

(3) Advise and assist the state authorities.

(4) Establish and supervise emergency centres for distributing supplies and
for housing and feeding civilians.

f. Supply Resources for the Civil Population

(1) Determine the availability of local supplies for civil and military use.

(2) Coordinate military needs for local resources and coordinate their acquisi-
tion.

(3) Determine the needs of the populace for emergency supplies and arrange
for distribution in accordance with policy.

(4) Coordinate the movement of essential civilian supplies.

(5) Plan and supervise any rationing programmes.

(6) Arrange salvage of captured supplies that can be used by the civilian
population.

(7) Advise and assist allied governments in the above tasks, when appropri-
ate.
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(8) Direct government and commercial supply activities.

g. Commerce.

(1) Determine the availability of local resources for military and civilian use.

(2) Direct support needed to keep key industries operating.

(3) Develop and implement plans to prevent black-market activities.

h. Communications.

(1) Manage communication resources, both government and private, to in-
clude postal services, telephone, telegraph, radio, television, and public
warning systems.

(2) Coordinate the use of government and private communication resources
for Service use.

(3) Provide technical advice and assistance on communication systems.

(4) Recommend the allocation of civilian communication resources for civilian
and military use.

i. Transportation.

(1) Identify the modes and capabilities of transportation systems available in
the theatre of operations.

(2) Coordinate the use of locally available assets, to include railroads, high-
ways, ports, airfields and airspace, and vehicles to support military opera-
tions.

(3) Prepare plans for the use of available civilian and military transportation
assets for emergency civilian evacuation from the theatre of operations or
transportation of relief supplies.

(4) Provide advice and assistance in establishing and operating transporta-
tion facilities.

(5) Direct civilian transport agencies and functions, where appropriate.

j. Information Services.

(1) Advise and assist civil information agencies.

(2) Operate some form of civil information service if none exists.
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(3) Disseminate government proclamations, ordinances, and notices.

k. Refugees/Stateless Persons.

(1) Estimate the number of refugees, their points of origin, and their anticipated
direction of movement.

(2) Plan movement control measures, emergency care, and evacuation of
refugees.  Coordinate with military forces for transportation, military police
support, military intelligence screening/interrogation, and medical activi-
ties, as needed.

(3) Advise on or establish and supervise the operation of temporary or semi-
permanent camps for refugees.

(4) Resettle or return refugees to their homes in accordance with government
policy and objectives.

(5) Advise and assist the host country and other agencies on camps and relief
measures for refugees.

(6) Supervise the conduct of movement plans for refugees.

Limited Tasking

5. Other potential tasks that could attract some form of limited G5 planning, depending
on the circumstances, are as follows:

a. Civil Administration - particularly where none appears to exist.

b. Education.

c. Agriculture and Food Resources.

d. Control of Property.

e. Public Works and Utilities.  Usually covered by work done in the Community
Relations field.

f. Cultural Affairs.  Usually associated with the protection of works of art, monu-
ments and museums.
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SERIAL B-13.  USE OF INTERPRETERS

General

1. Language difficulties can arise at any stage in the conduct of operations in a theatre
where English is not widely spoken.  This can also be a problem on combined opera-
tions, exacerbated by differences in doctrine, training, military culture and capability.
These problems can be overcome by employing interpreters who may be UK military
personnel or local nationals.  The latter may be locally employed or provided as part
of the Host Nation Support (HNS).

Military Interpreters

2. Military interpreters will be required from the earliest stages of military planning, through
any deployment into, and eventual withdrawal from, a theatre of operations.  The
scale of provision will depend on the requirement to interpret between the military
force and other parties, on whether the environment is friendly or hostile, on the lan-
guage of allied and coalition partners and on the nature of the operational theatre.

3. The extent to which local nationals can be used will depend upon the nature of the
operations, but it does not remove the requirement for some servicemen to speak the
language(s) concerned.  The deployed force should have a number of military inter-
preters on strength who can:

a. Assess the abilities, employ, deploy and monitor the performance of any local
interpreters.

b. Replace local staff when security, military or political considerations require in-
terpretation of sensitive information.

c. Deal with a military vocabulary beyond the scope of the local interpreters.

4. In certain situations and environments the rank of the military interpreter may be im-
portant if he or she is to have credibility in the eyes of the local political/military lead-
ers.

Use of Local Interpreters

5. Before employing local nationals as interpreters it will be necessary to assess their
capabilities and possibly their political affiliation.  Employing local people as inter-
preters has security implications both for information and for the physical security of
the persons involved.  The use of local interpreters in policy making staff areas will
generally be inappropriate.  In any operation, knowledge of the political/cultural/reli-
gious affiliation of individual local interpreters could be of vital importance in certain
situations.

6. Consideration has to be given to the basis on which interpreters will be employed as
it will be rare for their services to be required on a permanent basis. They may also
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have to be employed in other secondary roles which will require them to demonstrate
wider military skills and possibly some flexibility.

Training

7. Military interpreters cannot be trained from scratch for operations at short notice.  AGC
(ETS) Branch has an operational commitment to provide a limited number of inter-
preters.  Additionally, the AGC (ETS) Pool of Linguists (TA), and officers teaching
Arabic, Russian, French, Italian and Spanish at the Defence School of Languages
form another potentially deployable asset.  A list of qualified persons is also main-
tained by ETS for the Army pool of language qualified personnel.  This does not
guarantee, however, that individual linguists can or will be available to deploy at
short notice as military interpreters.
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SERIAL B-14.  HANDLING THE MEDIA

General

1. The journalist in an operational area has a tough, highly competitive and sometimes
dangerous job.  His primary purpose is to get a better story than his competitors and
to get it in time for the earliest publication.  The basic principles to be applied in dealing
with the media are:

a. No unnecessary hindrance is to be offered to a journalist's freedom to operate.
It is in the interests of law and order that the press should have facilities to expose
terrorism, acts of violence and the intimidation of civilians.

b. A member of the media has the same rights, liberties and obligations under the
law as any other citizen.

c. Any entry into army premises and any contact with army personnel should be in
accordance with the prevailing instructions issued by the appropriate formation
HQ.

2. The MOD have issued a ‘Green Book’ which covers many aspects of Media Opera-
tions in time of war.  This should be the principal guide for all Media Ops staff in the
conduct of their work with regard to the media.

The Rights of the Media

3. A journalist, like any civilian, has the right to speak to anyone, visit anywhere and
photograph anything he wishes, provided this does not conflict with the law, does not
involve any entry into prohibited areas and does not impair operations or endanger life.

4. In practice this means that members of the media may conduct their business subject
to the following:

a. They have no right to enter military property without the permission of the officer
responsible for that property.

b. The final decision as to whether or not to give an interview rests with the Media
Ops staff.  The journalist should be reminded politely that he should contact the
Unit Press Officer or the appropriate Media Ops staff before conducting an
interview.

c. Journalists may normally photograph all personnel and equipment in public
places from public places.  They may not photograph personnel, equipment or
property within military premises without permission.  If there is a security reason
why the security forces do not wish a photograph to be published, eg an EOD
team at work, this should be clearly explained to the photographer. together with
the consequences of non compliance.
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d. If the commander on the spot believes that members of the media are prejudicing
security he should deal with the matter by persuasion, admonition, or, as a last
resort and only if a criminal offence is suspected, the police should be called to
assist.

e. It is possible that a reporter may deliberately wish to expose himself to danger
against the advice of the security forces.  If he does not yield to persuasion, he
should be clearly warned, in front of witnesses, of the possible consequences of
his actions and told that he must accept total responsibility for them.

f. The media may ask for priority at a check point.  They have no right to this but their
livelihood depends upon deadlines and news is highly perishable.  The local
commander should where possible grant this priority having satisfied himself
that the request is bona fide and the operational situation permits.

Information for the Media

5. All operational information for the media is to be given by the Media Ops staff or unit
press officer or by those authorized to do so when accompanied by one of these
officers.

6. Commanders, or those authorized by them, may communicate directly with the media
when the information given is strictly factual, where it relates solely to the commander's
particular unit, and when it touches no ground which is politically controversial or
operationally sensitive.

7. Media Ops staff approval is required before any member of the forces agrees to give
a statement or interview for TV or radio.  Before considering any request the staff must
know who will do the interview, which programme it is for, and the agreed scope and
line of questioning of the statement or interview.  Whenever possible the best
spokesman, irrespective of rank, should be used, particularly if he can speak  with first-
hand knowledge of the subject in question.  The Chief Media Ops officer or his
representative should be present during any interview with the media.

Identification of the Media

8. Any person claiming to be a member of the media should produce a press card of
which there are many versions.  Unless the military are satisfied that a journalist is
bona fide, facilities should not be granted.

9. In certain particular circumstances members of the media may be accredited to the
security forces and have authenticated credentials.

Military Families

10. In a situation where Service families are in the theatre of operations no official
restrictions can be placed on these families in dealing with the media but they should
be advised by their heads of family to seek advice from the media operations staff
before making statements or commenting to the media on official military matters.

11. Media Ops staff will also have to be aware of the possibility of Service family members
in UK having dealings with the media in UK concerning military operations abroad.



Issue 1.0: Dec 98 B - 15 - 1

SERIAL B-15.  SUGGESTED GUIDANCE ON MEDIA HANDLING

Wording of Statements

1. The statement has to be confined to what has been cleared and confirmed as fact.  It
must not speculate or comment.  When immediate action is required to answer an
urgent media enquiry, a brief holding statement should be made with the proviso that
a more detailed statement is to follow, once the facts of the situation are confirmed.
Before any official statement is made it should be cleared with the Media Ops staff.

Reports of Shootings

2. These reports should include:

a. Time.

b. Location of military forces.

c. Location of hostile groups if known.

d. Military casualties if any.

e. Confirmed other casualties (if any).

Reports of Bomb Incidents (Exploded or Unexploded)

3. These reports should include:

a. Location.

b. Time of warning and to whom, length of warning time, time of explosion (normally
given by the Civil Authorities if the incident is in the UK).

c. Casualties if any.

d. Estimate of damage (qualify answer).

e. Estimate of size of bomb by ATO.

f. Outline of how planted (eg: mortar, car bomb, or IED if details are known).

g. If possible, explain any delays in taking action, eg possible ambush or booby
trap.

Reports of Disturbances

4. These reports should include:
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a. Time and location.

b. Military forces involved (including some description of the disturbance).

c. Numbers involved.

d. Types of weapons used by the rioters (if any).

e. Type of weapons used by military forces, eg CS smoke, baton rounds if used.

f. Military casualties if any.

g. Arrests if any, no name but numbers only.

Reports of Finds

5. Reports of finds should be cleared with Intelligence, the EOD Control Centre and the
police before being announced.  The details will normally be confined to:

a. Location, but not so detailed as to prejudice conviction, eg house in X street.

b. Description of find, but not too detailed, eg so many weapons, pounds of
explosive, assorted rounds of ammunition.

Names

6. Normally soldiers are not named, nor should any indication be given of rank of patrol
commanders etc.

7. Names of arrested men are not given to the media who should be referred to the police
or civil authorities for further information.

8. The Media Ops staff has to be given full details and background information on any
persons who have been detained by the military forces.

Casualties

9. Names are only disclosed to the media for fatal casualties after the next of kin have
been informed.  Suitable evidence is necessary to confirm this.  Neither names nor
units are given for seriously injured or not listed cases.  If asked about a casualty before
the next of kin have been informed the press should be politely informed that a
statement will be made as soon as the next of kin have been informed.

10. Only in exceptional circumstances are names of any injured persons made public.
Statements on casualties should not normally be volunteered but held against
enquiry.
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Legal Limitations

11. Any legal limitations on media reporting will differ markedly from state to state.  The
Media Ops staff should ensure that they are conversant with the legal nuances of
handling media issues within the threatre of operations on deployment to that theatre.

12. In general, no statement should be made by military authorities during the process of
any investigation by the police or civil authorities into possible criminal or subversive
activities.

13. Once an investigation, trial, enquiry, arrest or charge is announced, nothing must be
said which could prejudice the outcome or any appeal stages.  These instances are
sub judice and the media should be referred to the police if they make enquiries.

14. Once a matter has been referred to a minister, no comment can be made before a
ministerial reply.  Enquiries should be referred to the Media Ops staff.

Conventions

15. Experience has resulted in certain conventional answers to common questions.  If the
convention is broken then journalists are alerted to the fact that they could be on to a
newsworthy item.  Conventional answers have to be adhered to rigidly and not
elaborated upon.  Once a convention is broken a dangerous precedent is created.

16. Examples of subjects on which as a matter of policy the military forces cannot comment
on, confirm or deny anything to do with:

a. Intelligence matters.

b. Troop deployments.

c. The off duty or private affairs or addresses of soldiers and their families.

d. Future operations/contingency plans.

e. Government policy or political decisions.

f. Reports and speeches which we have not seen.

g. Movement of VIPs.

h. Matters outside the responsibility of the army.

i. Advice given by the Army to ministers or the police.

j. Investigations, inquiries or criminal cases which are still in progress.

k. Special Forces involvement.
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ImpartialityImpartialityImpartialityImpartialityImpartiality

17. Journalists should be given equal access to information.  The army has a duty to be
impartial, but it must also use its discretion in giving exclusive facilities to individual
journalists and special treatment to groups of journalists.

18. No journalist can be guaranteed exclusive rights to any story as it is beyond the
authority of any crown servant to guarantee this.  If a journalist has discovered his own
exclusive story the army must undertake not to disclose it to other journalists unless
they make a direct approach on the same subject.  In this case impartiality must be
observed.

19. Pool facilities and how they are arranged are laid down in the MOD’s Green Book -
Media Operations in Time of War.  The same arrangements apply for any operation
that the Army undertakes on a limited scale.  The Media Ops staff would announce that
there are limited facilities available to a large number of media, and direct that a ‘pool’
consisting of, for example, a TV crew of two, a radio journalist, a press journalist and
a stills photographer should be formed.  The Media Ops staff will have no further
dealings with the organisation of such a pool except perhaps to provide the ‘means’
of conveying the ‘pooled’ material back to other media outlets.  They should, where
feasible, use their own transport but where this is not possible the Media Ops staff
should arrange suitable transport.

20. Detailed guidance on media handling should be given in the appropriate OpO.  G3
Media Ops HQ LAND can provide sample Estimates and OpO layouts for Media Ops.

Guidance for a Unit Press Officer (UPO)Guidance for a Unit Press Officer (UPO)Guidance for a Unit Press Officer (UPO)Guidance for a Unit Press Officer (UPO)Guidance for a Unit Press Officer (UPO)

21. The duties of the unit press officer are the responsibility of the commanding officer, and
these should be clearly defined and incorporate the guide-lines contained in the
following paragraphs.  The choice of UPO can be critical to the success of an OOTW
deployment.  A double-hatted appointment is not workable.  Often the 2IC of a major
unit can be the most suitable choice.  The UPO should be briefed by the senior Media
Ops Offr on the ground to ensure consistency in dealing with the media.

22. A UPO’s media plan should be based on the Media Ops Annex issued by the higher
Formation in theatre, taking account of local conditions and his Commanding Officer’s
mission.

23. The UPO should ensure that his unit submits prompt reports of incidents, newsworthy
events and any defensive media briefs necessary to his superior formation headquar-
ters and that these reports are updated immediately if circumstances change.  He
should inform the Media Ops staff of any item which he considers would provide
positive or negative publicity for his unit and the Army.

24. He should be present, or arrange for a unit  representative to be present at the scene
of any newsworthy incident in his area, to provide reasonable assistance to the media
and to gather first-hand information on the incident.  In these circumstances he should
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pass a situation report to his commanding officer and Media Ops staff on the main
points of media interest and any items which are likely to be controversial or critical of
his unit and the Army.  He is responsible within the terms of current regulations for
deciding which media enquiries may be answered by the unit and for referring
questions outside his unit responsibility to the Media Ops staff.  He should arrange
visits and escorts for any journalists to whom the appropriate facilities have been
agreed by the Media Ops staff.

25. He is responsible for informing the Media Ops staff of any criticism or controversial
events which could attract adverse media reports, eg allegations against soldiers,
disciplinary matters, and traffic accidents involving civilians and for passing any
relevant details.  He should plan his unit positive Media Ops activities well in advance,
with care and in consultation with the Formation Media Ops staffs.  This will mean
making an estimate and having a clear understanding of the aim of each activity.  He
should process his public information activities through the formation headquarters to
the media.

26. The UPO is responsible for informing the Media Ops staff at regular intervals of local
attitudes and criticisms and any information which could form the basis of  future
newsworthy material.

SummarySummarySummarySummarySummary

27. This Serial may give the impression that the UPO should be able to handle all
eventualities.  This is not the case and UPOs will be assisted in their work by a higher
formation ensuring that there is central control and coordination of media plans,
themes and the appropriate line to take.
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SECTION C

FORCE PROTECTION MEASURES
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SERIAL C-1.  RULES OF ENGAGEMENT (ROE)

General Points

1. It is vital for a commander to know what law applies in a given set of circumstances
and what it is that triggers any changes in the law to be applied.  The answer to this
type of question relates directly to the sort of Rules of Engagement (ROE) that would
be issued by the Ministry of Defence.  In a PSO situation the ROE would have direct
links with the Status of Forces Agreement (SOFA) if one exists.

2. JSP 398 is the Joint Service Manual which provide the ground rules and procedures
for British Servicemen for the incorporation and application of particular ROE to suit
the prevailing circumstances.

3. UK Government ministers provide political direction and guidance to commanders
by means of ROE which govern the application of force.  It follows that such rules
which are approved by ministers may only be changed by ministerial authority.  Com-
manders will in turn wish to issue ROE to their subordinates.  These ROE will be cast
within the discretion allowed by the rules approved by Ministers.

4. ROE define the degree and manner in which force may be applied and are designed
to ensure that such application of force is carefully controlled; ROE are not intended
to be used to assign specific tasks or as a means of issuing tactical instructions.  In
passing orders to subordinates a commander at any level must always act within the
ROE received but is not bound to use the full extent of the permission granted.

5. ROE are usually written in the form of prohibitions or permissions.  When they are
issued as prohibitions, they will be orders to commanders not to take certain desig-
nated actions: when they are issued as permissions, they will be guidance to com-
manders that certain designated actions may be taken if the commanders judge them
necessary to desirable in order to carry out their assigned tasks.  The ROE are thus
issued as a set of parameters to inform commanders of the limits of constraint im-
posed or of freedom permitted when carrying out their assigned tasks.  The confor-
mity of any action with any set of ROE in force does not guarantee its lawfulness, and
it remains the commander’s responsibility to use only that degree of force which is
necessary, reasonable and lawful in the circumstances.

6. Every theatre in which UK forces operate will have a particular ROE profile.  How-
ever, within a large theatre it may be necessary to issue different profiles, covering
smaller areas, to forces that are operating under significantly different circumstances.
It may also be necessary to issue different ROE profiles to forces carrying out differ-
ent roles.  Nevertheless, in any given area of operation UK forces having a similar
role would normally operate under identical ROE.

Practical Issues Surrounding ROE

7. As a minimum, the ROE will always permit the use of lethal force in self defence,
provided the amount of force used is no more than that required to achieve the aim of
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self defence.  Beyond this, a commander should be aware of the following issues
which may be raised:

a. Do the ROE extend to the use of force in any circumstance when life is endan-
gered, thus enabling civilians to be protected?

b. Where the situation in 7a. does not apply, are there Persons of Designated Spe-
cial Status (PDSS), such as members of humanitarian organisations or an in-
ternational police force, who are accorded protection and so if threatened, can
the use of lethal force be justified?  It must be made quite clear who holds re-
sponsibility to nominate such individuals, who they are and where they oper-
ate.

c. Can lethal force be used to prevent escape after life has been threatened?

d. What are the criteria governing the use of lethal force in the event of the theft of
property or equipment?

8. In answering these general queries, lethal force may only be used when life is in real
danger and there is no other way of preventing that danger.  In such circumstances,
minimum force may be used, ie only aimed single shots should be fired.  Where pos-
sible, the action should be preceded by a sequential escalation of force, involving
the adoption of a more aggressive stance, the tone of the voice and the firing of a
warning shot.

9. There are occasions when troops in a multinational force will be applying different
(national or UN) ROE during any incidents and in the course of their duties.  Com-
manders should be aware of the potential difficulties that could occur.1

Use of Weapons Not Associated with Self Defence

10. Control on the use of weapons not associated with self defence, such as fire from the
main armament of an armoured vehicle and crew served weapons such as mortars
is always retained at the highest appropriate level.  Delegation for the use of such
weapons can be given but subordinate commanders should be familiar with the
means by which their release would be secured.  This equally applies to the firing of
illuminants and the use of all types of riot control weapons.

Training

11. All troops should be familiar and conversant with the ROE that apply to them and
should have briefings and instruction to complement this knowledge.

1. Currently in UNFICYP, the British Sector is manned by British soldiers who are governed by British
ROE and Dutch soldiers who are governed by UN ROE.  The UNFICYP Mobile Force Reserve (MFR),
commanded by a British Major consist of 5 nationalities.  The British use British ROE, the rest use UN
ROE.
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SERIAL C-2.  PROTECTION OF BASES AGAINST ATTACK

Background

1. The ingenuity which can be displayed by those planning and conducting operations
against static targets should not be underestimated.

2. Attacks may include the use of long range sniping or mortar attack on sentry posts
and sangars, bombs in barracks that have been rolled into the cellar of a building,
proxy bombs left by individuals and suicide bombers who drive vehicles filled with
explosives into a base.  More recently the indiscriminate use of poisonous gas to kill
people may foreshadow the use of this type of weapon on a military base.  The use of
helicopters or aircraft to drop bombs or explosives has been attempted and the use of
a helicopter to rescue individuals from prison could easily have its parallel in an
OOTW situation.

Initial Defensive Precautions

3. In ideal circumstances a base needs a secure buffer zone of space beyond the pro-
tected area sufficient to counter the effects of a proxy bomb left by insurgents or a
mortar attack.  Distances should be commensurate with the threat.  Roads to and
from the base should be blocked or used to stop and check vehicles.  Concrete blocks
should be placed in all other areas to prevent vehicles from being placed in or near
the base and screens erected at suitable points to mask the view of snipers.  High
wire netting placed at appropriate points could prevent the passage of free flight or
guided missiles.

4. Inside the base certain vital areas need further protection such as the entrance to
troop accommodation - any ammunition compound, the main electrical and telephone
wiring systems, the main water stop-cock, and any gas cylinders used for administra-
tive purposes.  Conversely, any area inside the base utilised for screening persons,
or meetings with the civil community need to be near the main entrance and away
from vital points within the base.  Access to site plans and building sketches should
be restricted to those who have a need to know.

5. To prevent unauthorised helicopter landings, sentries should be briefed on how to
determine whether a helicopter is hostile once their suspicions have been aroused.
Wire could be strung across areas where an unauthorised helicopter landing could
take place.  Where an airfield is to be protected these precautions would need to be
expanded to include anti aircraft weapons, internal vehicle patrols, the use of dogs
and contingency plans prepared for parachute, helicopter and microlight activities.

6. Commanders will need to revise and change their security plans the longer the base
is maintained.  Changing exits and entrances, altering the pass systems and improv-
ing the emergency back up procedures can all help.

Review of Defence Precautions

7. It is always prudent to regularly review its security and reexamine the defensive ar-
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rangements around and within the base.  This would normally be done in reference
to the most up-to-date IPB.  This will also need to address the risk of fire and the close
protection of particularly important items of equipment or ammunition.  Contingency
plans to improve or strengthen the defences around the base if the political and secu-
rity circumstances for the military forces deteriorates should be made.  If hostile forces
or groups have access to weapons or technology previously not considered within
the threat assessment for the base a review of overall security would immediately be
necessary.

Improving Base Security

8. If a new or improved base is arranged which requires some form of building construc-
tion work it will be necessary to prepare a defensive plan so that construction can be
achieved rapidly without any loosening of overall security.  Factors which could affect
this defensive plan may include:

a. Secure Environment.  A secure environment will normally be achieved by con-
trolling all roads leading to the construction site with permanent VCPs (PVCPs)
augmented by satellite patrols to give depth and create unpredictability.  Ran-
dom searches of personnel entering the secure area and internal patrols by
search aware soldiers will help to identify suspicious objects.  Temporary cover
to protect workers from casual observation may achieve a more secure environ-
ment.

b. Sustainability.  Construction operations may be lengthy and monotonous and
can be conducted under uncomfortable conditions.  To ensure efficiency and to
avoid overstretch it is essential that there are sufficient troops and logistic sup-
port for the task.  A reserve will provide the ability to rotate patrols through the
various tasks.

c. Community Relations.  Sealing roads for a long period will create disruption to
the local community.  Briefing of troops and of the local population (when condi-
tions allow), forward planning and courteous behaviour are essential to mini-
mise the problems which can, if allowed to grow unchecked, attract unwanted
attention and possible disruption.

d. Command and Control.  Construction operations will often take place within an
established area of operations and will invariably require assistance from an
outside unit.  To avoid conflicts of interest, distinct arrangements for command
and control have to be made which will normally entail creating a small area of
operations within the established operational boundaries.

9. Summary .  Appropriate protection for base areas is essential and needs to be con-
stantly reviewed in the light of the many factors that could affect security in an envi-
ronment.  These factors could vary widely between peaceful and permissive condi-
tions and those of outright hostility and aggressiveness to those in the base.
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SERIAL C-3.  GUIDANCE FOR GUARD COMMANDERS AND SENTRIES

Guard Commanders

1. The following topics should be included in any written orders for a guard commander.
A guard commander should be briefed verbally on the same topics before taking up
the duties.

DUTIES/ORDERS

GUARD COMMANDER SENTRIES

2. a. A detailed description of the location to be
guarded (any special features).

b. Tasks, including:

(1) Specific entrances etc to be guarded.

(2) Specific vulnerable points inside and
outside the area which have to be protected
at all costs.

(3) Contingency Plans such as:

(a) Action to be taken against unauthor-
ized persons or a hostile crowd.

(b) Action to be taken if there is a
danger of damage, looting or arson.

c. Instructions on his legal powers, which
should include the use of minimum necessary
force, the circumstances when special riot
control weapons may be used, when small
arms fire may be opened, and how such fire is
to be controlled.

d. Guidance on replies to be given to any
persons who ask the reason for the guard.

e. Liaison with police including instructions
regarding searching of vehicles and persons
entering or leaving the installation.

f. List of employees and authorized visitors,
together with specimen passes and photo-
graphs.

g. Reinforcement plan.

h. Communications, and the times at which
reports must be made by radio and telephone.

i. Action against people taking photographs.

3. a. The scale of ammunition to be carried,
charging of magazines, loading, position of
safety catch or change lever.

b. Checking of passes, specimens of which
should be issued.

c. The use of any other specific equipments or
observation devices.

d. Searching persons and vehicles.

e. The use of minimum necessary force.

f. Opening fire.

g. The method of calling for assistance

h. Action against people taking photographs.
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SERIAL C-4.  DEALING WITH EXPLOSIVE DEVICES

Background

1. Explosives are one of the earliest manifestations of any serious disturbance.  Training
will make troops aware of the threat, recognise explosive devices and know what to
do when one is found or suspected.

Specialist Responsibilities

2. The following specialist responsibilities apply:

Types of Device

3. Devices may be conventional or improvised, and categorised as:

a. Those thrown by hand.

b. Those projected by some other means.

c. Anti personnel mines.

d. Anti vehicle mines.

e. Incendiary devices.

f. Booby traps.

g. Improvised weapons (including nuclear, chemical or biological devices).

Navy

Army

Air

Maintain EOD teams for EOD activity on RN bases and below the high water mark

RE  Combat engineers detect and deal with mines and booby traps and are trained
in the use of explosives.  They are also responsible for area clearance.

- High Risk Search Teams   Locate, isolate and gain access to IEDs.

- Specialist RE EOD Teams   IED disposal in low risk theatres, and can
deal with all types of EOD but with specific responsibility for enemy
aircraft bombs and air delivered munitions.

RLC  Deal with all types of ammunition and explosives through Ammunition Tech-
nical Officers (ATOs) and Ammunition Technicians (ATs) with particular responsi-
bility for IED disposal.

All Arms   Maintain in each unit, detachments trained in the detection and clear-
ance of booby traps for the immediate protection of the unit.

Maintain EOD teams capable of dealing with all types of EOD but with specific
responsibility for EOD activity on RAF bases and for dealing with EOD on crashed
aircraft.
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Targets for Explosive Devices

4. The following categories have been defined:

Methods of Attack and Protection Measures

5. Protection against the methods of attack outlined below may be a combination of the
following:

a. Physical Security Measures at Security Bases.  Physical measures such as
obstacles to unauthorized access, deterrents such as fences, lights, locks,
alarms, use of passes, guards and dogs, etc.  Reinforcing bases by the
construction of concrete walls, dividers, and sandbags should be considered as
should surveillance equipments.

b. General Preventive Measures.  These include combat measures such as the
blocking of culverts to prevent the placing of explosives and the construction of
protective screens to minimize the effects of projected explosives devices.

c. Personnel Security.  Vetting is essential for all employees who, because of the
nature of their employment, are able to act as saboteurs or pass information
about targets suitable for sabotage.

d. Active Security Measures.  Patrols, searches, screening persons, and snap
checks are all positive measures to reduce or curtail the potential for attack.

e. Contingency Planning.  Contingency planning for action to be taken in the event
of an attack, and for the repair, replacement or provision of other services or
supplies is necessary.

f. Legal Measures.  If an installation is important enough, legal powers should exist
to prohibit entry and confer the right of search, detention or arrest.

Categories        Targets Remarks

Tactical Targets

Government and
Commercial Targets

Indiscriminate Terror

Direct attacks on the security forces.

Attacks on important officials,
government buildings, vital
commercial installations or
infrastructure (bridges, reservoirs,
pipe lines, railway lines.  Sites
containing toxic material.

Attacks on racial or ethnic groupings
and their cultural symbols.

Includes those tasked to carry
out IEDD.  May include hoaxes
to study the reaction of the
security forces.

Recognises the fears of the
population and helps to bring
about the climate of collapse to
destroy the confidence of PSO
operation.
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g. An Education Campaign.  A campaign to make the both security forces and
public aware of the threat and of simple actions they can take.

h. Security of Information.  Information on EOD tactics and reasons for device
failure also have an important contribution to make in restricting the ability of an
insurgent to learn from past mistakes.

Categories of EOD/IEDD Incident

6. There are usually four categories of EOD/IEDD incident:

a. Category A:  Those incidents that constitute a grave and immediate threat to
essential military or civilian personnel.  Such incidents are given priority over all
other incidents and disposal operations are started immediately regardless of
personal risk.  Examples of Category A incidents are:

(1) An IED placed in a hospital from which patients cannot be evacuated.

(2) A second IED discovered at the scene of a previous explosion where
people are trapped and rescue must be started at once to free them.

b. Category B:  Those incidents which constitute an indirect threat to military or
civilian operations.  Before beginning EOD/IEDD operations a safe waiting
period is normally observed to reduce the hazard to EOD/IEDD teams.

c. Category C:  Those incidents which constitute little threat to military or civilian
personnel or military operations.  The incidents are normally dealt with by EOD/
IEDD teams after Category A and B incidents as the situation permits and with
minimum risk to personal safety.

d. Category D:  Those incidents that constitute no immediate threat.

Tasking

7. There must be one tasking authority through whom all EOD requests are passed.
Theatre SOPs should include a tasking format which should include:

a. Location of the explosive device, and a sketch map of the area.

b. What it looks like, shape, size, estimate of weight and type of container.

c. The time it was placed.

d. What warning was given.

e. What witnesses are available.

f. Whether any suspects are available at the scene.
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g. Who is securing the area.

h. Route to the scene.

i. RV for the EOD/IEDD Team.

j. Any hostile activity such as sniping or rioting crowds.

Procedure at the Incident

8. The incident commander is the senior officer, or, possibly a police representative, in
whose tactical area of responsibility the incident takes place.  He is responsible for
obtaining all the information available and for making required any preliminary
arrangements.  He will be advised on any additional precautions required by the EOD/
IEDD team when it arrives such as:

a. Evacuating and cordoning an area to a safe distance, normally of at least 100
metres, which for large devices and cars should extend to 200 metres and for
very large vehicles, to 400 metres.

b. Seeking the assistance of an EOD/IEDD team and providing some or all of the
background information about the incident.

Evaluation by the EOD/IEDD Operator (Team Leader)

9. On arrival at the incident area the EOD/IEDD operator should be met and briefed by
the Incident Commander.  The following points should be considered:-

a. The category of the incident.

b. The circumstance surrounding the incident.

c. The questioning of any witnesses, where this is applicable.

d. The need for any additional safety measures.

e. The need for special services such as gas, electricity, fire and ambulance
services.

f. The formulation of a render safe plan.

Action by the IEDD Team

10. Rendering Safe a Device.   The IEDD team are responsible for dealing with the
device, and they will tackle it in accordance with its category; taking only such risks
as are required by the category.  No pressure should be put on them to take short cuts
or reduce the various time intervals which are necessary for their personal safety.  The
following are the main options for rendering safe an explosive device:
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a. Neutralization.  This is achieved by disruption or  dismantling techniques and will
be the primary aim of the IEDD team.

b. Removal to a Safe Area.  As a last resort usually, the device may be removed
remotely, usually into a prepared area, where its explosive effects can be
contained or accepted.

c. Removing the Target.  The device may be allowed to function as designed or be
destroyed 'in situ', preferably by remote means, after removal of the target.

d. Destroying the Device 'In Situ'.  This may be deliberately destroyed 'in situ',
preferably by remote means.

e. Allowing the Device to Function.  A device may be allowed to function where it
does not hinder operations or where no risk to life or property is evident:

f. Attenuation.  There are occasions when only immediate attenuation action is
appropriate to minimize the effects of an explosive device.  The use of
containers, shields and foam muffling procedures are still valid EOD techniques.

Feed Back of Information

11. IEDD operations can provide both forensic evidence and useful technical and tactical
intelligence, both of which should be handled according to procedures laid down in
Theatre SOPs.  EOD trained personnel receive training in forensic handling.  The two
main areas are:

a. Evidence.  Care in the handling and transporting of material to be used in
evidence is essential.  The continuity of evidence is vital in securing convictions.

b. Information and Intelligence.  The value of information depends on accurate and
speedy incident reports, the form and content of which would be  set out in
theatre SOPs.  This information should be reported to:

(1) The EOD Controller for rapid amendment of procedure and drills if
applicable.

(2) The Intelligence staff and any Date Reference Centre set up for a particular
operation.

(3) Local intelligence agencies requiring information on insurgent capabilities
and tactics and the sources of the material and components.

(4) Appropriate civil authorities such as forensic laboratories.

Clearance of an Explosive Device

12. Joint Action.   The clearance of an explosive device, booby trap, or other suspicious
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object is usually an operation involving an EOD or IEDD team which may be assisted
by a number of agencies such as dogs and handlers, specialist electronic or
photographic reconnaissance.

13. The Four Cs Drill.    Before such joint action can start experience has shown that on
finding an IED, the tactics to adopt are based on the application of the 4Cs in strict
sequence - even if an IED has functioned these tactics should be applied.  The
sequence of the 4Cs is as follows:

a. Confirm - Confirmation can be obtained as follows:

(1) Device functions.

(2) Device found.

(3) Device thrown or launched but fails to function.

(4) By information from reliable witnesses.

b. Clear - When evacuating an area:

(1) Clear from the danger area outwards.

(2) Clear from out of line of sight.

c. Cordon - Select cordon locations  at the correct safety distance and out of line
of sight.

d. Control - Ensure all cordon locations are manned to prevent access into the
danger area.

Reaction to Finding an Explosive Device

14. Sequence of Action.  The military reaction to finding an explosive device follows the
same stages as the reaction to any other incident.  Particular points are:

a. Danger Areas.  A rule of thumb guidance could be:

(1) Hand delivered IED - 100m.

(2) Larger device, including cars - 200m.

(3) Mortar baseplate and proxy bomb - 200m.

(4) Mortar flight path - 100m each side.

(5) Very large vehicle bomb - 400 m.
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b. Final Clearance.  Final Clearance starts at the danger area and works outwards.

c. QRF.  If there is a large area to clear and cordon the Quick Reaction Force
(QRF), if available, may be required, therefore a suitable Initial RV will have to
be selected early.

d. Responsibilities.  The IEDD operator is responsible for rendering the device
safe.  Other agencies have specific responsibilities, for example a RE Search
Advisor and Search Team may be tasked to provide safe access to the device
and ensuring that its immediate surrounds are free from other devices and
outside influences.  Clearance operations present a particularly serious risk and
all involves must maintain a high level of alertness during the operation.

15. Types.   There are 2 general types of IEDD operation:

a. Direct Task.  The IEDD team is tasked directly to the incident and carries out
threat assessment, access and render safe procedures as rapidly as possible.
Direct tasks are not discussed further.

b. Planned Operations.  The IEDD team is warned, with other agencies, of an
impending IEDD operation.  The operation is then carefully planned and
information and intelligence is assembled prior to deployment.  The planning can
take several days and the operation several days more.  Planned operations are
mounted in situations of high threat and where, with regard to the device, time
is not a limiting factor.

16. Isolation.   If the target  IED was not isolated in conjunction with the final ICP, it is
isolated once the ICP is occupied.

17. Location.   The precise location of the target IED  may be ascertained by remote
controlled equipment or it may have to be done manually on a one man risk basis.

18. Final Approach.   Once the target IED has been located, a safe access and working
area around it is established and marked.  Where possible, remote controlled
equipment is used, to locate and approach the target IED.

19. Render Safe.   The IEDD operator then carries out his detailed procedures to render
the device safe.  The process can take many hours and the detail is not recorded here.

After Actions

20. Subsequent Procedures.   Once the target has been rendered safe, evidence
gathering agencies may need to approach it under the control of the EOD Operator,
which could mean that:

a. The IEDD operator requests the Search Advisor to expand the marked safe area
to allow more space for examination.
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b. The IEDD Operator requests the Search Advisor to search the remainder of the
area that has been isolated, to ensure that there are no subsidiary devices.

21. Action on Further Finds.  The action taken, when a find, other than the original find
is made,  depends on the situation and type of find.  The IEDD operator in conjunction
with other agencies as required, will take the necessary action.

22. Final Action by the Military Commander.   No withdrawal activity should start until
the IEDD operator is satisfied that the target area is properly clear of all devices.  The
cordon remains intact until full clearance has been confirmed.  The IEDD operator will
then formally declare the area clear.

Guidance for Those Involved in an IED Incident

23. Some useful tips for those involved with IED incidents are:

DO NOT:

a. Touch or approach an explosive device.

b. Assume that an explosion means the area is safe, there may be another device.

c. Permit persons to approach IED sites until declared safe by an EOD team leader.

d. Urge the EOD operator to get on with the task.

e. Allow the media to harry or distract the EOD operator.

f. Reveal The EOD operator's name, or permit photographs which would allow him
to be identified.

g. Talk about the construction of the IED.

h. Give reasons for failure to ignite if this is appropriate.

i. Describe techniques used to disarm the IED.

24. The general public may become familiar with IED threats and explosions and begin
to display indifference to the potential hazard.  Nevertheless they have to be treated
with firmness and courtesy and encouraged to co-operate in minimizing the danger
to life.
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SERIAL C-5.  MINE AWARENESS

1. General .  The proliferation and relatively easy access to all types of mines and booby
traps ensures that soldiers will continue to be exposed to this growing threat while on
OOTW activities.  The following guidelines have been prepared to assist soldiers in
avoiding this potential threat.

2. Areas in which Mines should be Suspected .  All soldiers should be aware of the
possibility that mines would be laid in the following places:

a. In bottle necks and defiles especially if recovery, clearance or bypass of
damaged vehicles would prove difficult.

b. In potential ambush areas both for foot and vehicle patrols.

c. In verges where grass and debris can be used for concealment and anywhere
on unmetalled roads where concealment is easy.

d. In rubble, mud or debris on an otherwise clear route.

e. Blockage of routes by apparently harmless obstructions which forces traffic onto
a verge or diversion which may then be mined.

f. In and around demolitions including craters and road blocks.  AP mines are
likely.

g. Around abandoned equipment.

h. In buildings likely to be selected as command posts, shelters, rest areas and
protection.

i. In damaged roads and railways to delay repair.

3. Indications of Possible Mining Activity .  Obvious signs of mining activity can be
observed in the following way:

a. Disturbance of the surface, loose spoil scattered over an area.

b. Trampled earth or vegetation, foot marks or marks of wheeled vehicles in a
pattern.

c. Damaged or cleared areas in bushes, hedges or scrub.

d. Blast signatures from mines may indicate other mines in the area.

e. Empty containers, packing materials, clips, pins or mine debris.

f. Animal carcasses or abandoned bodies.
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g. Areas that local people avoid (use local knowledge).

4. Movement in Areas which may be Mined .  When moving, either on foot or in
vehicles the following guidelines should be adopted:

a. Stay alert to the threat and treat with suspicion any object, natural or artificial,
which appears out of place.

b. If you see a mine or mine sign/indication or an object that is suspicious, carry out
the mine IA drill.

c. Never move over the most obvious and easiest ground without first searching
it.  Minimum remote recce then move, stay aware of the threat from mines as you
move.

d. In the event of a casualty occurring follow the correct drill.

e. Be most careful when tired.

f. Never pull a slack wire or cut any wire whether it is taut or slack.  Try to re-route
your extraction if you encounter a trip-wire.  Never touch it.  Expect buried AP
mines, especially under or near the wire.  Do not tie anything to trip-wires to mark
them.

g. On foot, keep to hard surfaces and follow somebody else.

h. Drive in the centre of the road well clear of the verges.

i. Avoid turning in gateways or areas which have not been checked for mines.

j. Stay on the road at halts or stops.

k. Off hardstandings do not trust following in old vehicle tracks.  They may have
been mined after the passage of the previous vehicles.

l. Expect frequent changes in techniques employed.

5. The Mine or Suspicious Object Drill .

a. STOP all movement - stand still.

b. WARN all others in the area - shout "Stand Still - Mines".

c. REPORT your situation by radio.

d. ASSESS your situation then:

e. ACT on your assessment either:
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(1) REMAIN STILL and WAIT for help to arrive, or

(2) EXTRACT (LOOK-FEEL-PROD)

(a) Mark the route to the nearest safe area.

(b) Mark and avoid any mines, UXO or trip wires.

6. Casualty/Immediate action (IA) Drill .

a. STOP, do not rush to the casualty.  REPORT and ASSESS the incident.  Request
RE or Assault Pioneer and medical assistance (as required).

b. If RE or Assault Pioneer aid is not available within ten minutes one person clears
a route 0.6m wide to the casualty using the LOOK-FEEL-PROD technique.
Movement should be either by crawling on hands and knees or on the stomach
- NOT standing.  Others can clear a route to a safe area concurrently.

c. Mark the route as it is cleared (one side or both sides).

d. Mark and avoid mines/trip-wires encountered.

e. Clear the area immediately around the casualty.

f. Administer first aid as required.

g. Move the casualty down the cleared route to a safe area.  Safety distances are
20m crawling or 50m walking.

h. CASEVAC as soon as possible.

7. Action on Vehicle Mine Strike .  This sequence of drills should be followed:

a. STOP all movement, ASSESS the situation, consider casualties, options and
safe locations.  The safest location may well be the vehicle you are in (DO NOT
LEAP OUT).

b. Administer immediate first aid (if required).

c. REPORT the incident call for RE or Assault Pioneer and medical assistance.

d. If forced to evacuate the vehicle, use one person to clear a route 0.6m wide to
the best safe area using the LOOK-FEEL-PROD technique.  Progress should be
either by crawling or on the stomach NOT standing.

e. Mark the route as it is cleared (one side or both sides).

f. Evacuate along the cleared route.  Safety distances are 20m crawling of 50m
walking.
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g. Administer full first aid and CASEVAC (if required).

8. Supply of Up to Date Information .  All units in the theatre of operations should keep
an up to date record of known minefields, marking systems, types of mine used in the
area and other associated details.  Information from any source about mines should
be noted and checked where possible.  Further suggestions for dealing with mines
should be passed to higher formation for rapid promulgation (as appropriate) around
the theatre of operations.
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SERIAL C-6.  CONVOYS AND ESCORTS

Small Road Convoys

1. General .  Small road convoys may be required to position and relieve small isolated
detachments, and for local administration.  There is always a danger of establishing
a regular pattern of movement.  It has to be a matter of discipline to maintain constantly
an irregular pattern in the routes followed, in convoy or vehicle speeds and timings.
Failure to do this places lives and equipment at risk and may give any hostile group
successes which they would otherwise find difficult to achieve.  The Land Component
Handbook gives further detail on responsibilities, planning, control and procedures for
road movement.  Air observation should be a normal feature of all convoys en route.
If the threat is high consideration should be given for an FAC to be deployed in a
helicopter, in which case close air support should be available.

2. Size.  A small convoy is normally composed of  packets .  Large conoys are normally
split into packets and columns, allowing one of these to act as a reserve or strike group
if conditions warrant this precaution.  A very small party should move with never less
than two vehicles each with their own communications and personal weapons.

3. The Lead Group . The task of the lead group is to clear the route of any obstruction,
and give warning to the main group of any danger.  It should travel far enough ahead
to enable small obstructions to be cleared without getting the main group involved.
The group may include RE or Assault Pioneers trained to recognise potential mined
or booby trapped areas.

4. The Main Group . This should ideally be composed of armoured reconnaissance
vehicles and infantry in armoured or soft skinned vehicles particularly if there is a
potential threat.  A typical order of march could be as follows:

a. Armoured Reconnaissance Vehicles.

b. Convoy/VIP car.

c. CVR containing the column commander.

d. Mounted infantry.

e. Armoured Reconnaissance Vehicle.

5. The Reserve or Strike Group . This should move far enough behind the close
protection group to allow freedom of action if the latter is held up or attacked.  A
helicopter borne Quick Reaction Force (QRF) may be tasked as a Reserve Force.
Ideally this should be composed of at least two helicopters to allow for greater flexibility
of movement and action.

6. Command and Control . The column commander commands the column from his
position in the convoy.  Good secure radio communications throughout the column are
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therefore essential, together with a working link to the local security force commander
in case the convoy requires help.

7. Liaison .  The staff responsible for the arrangements for a move have to agree with
local commanders the measures which are to be taken to protect the convoy as it
passes through their areas.  This includes the means of travel, the route, timings and
the size of the escort and the presence of soft skinned vehicles if there is a risk of
incident.

8. Aviation Support .  Helicopters may be used to reconnoitre the proposed convoy
route and for flank protection.  Prior to vehicle movement, road security can be
examined for hostile activity.  During movement of the convoy, aviation can provide
flank guard and reconnaissance ahead to check for potential incidents, hold ups, or
attack positions.

9. Preparation of Vehicles .  When operating vehicles in a PSO operation consideration
should be given to adopting one or more of the following points about protection:

a. Any restricting superstructure should be removed to give troops a clear field of
fire and observation, and the freedom to dismount quickly.  Unarmoured
vehicles should be modified in workshops so as to provide some protection
against mines for the driver and passengers.  The use of sandbags is an obvious
deterrent to the risk of casualties from mines/booby traps.

b. Tail-boards should be down or removed.

c. Wire mesh, if fitted, must be so constructed that men can debus from the rear
and over the sides.  Its use depends on local circumstances and the role of the
unit as it can be a severe handicap in the event of attack.

d. All transport should be fitted with towing hooks, and have adequate tool kits and
tow devices.  Mine detectors and strong cordage should be available for clearing
obstacles.

e. Mounts for machine guns should be fitted to unarmed transport.

f. High wire cutters should be fitted to the front of vehicles.  A metal grid can also
be fitted to the front of a vehicle to enable light barricades to be pushed aside.

g. The soldiers in the back of a troop carrying  vehicle should be seated facing
outwards and to the rear with any stores or packs stacked centrally.

10. Action if Attacked . If the convoy is attacked, an immediate action drill, which must
have been practised repeatedly, should be applied automatically.  When troops in
vehicles are caught and forced to stop inside the danger area of an ambush, the
immediate drill might be:
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a. Smoke dischargers are fired and sentries throw smoke grenades and engage
the ambush party, while the remainder debus and move to a rallying point in the
direction ordered, followed finally by the sentries.

b. Simultaneously, the commanders orders direction in which troops are to move
on debussing

c. As soon as the troops have assembled, and the commander has located the
ambushers, an immediate counter-attack should be launched.

d. There must be no wild and indiscriminate firing at any stage, particularly where
there may be innocent bystanders.

Large Road Convoys

11. General . A column of vehicles is a particularly attractive target especially close
country in remote areas.  Hostile groups may attack a road convoy by either
ambushing or placing a device on or by the road.  A large convoy is one where the
column is sub-divided into more than one packet.  Many of the principles already
described for small convoys apply, particularly the need for meticulous planning and
briefing and air observation during the movement of the convoy:

a. Precautionary measures designed to forestall attacks, or to minimize their effect.

b. Tactical grouping within convoys, protection by armour and, if the situation
demands, artillery and air aviation support.

c. The immediate availability of a mobile reserve which could be an Airborne
Reaction Force (ARF).

12. The Need to Know Principle . Plans should never be divulged in advance to anyone
who does not have a need to know them, and deception measures should always be
considered.  Where a route is in regular use, precautions may have to be taken which
would not be necessary on a route which is used irregularly.

13. Intelligence and Reconnaissance .  Intelligence on potential hostile activity astride
the proposed route should be obtained, and there must be careful reconnaissance
carried out with suitable deception measures to ensure preservation of secrecy.
Aerial imagery and photographs can assist this process, without risk to personnel or
compromise.  This reconnaissance should include:

a. Identification of bottlenecks and possible ambush sites.

b. Assessment of the escort requirement and task organisation required.

c. The need for any special preparations such as picketing, clearance of roadside
cover, patrolling of particularly dangerous areas etc.  Use of aviation fixed wing
or rotary wing aircraft are invaluable to conduct photographic surveillance or
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video footage of the proposed route.  This would also be useful for briefing
vehicle commanders.

d. All possible diversions and alternative routes.

e. The command and communications problem.

f. Recovery needs.

14. Organization of a Convoy .  The following terms are used:

a. Escort.  The force detailed to provide protection: it has its own escort com-
mander.

b. Vehicle Column.  The column of vehicles being protected: it is commanded by
the column commander.

c. Convoy.  The vehicle column plus the escort: the overall commander is the
convoy commander.

15. Strength of Escort .  The strength and composition of the escort will depend upon the
size of the vehicle column and the forces available.  The ideal is a mixed escort
comprising armour and infantry, possibly with aviation, air and artillery support if
circumstances warrant this.  An armoured reconnaissance regiment is well suited for
providing the armoured element of an escort, and infantry should be mounted in
APCs.  Engineers should be included to make minor repairs to bridges and roads, to
detect and lift mines and to remove obstacles.  A suitable escort for a column of about
six vehicles would be an armoured reconnaissance troop, while a larger convoy might
require a reconnaissance squadron with up to two companies of infantry

16. Grouping .  A convoy should be divided into packets each with its nominated
commander.  The interval between packets being adjusted so as to minimize the
number of vehicles which can be caught in any one ambush.  The interval between
vehicles within a group will depend on the closeness of the country, the speed of the
convoy and the need to maintain control.

17. Organization of the Escort .  The following is an example of an escort, based on a
squadron of an armoured reconnaissance regiment and a mechanized company:

a. Advanced Patrol. One reconnaissance troop as point troop, one platoon of
infantry  and an engineer detachment.  These move well ahead of the convoy
and try to locate trouble before the remainder of the column meets it.

b. Close Protection Group.  Squadron headquarters plus three reconnaissance
troops and a platoon of infantry.  These provide immediate close protection to
the vehicle column.  The sub-division of the column into packets, each with
armour and infantry, will normally be necessary.
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c. Reserve or Strike Group.  Company headquarters, one reconnaissance troop
with the surveillance troops (if included), one platoon of infantry in APCS.

18. Mobile Reserve .  A mobile reserve, separate from the convoy, should be available
to intervene immediately should the convoy be ambushed: it will normally consist of
helicopterborne infantry on immediate standby.  Planning for intervention by the
mobile reserve should include the coordination of infantry and aviation, and the
provision of air and possibly artillery support.  If the risk is great or an ambush seems
imminent, the mobile reserve may have to be kept airborne for a limited period.  An
alternative means of moving the mobile reserve must be planned in case bad weather
grounds the aircraft.

19. Recovery and Repair of Vehicles .  Plans should exist for the prompt recovery and
repair of vehicles.  Recovery vehicles should be included in any large convoy, and
there should be vehicle mechanics in each group.  The recovery and repair policy has
to be included in convoy orders; normally a packet will halt long enough to take a
broken down vehicle in tow, or for it to be handed over to a recovery section travelling
with the convoy.  There may, however, be circumstances when it will be necessary
to abandon a vehicle rather than hold up the convoy.

20. Communications .  Radio communications are essential between all packets within
the convoy and with the mobile reserve, supporting artillery, aircraft and other security
forces operating on or astride the route.  Light signals and coloured smoke grenades
may also be used to a prearranged code for passing information and for indicating
targets.

21. Conduct and Sequence of Movement .  In very difficult circumstances where a large
convoy has to move through country in which strong hostile forces are active, the
sequence of action set out below may have to be used.  In less severe conditions,
precautions can be progressively relaxed in relation to the threat.

a. Stage 1.  Secure a firm base near the convoy starting point, and deploy artillery
in support.  Establish continuous airborne FAC and artillery observation over the
first 10-15 kilometres of the route and assemble the mobile reserve.  Armed
helicopters may also be deployed.

b. Stage 2.  Secure second firm base with infantry moved by helicopter or on foot.
This should be followed by moving some artillery to the second firm base, either
by helicopter, or by road with armour and infantry protection.

c. Stage 3.  By now artillery will be in position ready to fire from both bases and the
mobile reserve on standby in the first firm base.  The convoy should now move
in the tactical grouping previously described with the point troop supported by
the airborne FAC, artillery observer and possibly armed helicopters moving well
ahead by bounds, in order to clear the route.

d. Stage 4.  Assuming that the convoy has reached the second firm base, artillery
should move there from the first base, either by air or by road, with the protective
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force which was originally established at the first firm base.  The mobile reserve
would also move to the second firm base, before the whole procedure is
repeated over the next 1- 15 kilometres.

22. Action if Ambushed .  That part of the convoy that attacked should conduct the same
contact drills as indicated in para 10.  Additional points could be:

a. Concurrently with the above, if appropriate, artillery and air support is requested.

b. The strike group moves forward to counter-attack or outflank hostile forces.

c. The mobile reserve is called in to assault the position or to block their escape
route, in conjunction with the strike group.

23. Command and Control .  The anti-ambush drill has to be understood by the
commanders of each group and by all vehicle commanders so that in a well spread
out convoy there is always someone available to take appropriate action if the convoy
commander is too far away to take local control.  The command and control
arrangements should, therefore, be devised so that there is always a nominated
commander on the spot with the necessary communications to call for supporting fire
and air support.

Picketing a Route

24. General .  Picketing is the means of securing a road or track by dominating the route
for a limited period to allow the safe passage of a convoy.  It is expensive in manpower
and time, and should only be carried out when there is a grave threat of ambush, and
when other methods of protecting the route are impracticable.  Picketing techniques
used in open mountainous areas are described in AFM Vol 2 Part 1 Mountain
Operations.  The emphasis here is on picketing in other types of terrain.

25. Deployment of Pickets .  Pickets should, where possible, be positioned by helicopter
or by deploying a picketing force.  The picketing force is made up of an advance guard,
a main body and a rear guard: the advance guard clears the axis by bounds, the main
body establishes the pickets, and the rear guard calls in the pickets when the convoy
has passed.  Such a force could move on foot or in vehicles, depending on the terrain
and the nature of the convoy and may need to include armour, mortars and artillery
to support pickets into position and cover their withdrawal.

26. Distance Between Pickets .  The initial task of a picketing force will be to ensure that
there is no ambush in position.  Thereafter the distance between pickets will be
dictated by the nature of the terrain.  While all intervening ground should ideally be
covered by fire, in some close country this may be quite unrealistic.  It may be
necessary to picket only certain parts of the route or selected features: although in this
case there has to be a risk that an ambush can be set up in an intervening position,
the existence of pickets and uncertainty amongst an ambush party as to their
whereabouts is an important deterrent.  The distance at which pickets are established
from the convoy route also depends on the nature of ground and on the time available;
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they should ideally be sited at such a distance as to prevent direct fire from small arms
and hand held anti-tank weapons being brought to bear on the convoy.

27. Size of Pickets .  The size of pickets should be related to the threat and the type of
terrain.

28. Use of Forces Operating in the Area .  If forces are already operating in the area
through which a convoy route passes, they may be used to picket the route.  The
method of their deployment will depend on their current positions.  Such a picketing
force is still required to ensure that no ambush has already been established, and for
this purpose they may need to clear the sides of the convoy route.  Close liaison and
good communications are particularly important between such a force and the
convoy.

29. Communications .  Good communications are particularly important in close country
where there is an obvious danger of confusion should a hostile force evade the pickets
and succeed in attacking a convoy.  Each picket must either have a radio or be in direct
contact by hand, voice or light signals with a post which does have a radio; in this way
the progress of the convoy can be made known to the pickets, and any activity on or
beside the route can be readily identified by either the pickets or the convoy as being
friendly or suspicious.  Where the picketing force is provided by a unit different to that
escorting the convoy, there must be a liaison officer with radio from the picketing force
to the escort commander.  Light signals can usefully be employed to recall pickets.
Coloured flags and panels are useful for identifying vehicles packets.
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SERIAL C-7.  PROTECTION OF AIR AND RAIL MOVEMENT

Air Movement

1. Should the operational situation allow, movement of troops and some freight may be
conducted by aircraft and helicopter - indeed this is the prefered method of movement
where this is feasible.  Protection of airfields or termini may not be possible or
appropriate, but protection of aircraft/helicopters on the ground at airfields is vital.
Security of landing strips/sites is also necessary and clearance parties should check
the site well before landings take place and secure the area until all arrivals and
departures have been completed.  The Land Component Handbook (LCH) gives
further guidance on the planning and control of air movements.

Rail Movement

2. Railways may be used to move essential military reinforcements and supplies.  In an
OOTW situation an adversary will undoubtedly make use of any suitable railway
service to move about the area, to transport equipment and to hijack passengers and
staff where necessary.

3. Protection of Military Trains . The close escort for a train should travel in a special
carriage fitted with mountings for machine guns, mortars and rocket launchers, and
protected from mines and small arms fire by sandbags and armour.  In addition to the
escort, there should be OPs at other parts of the train.  The escort carriage should
preferably be attached near the rear of the train, and it should not be adjacent to any
ammunition or POL carrying wagons.  There are two aspects of rail movement.

a. Movement of Troops and Stores.  The movement of military personnel and
equipment by rail is less easily concealed than it is by road.  The route is
predictable, and loading can seldom be accomplished out of the public eye.
Opportunities for deception are limited, and physical protection becomes all
important.  Safeguarding rail movement is therefore expensive in manpower;
trains should only be run through dangerous country when there is a real need,
and then they should be used to capacity in order to take full advantage of all the
measures which have to be put into effect to protect them.

b. The Protection of Civil Trains.  The difficulties of protecting civilian trains derive
from their frequency and the need for patrols to avoid patterns despite the linear
nature of this task.  These problems are aggravated when an international
frontier is involved, for patrols have to be mounted at likely hijacking points
without themselves being set up as targets.

4. Precautionary Measures .  While the timing and the load of a military train should
never be divulged except to those who have to know, it will be difficult to conceal the
running of a train except on a fairly busy civil line.  Precautions should therefore be
directed towards:

a. Ensuring the line is free of obstructions or explosives.  This can be done by
employing search teams to check vulnerable parts of the line.
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b. Taking anti-ambush precautions.

c. Making it clear that attacks will inevitably result in a quick and efficient manner.

d. Patrolling in the area of the railway line so as to locate and deter possible attacks.

e. Clearing undergrowth from beside the track.

f.     Picketing, as for road movement, particularly on crossing sites.

g. Proving the track ahead of the train.

h. Utilising helicopters to provide observation and to carry a mobile strike force if
the train is attacked.

5. Pilot Trains .  Pilot trains are used to prove the line against sabotage, obstructions and
pressure mines.  They cannot guard against command detonated mines or against
ambushes, but they are a useful extra patrol in this context, and the escort should be
alert and looking out for any signs of such activity.  A pilot train usually consists of a
locomotive pushing one or more unoccupied wagons which should be weighted with
ballast, and pulling a coach or wagon, which should be protected against mines and
small arms, carrying an armed escort.  More than one pilot train should, if possible,
precede a military train to provide additional chances of detecting mining or ambush
preparations and to confuse saboteurs as to whether an approaching train is their
target.

6. Protection of Other Trains .  In some situations armoured trains may be useful for
patrolling sections of railway line where hostile activity is expected in order to protect
all types of rail movement.  They should be operated tactically under orders of the local
military commander, and be manned either by specially selected railway employees
or by a military crew if this is feasible.

7. Sector Control .  The signalling system on railways relies on sectors into which trains
are only allowed when the preceding train is clear.  These sectors may be a suitable
basis for ensuring that any train which is ambushed  can reverse out of the ambush
onto a clear line or be reinforced: the sector system in use should be examined with
this in mind and revised if necessary.

8. Deception Measures .  In a busy line, or on one which carries even a small number
of scheduled services, it may be possible to run a military train instead of a civil train
at the same time as in the schedule.  On the less busy lines, it may be possible to
conceal the time of departure of a train if rolling stock can be kept waiting, perhaps for
days, or if it can be rapidly assembled, loaded and despatched.  Communications on
railways have to be good, and if a hostile sympathizer has access to them acquiring
information on train movement and passing messages is easy

9. Anti-Hijacking Measures .  Covert anti-hijacking parties may be used as a last resort
because of the difficulties of recognition of friend or foe and of engaging hijackers
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within the confined space of a railway carriage without risk to passengers.  Trains
which cross an international border will cause a particular problem since hijackers
may be able to board from within their sanctuary. Every effort has to be made to
engage the co-operation of security forces across the border.  More effective
measures may be:

a. The screening of boarding passengers and their baggage.

b. The random patrolling of trains between intermediate stops.

c. Patrols by air OPs.

10. Command .  Control of a moving train rests with the crew.  Ambush parties can of
course be engaged by security forces on the train while it is moving.  If a train is
immobilized, the escort commander, or senior military member aboard if there is no
escort as such, must assume command.  The aim will then be to defend the train, the
goods it is carrying, its passengers and crew.  Troops must be positioned in or near
the front and rear carriages to keep the commander in touch with the situation by radio.

11. Communications .  Radio communications have to be available to call for assistance,
in addition to the communications required within the train.  If military or police forces
have been deployed to protect the railway line, their communications should be
compatible with any train radios.  Planned light signals can also be employed to
supplement radio communications, and coloured panels should be carried in case it
becomes necessary to mark certain coaches in an engagement.
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SERIAL C-8.  USE OF CIVILIAN VEHICLES

Introduction

1. The use of civilian vehicles by military personnel in a counter insurgency situation is
now normal practice.  Civilian vehicles allow troops to move around the theatre of
operations with greater ease and a degree of anonymity thus making them harder to
observe and attack.

2. Experience has shown that insurgent organisations would not baulk at attacking
civilians and civilians and civilian vehicles and thus there is still a need for guidance
and information on the use of civilian vehicles by military personnel.

The Vulnerability of Civilian Vehicles

3. Civilian Vehicles are vulnerable to insurgent attack if they are not used and controlled
correctly.  The threat is different to that faced by military vehicles because:

a. These vehicles usually operate alone.

b. They generally have no armoured protection.

c. The crews have limited firepower.

4. Civilian vehicles can, therefore, offer insurgents a 'soft target' especially when the task
is made simpler by setting patterns in relation to vehicle crews and types, their routes
and timings of trips.  The propaganda value from killing a member of the army in a
civilian clothes far outweighs the value of taking on a 'soft target'.

Types of Attacks

5. Ambush .  These can either be pre-planned or mounted speculatively.  They may take
the form of:

a. A bomb attack.

b. A weapons attack.

6. Hijack .  Vehicles are hijacked either by a mob for burning, barricade making or joy
riding, or by insurgents who will employ the vehicle in a task.  Hijacking occurs mainly
in urban areas but the insurgent hijack can happen any where.

7. The Illegal Vehicle Check Point (IVCP) .  Mostly used for propaganda purposes, the
IVCP can be set up by insurgents very quickly.  It will normally be set up in a rural area
and will be tactically sited with cut-offs deployed.  Prestige weapons could be
displayed and para-military uniform will normally be worn.  Strength can vary but 8-
10 men is not unusual.
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8. The Under Car Booby Trap (UCBT) .  The short time required to attach a booby trap
makes this is one of the most effective and devastating tactics employed, mostly
against the private cars of 'soft' targets.

9. Compromise .  This is either self-inflicted by bad drills and procedures or,  caused by
terrorist actively observing and recording information concerning civilian vehicle
movements.

Use of Civilian Vehicles

10. There are 2 main areas of use.  These are:

a. Administrative.  For the movement of stores and personnel.

b. Operational.  The most common operational tasks are:

(1) Vehicle reconnaissance of areas of operational interest.

(2) Insertion and extraction of patrols.

(3) Resupply of patrols on long term operations.

(4) Emergency use (eg CASEVAC).

Vehicle Equipment

11. General .  The following lists and ideas about equipment are to ensure that the crew
can survive, communicate, defend and repair or recover themselves.  They are not
exhaustive and it will depend upon the area, the threat and SOPs as to what policy
is adopted for a particular theatre of operations.  All the suggestions are proven by
experience and should be utilised when formulating new SOPs.

12. Vehicle Crew .  On routine administrative runs one man may be permitted to travel
alone in which case he should be unarmed.  However, the following are more normal:

a. Cars.  Normally a driver and a commander/escort.  More escorts/passengers
may travel in the rear if the vehicle has 4 doors.

b. Vans.  The driver and commander occupy the front with an escort, if available,
in the rear compartment.

c. Car Bag.  The car bag is essential and should be of civilian pattern.  The car bag
is the responsibility of the commander and should be laid at his feet.  It should
never be left unattended in the vehicle.  It allows the crew to fend for themselves
and, in a emergency, to call for assistance.  The contents should be:

(1) Administrative runs:
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(a) Civilian torch.

(b) First aid kit.

(c) Area map (including town plans where possible).

(d) Work ticket.

(e) Radio. (carried in pocket).

(f) Camera.

(2) Operational tasks.  The above plus:

(a) 2 x smoke grenades.

(b) Miniflares. (probably carried in pocket)

(c) Personal weapons and spare magazine. (carried in pockets)

(d) Pocket memo.

d. Car Tool Kit.  This must always be carried.  Suggested contents are:

(1) Jump leads.

(2) Blade and crosshead screwdrivers,  pliers and adjustable spanner).

(3) Tow rope.

(4) Jack and wheel brace.

(5) Serviceable spare tyre.

(6) Wet start and de-icer for winter.

(7) Fire extinguisher.

(8) Small pack of spares (including spark plugs, light bulbs, fan belt, masking
tape, length of wire, points).

(9) Water.

(10) Fuel can.

e. Signals Equipment.  Radios should always be carried.  If the vehicle has a covert
radio fit, then, ideally it should be located in the driving compartment (to ease
frequency changes) and should be fitted with covert microphones and presel
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switches.  A cut out switch is useful to prevent the set blaring out in traffic and
handsets and antennae should be of the CB type where needed.  It is extremely
important that all vehicle crews think of themselves as 'part of the battle' and
remain alert to what is going on around them at all times.  Radios should always
be on the correct channel and the vehicle should be prepared to react in the
event of an incident by any suitable means (ie setting up a VCP).  Finally, as a
back up to radio, all crew members should carry telephone money and cards
where this is appropriate.

f. Vehicle Modification.  Useful modifications include:

(1) Cut out switches for rear lights - particularly vans so that patrols at DOPs/
PUPs are not illuminated.

(2) Partition in vans between load and driving compartments with a speech
aperture.

(3) Soundproofing in vans.

(4) Grab bars in vans aid getting in and out and give something to brace on in
an emergency.

(5) Seats in vans to make long journeys more comfortable.

(6) Nonslip floor in vans prevent accidents getting on/off.

(7) Window boxes in van rear windows for dummy loads.

13. Summary .  The vehicle equipment is designed to enable a vehicle crew to work
efficiently and safely; it allows them to communicate, defend themselves and repair
and recover the vehicle if required.  The vehicles may be already modified but
undoubtedly self help and rehearsal will be required to match the vehicle to the needs
of the task.

Vehicle and Crew Disguises

14. General .  There is no such thing as a truly covert vehicle because bases are observed
and the security forces have many distinguishing features that give away their identity.
Vehicle and crew disguise should be made to eradicate these characteristics and 'give
aways'.

15. Crew Disguise .  The following points apply:

a. Dress.  Should be:

(1) Compatible within the crew.

(2) Suit the vehicle.
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(3) Suit your age group.

b. Haircuts.  Regular drivers should adopt a civilian style of haircut.

c. Bearing.  Beware of military bearing; look like a civilian.

d. Tattoos.  Should be covered up.

e. Military Watches.  Should not be worn to avoid compromise.

16. Vehicle Disguise .  The following points could be considered:

a. Partition in the van between load and driving compartment suitably decorated.

b. Spray/paint rear windows on vans or fit rear window boxes for dummy loads.

c. Anything to civilianise the vehicle, nodding dogs, furry dice, dashboard rubbish
etc.

d. ID Card and driving licence.

17. Points to Note .  Avoid making common mistakes such as:

a. Military fire extinguishers.

b. Dashboard notices.

c. Work tickets on display.

d. Army wing mirrors.

e. Registration plates that do not fit local area or age of vehicle.

f. Poor resprays.

g. Over elaborate camouflage.

h. Never use firm or company names.

i. Change camouflage regularly and keep checking it.

Conduct of Journeys

18. General .  The conduct of any journey, operational or administrative, involving road
movement should be considered in 3 phases:

a. Actions before the journey.
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b. Actions during the journey.

c. Actions on completion.

a. Tasking.

b. Planning. - (Co-or-
dination of task and route).

c. Briefings.

d. Kit check (including
the vehicle, car bag).

e. Booking out.  In cer-
tain high risk areas vehicle
movement may require
formal authorisation before
leaving safe areas.

f. Radio check if sig-
nals equipment is carried.

Before the Journey

19. a. All doors should be locked
in built up areas and unlocked in
the countryside.

b. Seat belts should be worn.

c. Every effort should be
made to position the vehicle in
the outside lane, to prevent it
being boxed in.

d. The passengers wing mir-
ror should be positioned to give
him a rearward view.  Twin inter-
nal mirrors should never be fitted.

e. When stationary, sufficient
room should be left between the
vehicle in front to allow escape in
the event of an emergency.  Stay
in 1st gear and hold the vehicle
on the clutch.

f. Excessive speed or swerv-
ing will identify police or military
vehicles.

g. Driving should be smooth.
Manoeuvres that would attract
attention such as skid starts
should be avoided.  Speed should
be at the pace of the traffic but
within the law.

h. Passenger and driver
should converse and read the
road ahead.

20. a. Book in.

b. Debrief - (any prob-
lems encountered, devia-
tions from route/road works
etc).

c. Kit check (including
the vehicle and car bag).

d. Refuel the vehicle.

21.

During the Journey After the Journey

Action Drills

22. Non Hostile Incidents .  The drills for non hostile incidents, including traffic accidents
and breakdown should be covered in SOPs.  If troops are embussed and used to
assist in the incident, the vehicle must be considered compromised.

23. Hostile Incidents .  If confronted with a hostile action against a vehicle there will only
be seconds in which to react.  Incidents require fast, positive action and thorough
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training in the drills to combat them if soldiers are to survive the attack.  Aggressive
action should be the 'order of the day' whenever possible - confronting hostile
opponents while in a civilian vehicle represents a rare opportunity to close with and
destroy them and this should be uppermost in the minds of the crew.

a. Ambush.  If hostile groups ambush a civilian vehicle it will be done with either a
weapons shoot or by an IED attack from a safe distance.  The shock of an attack
and the devastation caused will greatly affect any reaction but the following drills
are suggested:

(1) If possible, drive out of the killing zone.  With embussed troops it may be
worth taking on the insurgent in aggressive action if casualties and the form
of attack allows.

(2) Inform base if possible and deal with casualties.

(3) Be prepared to coordinate and assist in follow-up action.

b. Hijack.  Hijackings are particularly frequent in urban areas and usually take place
where traffic slows down, although incidents such as road works and traffic
accidents have been laid on to aid hijacking.  Hijackings normally use 1 or 2
minders to cover the actual hijacker.  The following drills are suggested:

(1) If possible, do not stop.  Use driving skill to avoid the situation.  Hijackers
are more likely to wait for another vehicle rather than shoot.

(2) If forced to stop do not speak.  Give the vehicle to the hijacker, taking your
car bag, and move away.

(3) It may be possible to take on the hijacker at this stage.  Bear in mind that
he may be covered by gunmen and in any event wait until the hijacker is
in the vehicle and at a disadvantage.  With embussed troops the choice is
easy, but a driver and commander alone should think before they act.

(4) If the situation develops, inform the Ops Centre as quickly as possible.

c. IVCP Drills.  On encountering an IVCP in a single civilian vehicle without troops
embussed suggested drills are:
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(a) Turn off onto an alter-
native route if possible or stop
and reverse out of immediate
area.  Avoid attracting atten-
tion.

(b) Vehicle commander
briefs the patrol as fully as
possible on location and lay-
out of the IVCP.

(c) The patrol deploys to a
position where they can ob-
serve and report on the IVCP
or, if feasible, ambush it.

(d) The vehicle com-
mander and driver remain with
the vehicle and report the in-
cident.  The vehicle com-
mander should be prepared
to direct any reaction into the
are allowing the patrol com-
mander to control initial reac-
tion.

Pre-seen IVCP

(1) (2)(a) Turn off onto an alter-
native route if possible or stop
and reverse out of immediate
area.  Avoid attracting atten-
tion.

(b) Inform base.

(c) Be prepared to direct
any reaction into the area of
the IVCP.

(a) On approaching the IVCP:

(i) Approach acting as normal as possible (avoid attracting
attention).  Dip headlights, slow down and engage low gear
obeying the orders of any IVCP personnel.

(ii) The driver stops short of the IVCP forcing those manning it
to come forward.  The vehicle commander gives a running
commentary to the patrol who remain silent preparing to open the
rear doors, throw smoke and engage the hostile forces.

(b) Once in the IVCP:

(i) The vehicle commander engages the hostile force if armed
or orders "debuss" and the patrol simultaneously throws smoke.

(ii) The patrol move away from the IVCP engaging any armed
force seen.  The commander indicates a rally point and the patrol
goes firm.

(iii) On debussing the vehicle commander and driver must link
up and remain with the patrol to avoid being mistaken for the
hostile force.

Pre-seen IVCP IVCP Not Seen - Road Blocked or Unblocked

(4) (5)

(a) Use the vehicle as a
weapon, accelerate and drive
through the IVCP.  Armed pas-
sengers should engage any
armed insurgents.

(b) Send contact report or if
radio not carried drive immedi-
ately to the nearest military base
and report the incident.

(c) If the layout of the IVCP
precludes these actions treat the
incident as an IVCP  Road
Blocked.

(a) Stop short and act normally.

(b) Make weapons ready and
send an initial contact report if pos-
sible without attracting attention.

(c) Wait until the IVCP person-
nel approach the vehicle and then,
on a co-ordinated signal, attack the
persons in the immediate area of
the vehicle, firing through windows
and doors.  Individual targets must
be predetermined.

(d) Attempt to clear the vehicle
as it will probably be in the planned
killing area of the IVCP.  Fire and
manoeuvre into cover well clear of
the area.

(e) Send contact report if radio
available and be prepared to direct
any reaction into the area.

IVCP Not Seen - Road Unblocked IVCP Not Seen - Road Blocked

(3)
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Preseen IVCP IVCP Not Seen - Road Blocked or Unblocked

(c) Once clear of the ICVP and firm:

(i) A contact report should be sent.  The patrol commander must
then decide on the follow up action (eg counterattack or move to cut-
off escape routes).

(ii) The vehicle commander should be prepared to remain in a stand
off position and direct any reaction into the area allowing the patrol
commander to carry on with his plan.

d. UCTBT.  Because of the speed with which this type of attack can be mounted,
all vehicles are vulnerable whether left parked in large bases or at public places.
The only way to defeat this kind of attack is to check the vehicle before use.

(1) Drivers should become familiar with the underside of their vehicles in order
that the unusual will be more obvious.

(2) Check physically and visually from a distance and then close in.

(3) If the vehicles are left unattended:

(a) Try and maintain observation of the area.

(b) Park close to walls to reduce approaches.

(c) Park at the end of a row of vehicles to make terrorist activity more
difficult (eg his actions are harder to conceal).

(d) Only send one man to check the vehicle.

e. Compromise.  This can be difficult to define as no civilian vehicles are truly covert
- the fact that they are seen entering and leaving military bases compromises
them.  The drills outlined below, therefore, need to be used with a great deal of
common sense.  They are:

(1) Move to the nearest military base and report the compromise, particularly
if you have been followed.

(2) Give full details of the compromise as follows:

(a) Time.

(b) Location.

(c) Description of the persons and vehicle involved.

(d) Description of what happened.
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(3) If you have cause the compromise of the vehicle by your own actions do
not conceal it - it may lose lives later.

Conclusion

24. All troops and commanders, including those involved in administrative movements,
who are likely to be involved with civilian vehicle moves should be thoroughly trained
in the following drills and procedures:

a. Travel discipline.

b. Route planning.

c. DOP/PUP selection.

d. Mounting/dismounting drills, DOP/PUP drills.

e. Actions on IVCP, Hijack, Breakdown, and road traffic accidents.

25. Vehicle crews must be trained as a team.

26. Movement by civilian vehicle is normally an unavoidable necessity to sustain
operations.  Providing some basic rules are adhered to this can be to advantage.  In
summary these rules are:

a. Civilian vehicle movement should be kept to a minimum and carefully controlled.
b. Movement by vehicle should be as carefully planned and recorded as any patrol

task.

c. Unit SOPs must be prepared and published.

d. Vehicle crews must be selected with care.

e. Vehicle crews and troops involved in the insertion and extraction of troops
should be trained in these duties.

f. Journeys should be preceded by a briefing to all those involved.
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SERIAL C-9.  OPERATIONS SECURITY (OPSEC) MEASURES

1. Definition .  OPSEC is defined as the process which gives a military operation appro-
priate security, using passive or active means, to deny any hostile forces knowledge
of the dispositions, capabilities and intentions of those conducting the operation.

2. The Threat to Security .  OPSEC is a Force-wide process which addresses the over-
all security of the whole operation in the light of the adversary’s known or suspected
Intelligence, Surveillance, Target Acquisition and Reconnaissance (ISTAR) capa-
bilities.  OPSEC does not address:

a. Security Procedures.  Security procedures that raise and lower the normal se-
curity alert states to counter specific threats.

b. Specific Security Measures.  Such as arrangements for the secure storage of
arms.

3. OPSEC Planning .  Each planned operation should be examined in its entirety from
the adversary’s point of view, including rear area activity, lines of communication, air
and naval support and all communications networks.  As it is not possible to conceal
every military action in support of an operation, OPSEC concentrates on those activi-
ties which could indicate the existence of an impending operation, or reveal security
vulnerabilities.  These aspects or indicators are called Essential Elements of Friendly
Information (EEFI).  OPSEC is particularly relevant to those operations, where the
element of surprise is vital to success.  It is not possible, for instance, to conceal a
major cordon and search operation, but an effective OPSEC plan can deny the ad-
versary sufficient information to predict the timings and precise target of the operation
- thus the intended target may remain in the area instead of moving.  Equally, most
patrol activity is overt but OPSEC will deny the adversary the knowledge of the tim-
ings, routes and strengths of patrols to avoid confrontation.

4. OPSEC Measures .  These fall under four broad categories:

a. Defensive Measures.  The aim of defensive OPSEC measures is to counter the
adversary’s ISTAR assets and abilities.  Examples include:

(1) Security of Personnel.

(2) Physical Security (locks, walls, wire, mines and fields of fire).

(3) Document Security.

(4) Emissions Control (EMCON).

(5) Camouflage and Concealment (including the use of civilianised military
vehicles).
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b. Active Measures.  Active measures include the disruption of the adversary’s
ISTAR capability by:

(1) Increased military activity to counter surveillance by the adversary, seal
borders and areas.

(2) Direct observation and disruption of known adversary locations.

c. Deception and Psychological Operations (PSYOPS).  Where EEFIs cannot be
effectively concealed, deception can be used to lead hostile forces to believe
that, for instance, only routine activity is taking place.  Similarly, PSYOPS can
be used to influence an adversary’s perceptions of security forces moves and
intentions.

d. Change of Plan.  Move timings, locations, and units, to disorientate and confuse
an adversary.

5. Application .  The level of OPSEC appropriate for the setting will depend on the type
of OOTW operation.  In PSO for instance the need for operational OPSEC has to be
balanced with the need for transparency as the basis for trust and legitimacy in the
community or theatre of operations.
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SERIAL C-10.  GUIDELINES FOR TACTICAL DECEPTION MEASURES

Guidelines

1. There are seven main guidelines to utilise when planning successful deception
measures at all levels of combat.  They are listed below.  These guidelines are not
prescriptive and consideration should be given to ensuring that deception measures
constantly reviewed in order to remain credible.

a. Centralized Control.  Deception tasks must be controlled by the headquarters
of the formation within which all deception measures will be carried out.

b. Preparation.    Success pre-supposes detailed prior knowledge of an adversary
and his procedures and some calculation must be made of his reaction to each
activity or phase of activity.

c. Credibility.  The adversary has to be capable of believing the deception story
which should be within capabilities and compatible with doctrine.  The deception
story should reinforce his expectations.

d. Collaboration.   The deception story has to be fed to the recipient through 2 or
more independent sources.  Sources or personalities which could compromise
elements of the deception plan should be neutralised, eg by temporarily
detaining the individuals concerned.

e. Flexibility.  In one sense flexibility is essential to take advantage of the recipient's
reactions, both predicted and unforeseen.  In another sense, in the event of the
deception's failure, or only partial success, flexibility is required either to
abandon or change the plan without revealing its original aim.

f. Timing.  The recipient has to be given time not only to notice, interpret and react
to false information but also insufficient time to analyse it so thoroughly that the
deception and its purpose become apparent.

g. Security.  Deception plans must be kept secret and only disseminated to the
minimum numbers on a strict 'need to know' basis.

Changing Techniques and Procedures

2. There are many minor ways in which changing techniques and procedures within
tactical operations can help to deceive an adversary about military activity and its
target.  These complement and provide collateral to the more important guidelines
given above and are the essence of keeping others guessing about military activity.
Patrolling is probably the biggest single activity in any OOTW activity and examples
of elementary deception in patrolling activity are given below:

a. Take additional numbers out on patrol, eg female searchers or dog handlers.
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b. Use mid-patrol moves by helicopter, both day and night.  This acts as a force
multiplier as the same patrol can cover 2 widely separated areas.

c. Deploy on a long term operation with only normal patrol equipment, then have
extra equipment /stores brought out by helicopter or vehicle.

d. Task helicopters to carry out dummy drop offs and pick ups when in transit.

e. Deploy 4 teams from the base, one secures exit point for the remainder who
deploy on patrol before returning to base.

f. Cross grain patrolling over the ridges, road, or rivers rather than moving parallel
to them.

g. Carry strange equipment, such as L96 rifles or additional dummy pieces of ECM
equipment.

h. Deploy urban patrols by helicopter to the edge of the urban area and move back
in.

i. Use green field sites for helicopter moves.

j. Deploy on a night patrol in the evening without night viewing devices fitted; these
can then be fitted after last light.

3. Similar elementary tactics and precautions can be taken in other military activity which
can all be designed to keep others guessing about actual intentions in the next few
days ahead.
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SERIAL C-11.  INSPECTIONS, SEARCHES AND CONFISCATIONS

General

1. Inspections, searches and confiscations will normally be conducted as part of the
verification process and will often be linked to demilitarisation steps or arms control.

Inspections

2. Inspections may be pre-arranged or at no notice.  Their aim may be monitoring, veri-
fying or punitive.  Inspections will tend to follow a standard pattern and are likely to be
expected and accepted by the faction being inspected.  Because of this there will
normally be little cause for confrontation and therefore of limited potential for trouble.
Inspections will take place in stages and in the case of the inspection of a canton-
ment site, they may take the following form:

a. Prior Warning.  Prior warning may or may not be applicable.  It may be given via
the chain of command to the faction and then disseminated to the site to be
inspected.  Alternatively, prior notice may be given at the tactical level by a pa-
trol briefing the site commander on the day prior to the inspection.

b. Planning.  When planning the conduct of an inspection, consideration has to be
given to:

(1) Comprehensive briefings on the inspection site.

(2) Timings - to ensure prompt arrival, time on site, report writing and depar-
ture formalities.

(3) Force posture, both vehicle type and dress and weapons states for in-
spection troops.

(4) Communications from site to own Ops Room.

(5) Interpreter- acceptable ethnic origin.

(6) Parking - where vehicles will be left by inspecting troops.

(7) Inspection Equipment.

(8) Protocols.

c. Liaison.  Liaison can be conducted with the site commander.  The tone will be
governed by the purpose of the inspection.  If necessary, the inspecting troops
should confirm access to the entire site and all buildings, and ask the site com-
mander if there have been any changes to unit or weapon holdings.  Site plans
and weapon registers should be requested.
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d. Inspection.  The time taken for the inspection will depend on the size and com-
plexity of the site.  If large then contingencies should be prepared for a relief
inspection team.  When conducting the inspection, the following considerations
may be required:

(1) Actions on locked buildings or rooms.

(2) Whether a serial number check is required.

(3) Whether vehicle/APC interiors require checking.

(5) The inspecting team has to be capable of weapon recognition, including
local weapon variants.

(6) Safety when handling old or unstable ammunition.

(7) Safety when handling weapons that may be loaded.

(8) Faction sensitivity to photography.

(9) Security of inspection information and faction OPSEC.

e. Consolidation.  Once the inspection has been completed, the site holdings
should be consolidated and any discrepancies identified.  Once consolidated,
discrepancies can then be clarified with the site commander for any explana-
tion.

f. Confiscations/Protests.  The response to any breaches or discrepancies in hold-
ings following an inspection will largely depend on the purpose of the inspec-
tion and the mandate of the military force.

Searches

3. Searches may be conducted for a number of reasons such as:

a. To prove security for a route, area or building.

b. To find contraband material, weapons or vehicles.

4. Unlike inspections, searches will not generally be conducted in the same formalised
manner - expected or accepted by those being searched.  As such cooperation is
likely to be less, if at all, and the threat state to searching troops consequently higher.
The fact that a search will often be conducted without local cooperation and maybe
of an unoccupied area or building, means that there could be a significant threat from
mines, unexploded devices or IED.  In order to minimise the risk to searching troops,
a cordon may be required to provide a secure, sanitised area and the area may re-
quire EOD clearance prior to any search taking place.
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Confiscations

5. The ability of a military force to confiscate arms, vehicles or heavy weapons from a
particular faction will depend on the mandate under which they are operating.  Con-
fiscations will normally be either planned in nature or conducted on-the-spot.  Planned
confiscations will often be punitive in nature, in response to unauthorised activity by
a particular faction.  On-the-spot confiscations will generally be conducted by troops
who come across a breach and are able to act immediately.  There are a number of
considerations to be considered when conducting a confiscation, whether of a ve-
hicle, a weapon, or ammunition:

a. Confirmation of legitimate confiscation.

b. Explanation for confiscation.

c. Safe confiscation and force levels of confiscating troops.

d. Removal of weapons, vehicles or ammunition.

e. Appeal procedure.

f. Destruction of weapons, vehicles or ammunition.
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SERIAL C-12.  NBC AND TOXIC CHEMICAL PROTECTION

Background

1. Servicemen are trained in protection procedures for the NBC hazard during opera-
tions in combat.  Experience has indicated that some of these hazards - most notably
the chemical, biological and radiological hazards could be present in OOTW opera-
tions and hence the need to be properly trained in all aspects of NBC protection both
for individuals and for units.  Decontamination drills are also particularly relevant.

2. Many states now process industrial chemical plants or production facilities where the
release of toxic ‘chemicals could be a hazard, either from an industrial accident, sabo-
tage or insurgency action.  The potential publicity and international attention that this
could raise is bound to increase the attractiveness of such sites to an insurgent or-
ganisation particularly if it is owned or sponsored by the state authorities.  The infor-
mation and instructions in this Serial is designed to help both commanders and indi-
viduals to plan for and protect themselves against this type of hazard.  An NBC haz-
ard should be dealt with by NBC drills and procedures appropriate to a general war
setting.

Identification of Hazardous Facilities

3. Some chemical plants and transportation facilities may be marked with international
HAZCHEM symbols.  These take the form of a diamond, thus;  ◊.    These signs are
colour coded with supporting words and symbols.  HAZCHEM decode booklets should
be issued in theatre.

Siting of Positions

4. Most of the chemicals that could be released into the environment would initially
appear as liquids or powders, subsequently turning into vapour either through evapo-
ration or fire.  These vapours would tend initially to concentrate in low-lying areas
and positions (valleys, ravines, cellars, dug outs etc) and would form the strongest
concentrations when confined by buildings, woods, tree lines or other obstructions.
Subsequent hazard travel would be determined principally by the surface wind.  Sub-
ject to overriding operational requirements, troops should therefore seek to occupy
positions which are:

a. At maximum elevation.

b. On open ground.

c. Upwind of possible sources of hazards.

5. To assist in planning.  Commanders should be aware of the prevailing winds in the
area.  However, it will also be necessary to monitor continuously actual conditions
and for that reason some units should be provided with wind speed and direction
measuring devices.
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Personal Protection

6. Most of the chemical vapours of concern smell strongly and some but not all cause
immediate irritation to the breathing passages and eyes.  Some, though not all, might
be visible to the naked eye. Two possible hazard substances are of particular con-
cern because of their high toxicity and the difficulty in detecting them via the human
senses.  Each has a faint smell, though this could be masked by the smoke from an
accompanying fire; these agents are:

a. Phosgene - smells faintly of new mown hay.

b. Hydrogen Cyanide - smells faintly of bitter almonds.

7. The standard service respirator provides full protection against both these agents.

Immediate Action (IA) Drills

8. The defence against all the hazards which might result from an incident involving
industrial chemicals is to comply with the following drill:

9. Note that the standard in-service chemical detectors (NAIAD, CAD, RVD, Detector
Papers) are designed only to detect war gases, not industrial emissions.  They are
NOT to be used in the present situation.  An industrial chemical detection device (the
DRAGER test-kit) should be issued in theatre (probable scaling - one per each static
location and independent/mobile sub-unit).

TOXIC HAZARD FIRST AID DRILL

If a chemical-industrial plant, pipeline or road/rail
tanker in your area is subjected to bombardment,
catches fire, sustains damge in any form, or if
unprotected civilians, birds or animals show sud-
den signs of physical distress:

IMMEDIATELY

- Put on your respirator.

- Warn those around you, where possible
using the toxic alarm provided.

- Scrupulously avoid contact with any leak-
ing liquids or powders.

- On command, move upwind and uphill of
the point of chemical release.
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Whole Body Protection

10. Unless there is immediate risk of coming into contact with chemical in liquid or pow-
der form it will only be necessary to use the respirator for immediate personal protec-
tion.  The NBC suit, boots and gloves will not be required.  If, however, there is a delay
in withdrawal from the area of chemical release even briefly (for instance to rescue
casualties) then an NBC suit should be worn.  Note that the standard respirator and
Mk 4 NBC suit are designed to defend against war gases and droplets only.  They are
NOT to be used in an attempt to protect against sustained exposure to industrial
spillage: early withdrawal from the hazard area will always be required.  Re-entry into
an area of gross contamination - if ordered and essential - should be accomplished
by personnel equipped with decontamination suits worn over the standard NBC suit.
Decontamination suits will be issued in theatre.

Unmasking

11. Once clear of the immediate hazard area (ie upwind and uphill of the point of release)
the local commander may order unmasking if:

a. A DRAGER test has been carried out with negative result.

AND EITHER

b. Unprotected civilians, birds or animals in the area are seen to be unaffected.

OR

c. A 2-man ‘sniff-test’ has been completed without ill effect.

12. If a DRAGER equipment is not available locally then both of the last two tests must
be applied.

Decontamination

13. Persons or equipment that may have been contaminated with chemicals in liquid or
powder form are to be decontaminated using copious quantities of cold soapy
water.  These persons should then be referred for medical examination.  Contami-
nated clothing is to be discarded and sealed by burial or enclosing in polythene
bags.  In the case of contaminated equipment that has to be re-used (eg vehicles) it
must first be cleansed with copious quantities of water and then be marked with the
standard gas warning symbol shown here:

(Red lettering on a
yellow background)

20 cm 20 cm

28 cm
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Thereafter it may only be operated by crews wearing full individual protection
(respirator, NBC suit, gloves and boots).

14. Under no circumstances is contaminated clothing or equipment to be taken into
any building or left upwind of any location occupied by unmasked personnel.

15. Respirator canisters are to be changed on command after each period of exposure.
Discarded canisters are to be damaged beyond repair (eg with a hammer) to pre-
vent inadvertent re-use.

First Aid Guidance for Toxic Hazards

16. Prevent Further Exposure .  By moving away from the danger area.  Aim to end up
on high ground that is not downwind of the hazard source.  The respirator should be
removed, but see treatment for hydrogen cyanide.

17. Eye Injury .  Is treated by flooding with a gentle stream of water for about 10 minutes.
A saline drip is ideal (1 litre for each eye) but any source of water will do.  Remember
to pull the eyelids apart and if possible get the casualty to move the eyeball during
insertion of water.  Only in this way will the eyeball be properly flushed.

18. Skin Contamination .  Can result in burns or allow absorption of the chemical.  Drench-
ing with water and the careful removal of contaminated clothing is essential.  All chemi-
cals should be regarded as hazardous unless proven otherwise and if doubt exists
drench immediately.  Soapy water helps to remove the last remnants of skin contami-
nation.  Chemically burnt skin should be thoroughly washed, then simply be covered
with a loosely applied sterile dressing taking care to handle the area as little as pos-
sible to reduce the risk of infection.

19. Inhalation .  Toxic gases are often acutely irritating to the respiratory tract.  This prop-
erty and any odour can act as a warning limiting exposure.  In all cases removal to
fresh air is essential.  Provided the casualty is still breathing and is conscious, little
else need be done - simply monitor his condition.  If breathing has stopped, adminis-
ter artificial respiration until it resumes naturally or medical help becomes available.
If the casualty is unconscious, he must be placed in the recovery position.  The casu-
alty should be rested, as exertion may make later respiratory complications worse.

20. Ammonia .  Is a colourless gas with a pungent odour.  It intensely irritates the eyes,
respiratory tract and skin.  Treatment consists of washing followed by despatch to
further medical help.

21. Benzine and Toluene .  Are both clear liquids with characteristic smells.  They irritate
the eyes and respiratory tract.  Systemic absorption can cause headache, dizziness,
lack of coordination, staggering, collapse and coma.  Treat the eye and inhalation
injuries as above.  Soapy water is best to decontaminate the skin and to reduce sys-
temic absorption.
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22. Chlorine Gas .  Irritates the eyes, respiratory tract and, in high concentrations, the
skin.  There is usually a delay between exposure and first symptoms, so early eye
irritation and skin washing is essential in suspected cases followed by removal to
medical help in case later respiratory complications occur.

23. Hydrogen Chloride .  Fumes in moist air with a pungent suffocating smell.  It causes
severe eye and skin burns and irritates the respiratory tract.  Treatment  for eyes, skin
and inhalation injury is as above.

24. Hydrogen Cyanide .  Vapour is invisible and has a faint odour of bitter almonds or
peach kernels.  People react differently to the same dose.  Inside the body it prevents
the cells and tissues using oxygen.  The first priority is to remove the casualty from
the hazard.  Decontamination after vapour exposure is not necessary.  Mild cases
may develop only headache, vertigo and nausea but a severe exposure will cause
dramatic air hunger and death.  Any casualty who is fully conscious and breathing
normally more than 5 minutes after presumed exposure will recover and does not
require treatment, as cyanide is very rapidly detoxified in the body.  If treatment is
required, this should preferably be with the drug Amyl Nitrate.  The contents of one
ampoule of Amyl Nitrate is dabbed on the face near the nose and the respirator re-
placed to ensure the maximum amount of its vapour is inhaled.  If the drug is not
available administer artificial respiration while arranging for emergency evacuation
to a medical facility.

25. Maleic Anhydride .  Vapour fumes are intensely irritating to the eyes and lungs.  The
cornea of the eye may ulcerate and an asthma like condition may develop.  Copious
irrigation of the eyes is needed and the casualty’s respiration should be closely moni-
tored.

26. Mercury Vapour .  When inhaled can cause headache, shortness of breath, tight chest,
cough, nausea and vomiting.  Treatment involves irrigation of the eyes and washing
the skin.

27. Methyl Isocyanate .  Vapour is highly irritant to the eyes and respiratory tract and
high concentrations will irritate the skin.  It decomposes in water to a harmless prod-
uct, hence treatment consists of washing.  On burning it produces oxides of nitrogen.
The treatment is the same as for skin and eye contamination.

28. Nitrous Fumes .  (Oxides of Nitrogen) are usually red/brown in colour and in high
concentrations can irritate the eyes and respiratory tract.  The greater risk is from
respiratory failure from an asthma like condition.  If the casualty is conscious he should
simply be observed.  A worsening situation will require artificial respiration.  In many
cases there are no immediate respiratory effects but the casualty should be moved to
medical help anyway because respiratory failure from lung cedema may occur hours
later.

29. Phosgene .  (Odour like new mown hay) is a vapour above 8°C and a liquid below
that temperature, although evaporation will occur.  It may cause coughing, choking,
tight chest and nausea soon after exposure in some people although sometimes
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symptoms do not occur for several hours.  Many will suffer lung oedema.  The casu-
alty should be rested and taken to further medical help.  Decontamination is not re-
quired except in very cold climates.

30. Polyurethane .  On burning produces a wide range of toxic chemicals including hy-
drogen cyanide, oxides of nitrogen and isocyanates.
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SERIAL C-13.  PROTECTION OF HIGH RISK PERSONS

1. Prominent citizens, government officials, members of the armed forces, may all be at
risk from hostile action by bombing, shooting or kidnapping.  The scale and extent of
precautionary measures have to be related to the threat, but contingency plans should
always be prepared in case this should increase.  This Serial deals with the guide-
lines for personal conduct and for the movements of individuals and small bodies of
troops or civilians outside safe areas.

2. Assessing the Threat .  Prominent individuals are usually classified as VIPs within
the theatre of operations.  Threat assessments against such persons, and recom-
mendations for their protection are the responsibility of the security staff (normally
military and police) drawing upon information, experience and a regular review of the
overall assessment from their own and other reliable sources.

3. Planning Protective Measures .  The cost, in terms of manpower and special equip-
ment, of protecting high risk personnel has to be carefully balanced against the ad-
vantage to an adversary of a successful attack.  Security staffs are responsible to the
operations staff after full consultation with all other branches likely to be involved, for
the planning and co-ordination of suitable security measures to be adopted.

4. Protection .  The close protection of VIPs is normally carried out by trained and
equipped bodyguards.  Only the general protective arrangements that would be nec-
essary for those persons who are designated as VIPs are dealt with here.  Some VIPs
may have special medical parties available to them, but if this is not the case then a
suitable medical plan should be prepared to cater for any emergency.

5. Movement of VIPs by Air .  The movement of VIPs into and around areas where the
risk of hostile activity is high can cause additional security problems.  The quickest
and often the safest method of moving one or more VIPs, is by helicopter, and this
should always be considered in preference to road movement.  Security measures
are needed for helicopter movement, and include protection of take off and landing
points, and clearance of booby traps or mines from them.  This is based on the as-
sumption that the risk of attack from the air is very slight, - although it should not be
entirely discounted.  Most hostile groups have precluded the use of air as a medium
in which to attack specific targets, probably for practical reasons.  The risk normally
lies in the ability of any hostile group to mount attacks on aircraft/helicopters from the
ground with small deception covering the movement of VIPs.

6. Altemative Travel Plans .  Where weather or lack of suitable aircraft prevent move-
ment by air, the choice for moving a VIP then turns on the use of a small convoy, or the
prospect of using unmarked vehicles and a suitable escort.  The senior security force
commander should make the final decision for movement based on the prevailing
security threat and then take all the subsequent precautionary measures to ensure
safe travel.  This could include searching part of the route if necessary.
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SERIAL C-14.  INDIVIDUAL SECURITY WHEN OFF DUTY

Individual Troops Off Duty

1. Movement off duty may need to be restricted in order to:

a. Avoid casualties.

b. Prevent hostages being taken by kidnapping.

c. Avoid incidents provoked with the intention of involving off duty servicemen.

2. Precautionary measures should be designed both to reduce the danger to off duty
troops and to enable prompt action to be taken should troops be overdue in returning
from any off duty activity.  Such measures might include:

a. Proper booking in and out procedures.

b. Restrictions on the size and number of parties of troops allowed out of safe
areas.

c. Whether or not plain clothes are permitted or are compulsory.

d. Provision of special patrols in shopping or recreation areas.

e. Guarding of sports fields etc while games are being played.

f. The arming of all or of a specified number of troops in each group: troops carry-
ing arms should never move singly.

g. Restriction of movement to particular areas.

h. Placing certain areas or establishments out of bounds.  In times of social distur-
bance any political or sectarian meetings or demonstrations should also be
placed out of bounds.

i. Imposition of a military curfew.

j. Avoidance of any regular pattern of movement.

k. Guarding of all military vehicles in car parks, and control of parking.

l. Restrictions on the use of public transport and trains.

Guidelines for Individual Security

3. Anonymity .  Outside military establishments, particularly at home, make it as difficult
as possible for anyone to be identified as a member of the Armed Forces.  Particular
points to note are:
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a. Do not leave packing boxes and containers visible outside.

b. Do not hang military clothing on the washing line.

c. As far as possible, avoid wearing visible items of uniform when travelling to
work.

d. As far as possible, avoid being collected at home by military vehicles.

e. Have any military connection, such as rank, deleted from cheque books, credit
cards etc.

4. Locks and Keys .  Attention should be paid to the following points:

a. Keep a strict check on house keys.

b. Do not allow duplicate keys to be made without permission.

c. If a key is lost in suspicious circumstances, it is better to have a new lock fitted.

d. Working keys should never carry any form of written identification.  If keys need
identifying, a system of colour coding could be used.

e. Never leave keys under the mat or in other obvious hiding places.   It is better to
give a key to each adult member of the household.

f. Spare keys should be held in a central location not normally accessible to visi-
tors.

5. Doors and Windows .  Points to note are:

a. Keep any possible access windows locked at night or when out.

b. Make a safety check each night before retiring to ensure that doors and win-
dows, particularly on the ground floor, are properly closed and locked.

c. After dark, keep curtains or blinds closed.  Remember to close curtains before
switching on lights and to switch off lights before opening curtains, in order to
avoid being silhouetted at windows.

d. When answering the door, do not automatically open it.  Try to check who is
there by observing through an adjacent window, or by using a door viewer or
entryphone, if installed.

e. When answering the door, do not put the hall light on.  Do not stand behind the
door when trying to ascertain who the caller is.  Stand to one side.

f. If you have glass panes in a door, consider preventing observation by the fitting
of a thick curtain.
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g. Discourage children from opening outside doors.

6. Garden, Garage and Outbuildings .  Particular points are:

a. Doors and windows of garages and outbuildings should be kept locked, except
for specific access.

b. Doors and windows of garages and outbuildings should always be checked for
signs of unauthorised access before entering.

c. Bushes, trees and undergrowth providing cover, especially close to the house,
footpaths or driveways, should be removed or trimmed to make it more difficult
for an intruder to operate or to conceal an explosive device.  Make occasional
checks of any flower beds for disturbed/new earth.

d. If possible, dustbins should be kept in an enclosed area.

e. A clear, tidy area is a help in identifying unusual or suspicious objects.

f. Do not handle anything suspicious - call the authorities.

g. Remove, or lock away, anything that may be used as a climbing aid, especially
ladders.

7. Telephone .  Some useful points are:

a. Site your house telephone in such a position that you cannot be observed through
windows or doors.  Consider an additional handset in the bedroom.

b. If your telephone is out of order, report is immediately and be especially vigilant
until it has been repaired.

c. Keep a list of emergency numbers and a pen and paper near the telephone.

d. Other members of the household should exercise discretion when answering
the telephone.  The caller should be asked to identify himself first.  No informa-
tion should be given concerning anybody’s whereabouts, movements or future
appointments, or those of friends and colleagues unless the identity of the caller
is clear to you.  If in doubt, the caller’s name, address and telephone number
should be taken so that you can return the call.

e. Have telephone numbers recorded ex-directory, or ensure ranks etc are not
shown in directories.

f. Anonymous Calls/Telephone Threats.

(1) These are usually intended to lower morale.  An accurate analysis of the
call often provides valuable clues on which to base recommendations,
action and subsequent investigation.
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(2) The natural reaction to such a call is to terminate the conversation imme-
diately.  The following action should be taken if possible.

(a) Keep the caller talking.

(b) Try to identify the voice by sex, age, accent etc.

(c) Try to assess the mental state of the caller.

(d) The caller may provide clues as to intention or may make a specific
threat.

(e) Write down details immediately to assist the authorities later, eg date,
time, coin box/private telephone.

(f) Listen for background noise which may provide valuable informa-
tion, eg railway station sounds, industrial noises, machinery, music,
animals etc.

(g) On termination of the call, notify the authorities immediately.

8. Lighting .  Guidelines could include:

a. The utility of keeping at least one strong external courtesy light burning in the
area of the front door during hours of darkness.  It is then possible to identify
callers without turning on a light.

b. If out at night, leave a light burning in the house in a regularly used room - not
the hall light.

c. Always have some reserve lighting to hand - torches, candles or lamps.

9. Visitors and Tradesmen .

a. All visitors should be positively identified before being granted admission.

b. Arranged fixed times for workmen to call.  Check their identity and do not leave
them alone in the house unless they are well known to you and trusted.  If they
are unexpected but can prove their identity, check back with their employer.

c. Friends and relative should announce intended visits whenever possible.

d. Very late callers, whether known or unknown, should be treated with suspicion.

e. Deliveries by Tradesmen.

(1) Do not accept presents from unknown persons, or parcels which have not
been ordered.
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(2) Discourage the leaving of parcels or bags on window sills or at the door.

(c) Check deliveries carefully before accepting them and detain the person
making the delivery until satisfied that all is in order.

(4) Stop deliveries of milk, papers etc when going away.

10. Mail .  Have all private and personal mail which may be connected with HM Forces
addressed to the office location and not to private addresses.  Ask friends and rela-
tives to omit rank and title from any correspondence sent to private addresses.  Be
suspicious of any unexpected mail particularly when the address is not in the usual
form.

11. Wives and Families .  Ensure that similar practical precautions are taken for wives
and families.  Further details would be issued by the local commander for the safety
and protection of military families if this is appropriate.
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SERIAL C-15.  PERSONAL SECURITY WHEN TRAVELLING

General Points

1. Ensure that someone in the house or place of work knows your route and the time
you expect to arrive.  Always arrange for someone to report to the appropriate au-
thorities if your time of arrival is unreasonably overdue.  Vary routines and routes to
and from work and avoid setting patterns.  Be aware of locations to be avoided and
carry a map in the event of detours becoming necessary.

2. Never make a journey or keep an appointment without informing colleagues of the
following:

a. Destination.

b. Person to be visited.

c. Method of travel.

d. Expected time of arrival.

e. Expected time of return.

3. Never allow yourself to be driven by anyone who is not known to you.  Be alert for the
unusual or out of place at the beginning and end of a journey.  Check the driveway
and road before leaving home.  Be alert to suspicious or unaccountable conduct by
persons in the vicinity of the home or place of business.  Be particularly aware of
manned vehicles, people tinkering with vehicles and innocent-seeming workmen.
Restaurant, hotel and travel reservations should be made without reference to rank
or title.

4. Avoid travelling, working or staying overnight in conditions which involve isolation
from persons able to give or summon assistance.  Always have to hand or in mind a
ready means of communication or other way of attracting attention.  If using a civilian
vehicle which may have been used elsewhere, be aware of its history.  It may have
been compromised in particular localities
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Security Measures for Movement by Vehicle

5.a. Do not take it for
granted that the car is as
safe as when left.

b. Secure bonnet locks and
lockable petrol caps should
be fitted whenever possible.

c. Carry a torch to check
your vehicle after dark.

d. Try always to park the
vehicle in a lockable garage
at home and at work.  If no
garage is available, leave it
where it can be seen by the
general public.

e. Searching.  Always
search vehicles before use:

(1) As a minimum the
following should be
searched:

(a) Around the
outside of the vehicle.

(b) Underneath the
vehicle.

(c) Wheel arches.

(d) The inside of
the vehicle; under
seats, glove
compartment, bonnet
and boot.

(2) Care should be taken
to ensure that the vehicle
is not moved while
conducting a vehicle
search.  If anything
suspicious is noted no
attempt should be made
to touch, start or move
the vehicle.  The Civil
Police should be called
immediately.

Counter Measures  to
IED Threat

6.a. Ensure that windows are fully closed
when a car is parked and opened only
enough for ventilation when driving.

b. Look forward along the row of vehicles
parked in the street for anything of a
suspicious nature and through the driving
mirror for following vehicles.

c. Switch off the courtesy light inside the
car to avoid illumination when getting in and
out.

d. Prepare a plan in case of breakdown or
accident.  Details of how to summon
assistance should be known by all
passengers.

e. Avoid narrow and lonely streets, keep
to main routes.

f. Conform to the traffic flow but keep a
suitable distance from the car in front.

g. Do not become jammed in traffic.  At
traffic lights, leave enough room for
manoeuvring.  If possible, adjust speed
when approaching traffic lights to avoid
having to stop.

h. If something suspicious appears to be
taking place on the road ahead, stop and
turn off before it is too late.

i. If you suspect that you are being
followed, try not to allow yourself to be
overtaken or forced off the road.  Take a
known detour and if still suspicious, stop
at the nearest Police station or Service
installation.

j. Ensure that there is sufficient petrol to
avoid stopping at unknown or isolated filling
stations.

k. Do not give lifts or open doors or
windows to unknown persons.  Doors should
be kept locked in built up areas.

l. Beware of accident scenes in isolated
areas which may have been staged.

7.a. On a train, enter
a compartment which is
already occupied.

b. Luggage should be
kept locked and within
view wherever possible.

c. If you have had to
surrender your luggage,
make sure it is correctly
identified on its return
and that it has not been
tampered with before
opening it.

d. When travelling by
ferry, be alert when
walking on the deck at
night.

e. Try to obtain your
own cabin and ensure
that the door is kept
locked at all possible
times.

f. Be cautious of
sharing a taxi with
unknown person.

Moving by Vehicle Other Security
Measures
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8. Staying at Hotels .  If you have to visit an area frequently, avoid the use of the same
hotel on each visit.  When staying away from your home, never see visitors in your
room who are unknown or not vouched for.  Meet them in a public room where others
will be present.
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SERIAL C-16.  SECURITY MEASURES FOR DRIVERS

1. The Threat .  The military driver, the vehicle and passengers, are susceptible to a
variety of potential attacks particularly when the passengers are VIPs.  The threat will
vary with time and place.  It is up to each driver to ensure that he/she knows and
understands what is required.

2. Types of Attack .  The determined assailant is extremely difficult to combat.  How-
ever, for the attack to be totally successful the target vehicle needs to be encouraged
into a pre-arranged position.  If the driver by his security awareness, alertness and
preparation can keep his vehicle and occupants out of such a position, then the at-
tack will be unsuccessful.  The type of attack could vary considerably; the following
are the most likely forms of attack:

a. Explosive Devices.  Fitted to or thrown into the vehicle or placed close to it,
when it is static or on the move, in order to injure or kill the occupants or to
immobilise the vehicle to allow kidnapping.

b. Ambush/Hijack.  Leading to kidnapping or assassination.

c. Shooting.  Either when stationary or on the move with the intent to kill.

d. Mines.  Mines may be used as part of an ambush but can also be left unat-
tended to kill or injure military personnel.  Drivers need to be aware of the mine
threat and to remain mine-aware.

3. System of Driving .  In addition to good driving technique the driver should employ
the following:

a. Maximum concentration at all times.

b. Detailed, accurate and extensive observation.

c. Correct and immediate reactions to the changing conditions.

d. A deliberate and well defined plan to meet any situation.

4. Counter Measures and Prevention .  Absolute protection is impossible.  However,
the aim should be to minimise the chances of a successful attack by the application
of well practised principles and procedures.

5. Personal Security .  Drivers and passengers should additionally avoid publicising
their military connection by wearing or displaying military items of equipment.  At the
beginning of a journey unusual cars and strangers nearby should be regarded with
suspicion.  Special attention should be paid to parked cars containing occupants.



C - 16 - 2 Issue 1.0: Dec 98

6. Passengers .  The following action should be taken with regard to passengers:

a. Unknown passengers should always have their identity verified.

b. Check the ownership of all luggage prior to loading.

c. Avoid any stops en-route if at all possible.

7. Vehicle Security .  To ensure the security of both passenger and vehicle the following
should be adhered to:

a. The vehicle should never be left unattended in an insecure area if at all possi-
ble.

b. Always check around the vehicle when it has been left unattended.

c. Avoid parking on soft ground or close to objects that could be useful to an at-
tacker.

d. Secure all doors, windows, the boot and bonnet.

e. Search the car regularly and learn to recognise the underside of the vehicle as
well as the engine.

8. Vehicle Search .  The vehicle must be searched systematically using a methodical
sequence to ensure that no part is left unsearched.

9. Checking Vehicles .  Suspicion should be aroused by the following:

a. Unusual objects on or around the vehicle.

b. Objects out of place on the vehicle.

c. Outward signs of tampering.

d. Loose wiring, tape or string on or near the vehicle.

e. Disturbed ground near the vehicle.

10. Action on Suspicion .  If suspicion is aroused by any of the items listed in Paragraph
9 or for any other reason, the following action should be taken

a. Do not touch the object or vehicle.

b. Evacuate the immediate area.

c. Carry out the initial precautionary actions for handling a suspected explosive
device.
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11. Route Selection and Planning .  All routes should be reconnoitred whenever possi-
ble.  There will be occasions when passenger movements may not be known, in
which case it may be necessary to use a map (perhaps concealed in a newspaper).
The principles of route selection are:

a. Avoid routines/regular routes.

b. Insist on accurate timings.

c. Select routes that allow the maximum safe speed possible.

d. Select routes that offer the best possible security.

e. Reveal dates, timings, route and destination on a need to know basis.

12. Potential Danger Areas .  The following areas are potential danger points:

a. Unlit areas at night.

b. Road works and diversions.

c. Bridges, culverts and tunnels.

d. Mandatory/likely stopping points, eg roundabouts, traffic lights, level crossings
etc.

e. Passenger drop off/pick up points.

13. Preventive Measures .  The following preventive measures should be carried out as
a matter of routine:

a. Doors should be kept locked.

b. Windows should not be open more than a few inches.

c. Avoid regular routes.

d. Do not drive too near the kerb.

e. Drive in the lane nearest to the centre of the roadway.

f. Avoid being boxed in.  Leave enough room to turn around or manoeuvre around
blockages, particularly at traffic lights or street junctions.

g. Do not stop unnecessarily.

h. Approach normal hold ups slowly to avoid stopping if possible.

i. Regularly check mirrors for following vehicles.
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14. Following Vehicle .

a. Note the particulars of the vehicle.

b. Slow down or accelerate suddenly, or do a box turn to confirm.

c. If confirmed:

(1) Use car telephone or radio to alert police.

(2) Drive to a police station, fire station or military unit.

(3) Flash lights and sound horn to attract attention.

(4) Carry out evasive driving techniques.

15. Evasive Action .  Listed below are action to be taken in the case of attack:

a. Road Blocked - attempt to drive around, U turn or reverse.

b. Fired Upon by Moving Vehicle - sudden accelerations or braking.

c. Ambush - drive through, U turn or drive around.

16. Evasive Driving .  The driver should remember the following when considering what
action to take in a given situation:

a. Control of the vehicle must be maintained at all times, avoid excessive speed.

b. Keep passengers informed of what you are about to do, if possible, before carry-
ing out any sudden manoeuvres.

c. Ramming should be employed as an evasive technique only as a last resort.  If
this tactic has to be used, always try to ram with the non engine end of your
vehicle.

d. The safety of the passenger and vehicle are more likely if another vehicle can
be kept between you and the pursuer.

17. Suspected Compromise .  If a driver considers that a vehicle’s identity has been
compromised it must be reported immediately in order that suitable action can be
taken promptly.
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SERIAL C-17.  HEALTH AND HYGIENE

General

1. Up to 60% of injury and sickness incurred during military deployment is prventable.
Health and hygiene standards are a command responsibility.  Many injuries and sick-
nesses can be avoided by pre-deployment training and precautions which will en-
sure adequate health and hygiene standards during deployment.

Pre-deployment activity

2. Medical .

a. Vaccinations (if required).

b. PULHEEMS check for employment standard for relevant theatre.

c. Take malaria chemo prophylaxis (if required).

3. Training .  Conduct the following:

a. Health and hygiene brief by a Mobile Health Instructional Team (MHIT) or equiva-
lent organisation to include:

(1) Climatic factors.

(2) Prevalent diseases.

(3) Sexually transmitted diseases.

(4) Alcohol abuse.

b. Training of unit environmental health personnel.

c. Individual first aid training.

d. Stress management training for commanders.

Deployment

4. Health and Hygiene Standards .  Commanders should ensure:

a. Regular field sanitation inspections by qualified personnel.

b. Monitoring of precautions for climatic conditions.

c. Vector control.
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d. Regular health and safety inspections by qualified personnel.

e. Maintenance of malaria chemo prophylaxis (if required)

f. Accessible medical facilities and casualty evacuation plans.

Post Deployment

5. Commanders will need to monitor:

a. Continuation of medical treatment (if required).

b. Maintenance of malaria chemo prophylaxis (if required).

c. Stress management.



C - 18 - 1Issue 1.1: Jan 00

SERIAL C-18.  WAR CRIME DISCLOSURES AND THE HANDLING OF EVIDENCE

General Points

1. In recent years it has become necessary for troops to be aware of the possibility of
incidents which could be regarded as war crimes.  The development of international
judicial agencies to deal with allegations of war crimes make the issue of providing
evidence an increasingly difficult and complicated process.  Expert policing, patho-
logical and forensic skills are essential in the gaining of evidence which could lead to
successful prosecution.

2. Within the Army the Royal Military Police (RMP) are the most appropriate agent for
dealing with such incidents which, in certain circumstances, could have important
international significance.  RMP resources should invariably be called immediately if
and when such incidents or disclosures are discovered.  The guidance below pro-
vides a few basic drills and procedures to follow in such circumstances.

Guidelines on How to Deal with Crime Scenes

3. In general two kinds of suspected scenes can occur.  In the first place there are sites
when bodies are present, and then there are sites where destruction of property has
occurred.  At both categories of sites certain basic common procedures are recom-
mended.  After these have been dealt with, more specific actions with regard to each
kind of site can be recommended.

Aim

4. At whatever kind of site actions are taken for recording or preserving evidence, the
ultimate goal of these actions is to collect evidence which should be admissible in a
court of law at some indeterminate time in the future.  To a large extent the basic
principle that should be followed is that whatever actions are taken should be clearly
documented.  The precise conduct of the investigative actions should be noted and
recorded for use in the future.  If the history of the investigation is not clear, it opens
the way for challenging the reliability of evidence.

5. In dealing with physical pieces of evidence, it is imperative that an evidentiary chain
be created which starts at the site of the investigation and will ultimately end in court
upon production of the evidence.  The chain consists of clearly documenting the
collection, handling, processing and storage of potential evidence at all stages.  Upon
submission of a piece of evidence in court, the precise trail of that e vidence must be
traceable directly back to the site of the investigation.  Any brak in that chain may
result in that piece of evidence being compromised.

Basic Procedures

6. The following actions are recommended for the recording and preservation of evi-
dence at all categories of sites:
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a. Make a photographic and/or video record of the site.

b. Make a detailed report of all observations at the site.

c. Make sketches and diagrams if possible.

d. Record measurements and distances where appropriate.

e. Record the details of any witnesses to the events.

f. Record details of any surviving victims.

g. Record any details or information on the identity of the alleged perpetrators
(names, descriptions, details of insignia or uniforms worn).

7. The particulars of those persons undertaking the above activities should be clearly
documented.  It should be clear who these persons are, in what capacity they were
acting, and where they can be traced.

8. The safe preservation of all evidence and material that is collected until the arrival of
an investigation or prosecution authority is important.  This entails keeping the evi-
dence and material in such a manner that it cannot be tampered with or be contami-
nated.  Essentially the evidence and material should be kept under seal until it can be
handed over to the appropriate investigative or prosecution authority.

Dead Bodies

9. It is important for the investigation of a scene where dead bodies are present to
establish the cause of death, and to identify the deceased if possible.  The basic
common procedures describes in the previous paragraph should be undertaken with
this in mind.  Important are therefore matters such as:

a. The number and position of bodies.

b. Are the bodies manacled or blindfolded?

c. Are there any indications of a battle (are the bodies uniformed, are they armed,
is there battlefield debris)?

d. Can any injuries be identified?

e. The clothing on the bodies (often identification can be done on the basis of the
clothing).

f. Documentation found on bodies (or at the site).

g. Jewellery or other items found on the body (or at the site).
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h. Is any physical evidence present which could indicate the cause of death - bullet
casings, weapons?

10. If possible, a pathologist should conduct a post mortem with a view to determining
the cause of death and the identity of the deceased.

11. In some instances the next-of-kin of persons killed in the conflict may want to retrieve
the bodies of their loved ones for burial or cremation.  Once a site has been found it
is likely that very little time will be available to record evidence at that site.  Especially
where a formal investigation ha not yet been sanctioned, it may be very difficult to
delay handing over of bodies to next of kin.  As it may not be possible to send off a site
with a view to proper examination at a later stage, it is important that as much
information and evidence as possible be collected at such sites.

Sites of Destruction

12. The main object of investigating sites of destruction is to determine the cause of the
destruction, and identify the perpetrators.  The cause of destruction is often a matter
of observation - was the cause burning, artillery fire, bombing etc.  The data the
observation is based on must be thoroughly documented, along with any additional
evidence that may be found which could substantiate the observation.
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SERIAL C-19.  INTERVIEWING WITNESSES IN CRIMINAL INVESTIGATIONS

General Points

1. In recent years it has become necessary for troops to be aware of the possibility of
incidents which could be regarded as war crimes.  The development of international
judicial agencies to deal with allegations of war crimes make the issue of providing
evidence an increasingly difficult and complicated process.  Expert policing, patho-
logical and forensic skills are essential in the gaining of evidence which could lead to
successful prosecution.

2. Within the Army the Royal Military Police (RMP) are the most appropriate agent for
dealing with such incidents which, in certain circumstances, could have important
international significance.  RMP resources should invariably be called immediately if
and when such incidents or disclosures are discovered.  The guidance below pro-
vides a few basic drills and procedures to follow in such circumstances.

Guidelines for the Screening and Interviewing of Witnesses

3. Two Phase Approach.  During the process of identifying and recording potentially
valuably evidence for use later in a criminal prosecution, a two-phase approach
can be adopted:

a. Initially, a wide screening of potential witnesses should be undertaken.  The
purpose of this is to identify persons who can give direct, first-hand, evidence
with regard to events that may fall within the jurisdiction of the tribunal.

b. Subsequently, detailed statements should be taken by investigators from those
witnesses who have been identified during the first phase as being able to give
direct and relevant evidence pertaining to events relating to the investigations.

4. Initial Screening.  This phase is undertaken at the outset of the investigation.  It
serves to provide the investigators with some idea of the amount of information
potentially available, and its quality and consistency.  It helps the investigators focus
their attention on the events they are investigating, and identify direct witnesses to
relevant events.  Apart from identifying witnesses who can give direct evidence,
detailed biographical information concerning those being interviewed (with a view to
tracing persons in the future) must be collected during this phase as well.  It should
be borne in mind that it might not always be immediately apparent during this phase
whether information being provided will be relevant to investigations of subsequent
trial proceedings.  Good biographical information will therefore, while facilitating keep-
ing tabs on persons who have been identified as potential direct eyewitnesses, allow
the tracing of persons who are only identified as relevant witnesses at a later stage.

5. Biographical Information.  As much biographical information as possible should be
obtained from the witness.  This includes the following:

a. Comprehensive personal details.
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b. Full details of relatives.

c. Full details regarding where the person lived during the conflict.

d. Full details of where the witness intends to go in the future.

Identifying Witnesses

6. During this first phase it is worth the effort to establish whether the individual to be
interviewed is able to relate events that fall within his or her own direct knowledge, or
events which have been related by others (hearsay).

7. It should be borne in mind that persons being interviewed are likely to be traumatized
by recent events that they have personally experienced, but which may not necessar-
ily be relevant to investigations.  In the desire to speak out about what has been
experienced, or vent outrage and frustrations, interviewees are prone to rely heavily
on information obtained second or third hand through discussions with other per-
sons.  Such information is generally not reliable with a view to ultimate prosecution of
criminal cases before a court.

8. The time spent on clearly establishing whether a person is indeed a direct witness to
relevant events (or potentially relevant events) is, therefore, an investment in the
future of the investigation and may ultimately save considerable time and resources
at a later stage.

Taking Statements

9. Once a potential witness who possesses direct information has been identified, a
comprehensive statement should be obtained from that person.  The statement
should include the following information in as much detail as possible:

a. Full particulars of the incident or event (in terms of what the witness saw, felt,
heard, experienced, etc).

b. Full particulars of the time and place of the event.

c. If relevant, particulars of the weather and lighting conditions, and distances or
measurements.  (Diagrams or drawings by witnesses may prove useful).

d. Details of other witnesses.

e. Details with a view to identification of alleged perpetrator(s) - name/uniform/
unit/description.

Format for Statements

10. The format of the statement would depend to a large extent on what the evidentiary
requirements of the tribunal ultimately responsible for trying any cases emerging
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from any investigation.  Where the tribunal has not been determined, the format is in
the discretion of the head of the investigation.

11. Whichever situation pertains, careful consideration should be given as to whether it
is necessary to require witnesses to sign or attest their statements.  While the imme-
diate advantage is the perception that the witness personally agrees with what is
contained in the statement, there is also a disadvantage.  The problem is that, should
the witness make later statements that appear to contradict, or conflict, with that
earlier statement, this could compromise credibility of the witness in a manner that
could not allow for easy explanation.  An alternative approach would be to not require
the witness to sign the statement, but simply to rely on the investigator’s notes of the
interview.  The draw back with such a procedure is that it is less likely to be able to get
a witnesses’s statement into evidence if the witness dies or cannot be located.
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SECTION D

OPERATIONS TO GAIN THE TACTICAL INITIATIVE
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SERIAL D-1.  INTELLIGENCE CONSIDERATIONS

Background

1. The successful conduct of OOTW will always rely on the consent and co-operation of
the populations directly involved.  Greater priority and awareness will be needed to
understand the motivation of the parties involved in the conflict and the population as
a whole.  Of particular significance is an understanding of the background and devel-
opment of the conflict into which the military force is intervening.  This may well re-
quire a close understanding of the cultural environment in which the military force
will be operating and places a heavy reliance on the use of Human Intelligence
(HUMINT).  In operations in which the promotion of co-operation and consent is para-
mount, the use of covert intelligence sources may be perceived as indicating a lack
of trust which will have a significant negative effect on the goodwill of the community.
Likewise the requirement for impartial status of any military force in PSO may limit
the ability to conduct intelligence operations.  In PSO the ability to deny the inevitable
accusations of partiality and bias requires a degree of transparency in the conduct of
operations which may preclude the more traditional means of intelligence gathering.
In other situations this constraint may not be present, in which case all the traditional
means of gaining intelligence can be applied.

Scope

2. This Serial provides guidance for the acquisition of tactical intelligence in OOTW.
This guidance should be read in conjunction with AFM Vol 1 Part 2 Battlegroup Tac-
tics  and JSP 120, Manual of Service Intelligence, Volumes 1 and 3.

Types of Intelligence

3. General .  Intelligence is classified as Human Intelligence (HUMINT), Imagery Intelli-
gence (IMINT) and Signals Intelligence (SIGINT) and is described in the following
paragraphs.

4. HUMINT.  In OOTW the most critical information and intelligence will come from the
population and those in direct contact with them.  The quantity and quality of this
information and intelligence will be dependent, to some extent, on the credibility of
the military force, the security that it can provide to the local population and also to
the ability to understand and speak the local language.  Every member of the military
force, whether on or off duty has to be aware of the overall intelligence requirements
and how his interactions and observations may assist in the collection plan.  This
awareness can and should be developed by regular briefings and debriefings.

a. Sources.  Information and intelligence may be gained from open source mate-
rial, from the day to day interactions with the civilian population who may well
make comments in a more benign operation from which local attitudes, public
opinion and general acceptance may be assessed.  Other information may come
from deliberate observation and surveillance operations, both overt and covert,
from local forces, informants, agents and interrogations, and from other techni-
cal means, such as IMINT and SIGINT sources:
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(1) Open Source Material.  Much basic background information and intelli-
gence can be gained from open source information, for example on the
Internet, concerning the particular theatre of operations.  Academic inter-
est and the involvement of the press and reporting about OOTW will open
up a large amount of historical and current data that could be useful for
analysis and cross reference.  Many civilian agencies may even be pre-
pared to offer useful information and possibly intelligence if it is used sen-
sitively and for the common good.

(2) Surveillance Operations.  Observation and surveillance operations may
be conducted by special or regular forces, technical means or a combina-
tion of all three.  These may be conducted overtly, not only to gather infor-
mation and intelligence, but also to act as a deterrent against hostile or
unhelpful actions.  Covert surveillance activity can also be conducted, but
with central control and authorisation to avoid confliction and possible
embarrassment.  They may be static, such as permanent Observation Posts
(OP) or mobile patrols.  There are a wide variety of observation and sur-
veillance devices available, ranging from those on the open market, such
as video cameras, to highly specialised and technical pieces of equip-
ment usually only issued to Special Forces.  Commanders, at all levels
should be aware of the technologies and devices available and ensure
that their subordinates are familiar with their usage.

(3) Informants.  If individual security cannot be guaranteed and the local popu-
lation has little trust in its own security forces, consideration should be
given to establishing an information conduit directly between the local
population and military force.  Confidential telephone numbers and Post
Office Box numbers will permit anonymous reporting, but care should be
taken to ensure that calls cannot be overheard by uncleared manned ex-
change operators.

(4) Agents and Informers.  While all members of the military force may have a
role to play in the initial identification of potential agents and informers,
their handling will be the responsibility of specially trained personnel.  Care
has to be taken to ensure that as far as possible all such activities are co-
ordinated with any ongoing operations involving other security agencies,
whether local or from other nations.

(5) Interrogation and Debriefing.  Interrogation is used to extract information
from an unwilling person.  De-briefing is used to extract information from a
willing person, such as an expatriate worker who is familiar with the the-
atre of operations.  The Joint Services Intelligence Organisation (JSIO) is
responsible for providing interrogators, de-briefers and advice on both.  The
usual operational practice is to deploy either Joint Forward Interrogation
Teams (JFIT) or Defence De-briefing Teams (DDT) to formations or units
in the field as appropriate.

(6) Captured Material.  Captured documents and equipment may prove a use-
ful source of information on some aspects of the theatre of operations and
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all members of the military force should be made aware of their potential
intelligence value.  Where suspected persons are arrested or held with
documents or equipment on them, these should be collected, recorded
and retained with the person until they can be passed to the intelligence
staff or JFIT for analysis and use.

5. IMINT.  Exploitation of imagery intelligence will be co-ordinated within the JIC.  Should
RAF Tactical Air Reconnaissance (TAR) aircraft be available, a Reconnaissance In-
telligence Cell (RIC) will be established for the initial interpretation of the imagery.
Collection aircraft may be manned or unmanned, fixed wing or helicopters and the
product may be “wet film” TI or IR film or real time down-link.  Apart from aerial pho-
tography there are a large number of ground based systems ranging from the basic
camera to highly sophisticated and specialised photographic equipment.

6. SIGINT.  SIGINT is of value whenever there is any form of electronic emission, whether
from communications, for example Citizen’s Band (CB) radio and mobile phones, or
combat net radio, or for other purposes such as the radio control of explosive devices
or use of radar for surface to air missiles (SAM) guidance.  The easy availability of
“high tech” communications and monitoring equipment now allows for most nations,
whatever their state of economic development, a relatively sophisticated SIGINT ca-
pability.  A Joint Force is likely to deploy with an Electronic Warfare Support Mea-
sures (ESM) detachment.  SIGINT materiel, especially that gathered by national stra-
tegic assets, may be sensitive and protected by particular national caveats.

Intelligence Considerations at Unit Level

7. Success in OOTW can be dependent on the acquisition of accurate and timely intel-
ligence, in much the same way as other combat operations.  At unit level information
will be analysed as part of the Intelligence Preparation of the Battlefield (IPB) pro-
cess.  This process should produce the intelligence, which, when used in conjunc-
tion with the commander’s estimate process, will allow the commander to develop
his concept of operations, allocate resources, determine priorities and define those
conditions necessary for success.  A unit commander will usually be concerned about
three specific areas:

a. Area of Intelligence Responsibility.  The area for which he is responsible for the
provision of intelligence within the means at his disposal.

b. Area of Influence.  A geographical area where he is directly capable of influenc-
ing events.

c. Area of Intelligence Interest.  That area in which activities may occur which could
have an effect on his plans.

8. The process through which intelligence and targeting data is collected, produced
and disseminated is known as the intelligence cycle.  This is a dynamic and cyclical
process designed to meet the commander’s intelligence requirements.
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Intelligence Organisation at Unit Level

9. The use of IPB is described fully in Annex D to Chapter 4 of AFM Vol 1 Part 2
Battlegroup Tactics.  A diagram showing the IPB concept and the Commander’s Es-
timate is also shown at Appendix 1 to Annex D.

Intelligence, Surveillance, Target Acquisition and Reconnaissance (ISTAR)

10. At the tactical level, raw information and intelligence is collected through ISTAR.  This
is a system which meets the commander’s intelligence requirements by integrating
and processing information collected through systematic observation with that col-
lected from specific missions using a wide range of sources.  It also permits targets to
be identified in sufficient time and detail to enable sufficient resources to be focused
upon them to achieve the desired affect.  ISTAR assets at the battlegroup level are
tasked in the Surveillance and Target Acquisition Plan (STAP) to acquire IRs identi-
fied in Intelligence Preparation of the Battlefield Process (IPB).

Surveillance and Target Acquisition Plan (STAP)

11. The STAP is produced at the highest level to meet the Commander’s Information
Requirement (IR).  This will prioritise requirements and allocate resources to their
acquisition.  Subordinate commanders will develop their own STAP and allocate their
assets accordingly.  Details of STAP planning are also given in AFM Vol I Pt 2
Battlegroup Tactics.

Generic Intelligence Requirements

12. The following list of generic intelligence requirements is by no means exhaustive
and should be updated and developed as the situation dictates.  These headings do
represent a list of essential information about a theatre of operations which can pro-
vide the basis for intelligence purposes:

a. Location/Historical Background/General Facts.

b. Topography/Population/Climate/Industrial Areas.

c. Internal Affairs/Politics/Economy/Social/Issues/Threats/Subversive Groupings.

d. External Affairs/Foreign Policy/British Interests/Foreign Interests.

e. Defence Forces/Posture/Capabilities/Procurement/Assistance

f. Army/Air Forces/Air Defence/Navy/Other Maritime Forces/Police/Paramilitary
Forces/Special Forces.

g. Logistics/Transport Infrastructure/Ports/Beaches/Airfields.

h. Public Utilities/Telecommunications.
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SERIAL D-2.  THE USE OF SPECIAL FORCES

Introduction

1. The organisation of special forces units, the high quality, versatility and comprehen-
sive training of special forces troops, and their capacity to work equally well as
individuals or in small groups make them particularly suitable for some types of OOTW
activity.  Most nations possess special forces units, many of which are specially
trained for OOTW tasks  in addition to their duties in general and regional war.
Possible ways of employing them should be considered at all stages of planning.
However, they should be used to complement rather than replace conventional units.
Further general details are contained in JSP 439 Special Forces Operations.

Tasks

2. General.   One of the main characteristics of most special forces is their capacity to
carry out a very wide spectrum of tasks ranging from discreet, advisory visits of a few
days through to a prolonged campaign involving complete special forces units.  Some
possible tasks are outlined below.

a. Training Teams.  Their wide range of skills and language qualifications make
special forces troops particularly suitable for military assistance programmes.

b. Raising and Training Indigenous Forces.  The raising and training of local forces
is a traditional and effective task for special forces troops.  US Special Forces
made a significant contribution to the Vietnam War in this role  while the SAS
carried out a similar task with the Firqat in Oman.  When involved in this task
special forces troops are often involved in leading or advising the indigenous
forces on operations, but on other occasions, for political reasons, they may be
debarred from combat.

c. Deep Penetration Patrolling and Surveillance.  Skills developed for operations
in regional and general war can be applied most effectively in those operations
where large areas have fallen under the control of hostile forces.  The SAS
operations on the Jebel Akhdar in 1959, in the Radfan in 1965-7, in Borneo in
1962-66 and the US Special Forces operations against the Ho Chi Minh Trail in
Indo-China are all examples of this activity.

d. Intelligence/Information Gathering.  In PSO Special Forces can be employed to
provide reports from areas which are inaccessible to other troops.  Commanders
can be provided with more accurate eye witness reports on a particular situation
in sensitive areas which can be of assistance in delicate negotiations at
instructional of theatre levels.

Constraints

3. The main constraints on special forces operations are:
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a. Manpower.   Special forces are usually few in number.  Casualties cannot be
easily or quickly replaced because of the long selection and training process.

b. Reaction Time.  Although in a strategic sense special forces can react promptly
and with notable flexibility, tactically there can be some constraint.  The reason
is that, in spite of the high level of training of the special forces soldier, the
precision demanded of delicate specialist tasks requires time for careful
planning and preparation.  Moreover, once deployed in the field their tactical
mobility could be reduced but not curtailed.  Satellite communications and the
use of different types of transport can offset the loss of mobility.  Because
communications are usually conducted on schedules for operational reasons,
and because movement on foot in hostile territory and difficult terrain is inevitably
slow, retasking and redeployment take many hours and sometimes days.
However these constraints need not be too serious - particularly for operations
within the designated theatre.

c. Endurance.  Once deployed the endurance of special forces is limited by what
they can carry on their backs unless resupply is guaranteed.  In hostile
environments such as the desert or mountains the provision of water could be
a restriction on operational flexibility.  This should not be a serious constraint
within the theatre of operations in-country, particularly if caches are established
or if helicopter or light aircraft can be utilised.

Principles of Employment

4. High Value Operations .  Special forces are a precious but numerically limited asset
unable to absorb large casualties due to misemployment.  To get the most out of them,
they need to be used precisely for they can achieve results out of all proportion to their
size.

5. Command .  Special forces should be regarded as strategic level assets and be kept
under the theatre commander’s hand.  Tactical control should be delegated for
specific operations to the appropriate level.  There is sometimes a tendency for
special forces to proliferate in COIN.  Centralised command at the highest level helps
to prevent unnecessary duplication of effort and lack of coordination.  However a
careful synchronization of special forces and main force activity is essential to avoid
misunderstandings.

6. Access to Intelligence.   The nature of special forces' tasks makes it essential for
them to have access to all available relevant intelligence if operations are to stand a
chance of success.

7. Mission Command.   The employment of special forces must be tied in with the overall
plan for the campaign and their commanders must be given a clear directive
specifying what is required and stating any limitations on methods of execution.
Special forces must be commanded by their own officers and it is these officers who
should work out and execute the detailed plan, providing regular progress reports to
the overall commander.
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8. Security .  Success so often depends upon surprise and surprise depends upon good
security.  The inherently discreet nature of special forces makes them the ideal military
arm to exploit intelligence from sensitive sources.  The compromise of such sources
not only entails a serious loss of capability, but may raise acute political difficulties.
The media can pose a particular threat to security in counter-revolutionary operations
and it is essential to work out a sound public information plan with the public
information staff.

Liaison

9. Within the Security Forces.    It is most important that special forces establish and
maintain close liaison with all other security force units and formations with respon-
sibilities in the same area.  It is likely that special forces liaison officers or NCOs will
be attached to the appropriate headquarters and units.

10. On Behalf of the Authorities.  There may be occasions when the state authorities
will wish to contact third parties or perhaps those acting for an adversary.  This unusual
form of liaison may involve special forces for this role.  Such tasks would require the
full consent of the appropriate UK authorities before such duties were undertaken.
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SERIAL D-3.  CONTROLLING URBAN AREAS

General

1. Cities and towns are the focus of economic and political power. They are especially
vulnerable to street violence and other disturbances both for this reason and because
complex modern urban life can be so easily and effectively disrupted, with consequen-
tial widespread publicity.

2. Urban operations are likely to continue to be an important feature of OOTW operations
in many areas of the world, and some suitable tactics needed for effective results are
covered in this Serial.

The Intensity of Operations

3. The intensity of operations may vary from a relatively passive policy designed to
curtail hostile activities so that community life can continue, albeit under certain
constraints, to a more active policy which involves military forces moving against
activists and their supporters.  The level of intensity at which operations are conducted
will be the subject of careful consideration by the appropriate authorities.

Adversial Tactics

4. The broad range of potential tactics that could be adopted by an adversary in urban
areas are:

a. Disrupting industry and public services by strikes and sabotage.

b. Generating widespread disturbances designed to stretch the resources of the
security forces.

c. Attacks against resupply routes by damaging roads, bridges, rail links or air
bases.

d. Provoking military forces in the hope that they may over-react and provide
material for hostile propaganda.

e. Fomenting inter-factional strife.

f. Sniping at road blocks, static posts and sentries.

g. Attacking vehicles and buildings with rockets and mortars.

h. Planting explosive devices, either against specific targets, or indiscriminately to
cause confusion, destruction and a lowering of public morale.

i. Ambushing patrols and firing on helicopters.
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j. Attacks against sympathetic members of the civilian population or employees.

5. The urban activist makes good use of the cover afforded by the population and of the
many escape routes available to him, he has only to step into a crowded shop or a
house to disappear from the view of the security forces.

Need for Alertness

6. A soldier in an urban area has to be constantly alert both to avoid exposing himself
as a target and to protect those with him. Sentries, observers in OPs, foot and mobile
patrols and administrative vehicles can all present attractive targets. Soldiers in static
posts should be covered by fire, and the posts themselves properly protected. All
movement should be carried out with fire support available.

7. Troops have to also be aware of the danger of discussing anything of a military nature,
whether it be names, locations or movements of themselves, their friends or their
units, with casual civilian acquaintances.

The News Media

8. An urban area is attractive to the news media because action is concentrated in a
relatively small and easily accessible area, the congregation of people ensures that
there is likely to be a ready audience and the material for a good story, and hotels and
communications facilities are usually available. The pressures on public relations staff
are therefore considerable, and every member of the forces is constantly exposed to
a critical appraisal of his conduct .

The Use of Force in Urban Areas

9. The principle of minimum necessary force applies but it has to be clearly related to the
political decision on the intensity of operation.  Clearly, less force is justified in any
particular circumstances where the aim is to contain hostile activity than  might be
justified if the aim is its complete elimination.  A further consideration is always be the
danger to innocent people, which has to be avoided when weapons are operated in
well populated areas.

Deployment

10. The two broad alternatives are to base troops outside the locality in which they are to
operate, or to base them within their operational area: the pros and cons of the two
are:

a. Bases Outside The Area.

(1) Advantages.  A secure base can be set up where men off duty can relax
and rest and possibly enjoy some recreational facilities. The protection of
such a base can be assured with less sentries and probably less defences.
It is reasonably accessible to administrative transport, thus resupply and
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the repair and maintenance of equipment and transport could well be
carried out on the spot.

(2) Disadvantages.  These are that reaction time is much greater and reserves
may therefore have to be kept at short notice and possibly deployed in
anticipation of their being needed. Because troops may be unable to return
to base between patrols etc there could be a demand for sending some
administrative transport forward into the operational area which requires
an escort and possibly provides a target. The journey time to and from the
base eats into the period available for rest and personal administration.

b. Bases in the Area.

(1) Advantages.  Reaction can be speedy and reserves can be readily
deployed in response to rather than in anticipation of events, thus reducing
the need to hold a large body of men at relatively short notice. Troops
become more closely identified with the area in which they live which
improves their chances of getting to know the local population, the detailed
geography and the habits of adversary groups. The ability to dominate the
area is probably made easier.

(2) Disadvantages. Troops can rest but not relax, they are constantly exposed
to the danger of attack and as more men will be needed for local protection
their hours on duty will be longer. All administrative traffic should be
escorted and this also puts a strain on manpower.

Inter-Unit Boundaries.

11. An operational area will usually be allocated to units and further allocated to sub-units.
The boundaries between areas must be clearly defined, and should take account of
civil police areas. Where a boundary runs down a street, that street should be the
responsibility of one unit only. The command arrangements should be such that men
of one unit can cross in hot pursuit into adjacent area belonging to another unit.

Tactics

12. General.   Troops employed in urban operations will need to be well rehearsed and
practiced in the following tactical procedures, all of which are covered in some detail
in other Serials.

a. Guarding Bases and Installations.

b. Road Blocks and Check Points.

c. Control Points.

d. Curfews.
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e. Search Operations.

f. Crowd Dispersal and Riot Control.

g. Some elementary aspects of Covert Surveillance.

13. Snipers.   Because of the need for alertness, immediate action drills can usefully be
devised for such circumstances as a patrol coming under fire from a sniper. This is
always a particularly difficult situation as the source of the firing is seldom obvious.
Depending on the situation it may be more suitable and appropriate to improve force
protection procedures to prevent this occurring or mount a quick cordon and search
operation if locations can be identified.  In certain circumstances snipers may be
deployed to reduce the risk of this type of action.

14. Control of Movement.  Where activists are using explosives to terrorise and disrupt
the general public it will often be necessary to ban vehicle movement and parking in
shopping and other public amenity areas. It may also be necessary to require that all
pedestrians entering such areas be searched.  While this may well control movement
and help to canalise hostile activity, it is expensive in manpower and increases public
resentment at the curtailment of unimpeded movement.

Night Operations

15. Night patrolling may well be conducted on foot because vehicle movement may be too
obvious in quiet streets.   However a lot of built up areas are noisy and busy at night
and mobile support could be a vital back up to foot patrol activity at any time.   Street
lighting may be an advantage but it does make unobtrusive patrolling difficult and the
balance of advantage whether or not it is used has to depend on local circumstances.

Helicopters

16. Helicopters must hover if they are to see into narrow streets and enclosed areas,
which makes them vulnerable to missiles and sniper fire. They are, however, useful
for observing crowds as these form and move; they can act as airborne command
posts and rebroadcast stations, and they can resupply and reinforce roof-top standing
patrols, and evacuate casualties. It is now routine for helicopters to be fitted with
surveillance devices, such as optical and TI sights, video cameras and night vision
goggles (NVG) which have many applications in any role.  However it should be noted
that the prolonged use of helicopters over localized areas particularly at night will
normally produce a large number of protests from the population.

Operations Below Ground

17. Movement below ground is usually feasible in main towns and cities, it may also be
possible in smaller urban and suburban areas and even in some country districts.
Operations below ground are merely an extension of surface operations, and
commanders have to be aware of their scope and significance. Underground
passages provide additional approaches and escape routes which must be taken into
account in planning the defence of installations.
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Underground Systems

18. General.   Most underground tunnels have a circular cross section so that if they carry
any sort of roadway or rails there will be flat decking with a space beneath it. This space
may be big enough for movement, it will certainly provide hiding places, for persons
and their weapons and equipment. Tunnels have access points, usually at both ends
and at intervals along them; these also allow fresh air to circulate: access points or
fresh air shafts may, however, be sealed up in disused tunnels. There is always a
danger from an accumulation of gases and foul air in any tunnel; respirators may not
give protection, and men working in the area should be provided with breathing
apparatus.

19. Sewers.  These are the most common underground systems which exist in every large
urban area; they may be as much as six metres in diameter and they always have
frequent access points. Where they incorporate a roadway, speedy movement by
quite large parties is possible.

20. Railway Tunnels.  There may be underground railways in some large cities, or
tunnels to carry a surface railway into a city centre or under high ground in the country.
Passage of trains and the presence of maintenance gangs make such tunnels more
hazardous to anybody attempting to pass through the area. They will usually be most
attractive as a means of access, at night or at weekends when activity will be less
frequent.

21. Pipeline Subways.  Tunnels designed to carry gas, water and electricity services will
often be too small to admit the passage of a man, but they do have frequent access
points and may be as much as four feet in diameter thus allowing for slow movement
along them, and the opportunity to hide weapons and other stores.

22. Cellars and Connection Passages.   Cellars are commonly found in urban areas,
and even where connection doors and passages do not exist they can easily be
constructed to make an extensive underground system. This of course requires the
connivance or coercion of the occupants.

23. Disused Mine Workings.  These may occur anywhere, and the access they permit
will depend on the depth of the workings and the pattern and extent of the galleries.

24. Subterranean Rivers.   Any large town built in a valley will almost certainly include
streams and perhaps small rivers within its boundaries. These may have been
enclosed creating subterranean water-ways which may also be used to carry off storm
water; for this purpose they will have frequent access points.

25. Road Tunnels.   Because they are usually open to the public they do not offer a
covered approach for clandestine movement. However, road tunnels below key or
vulnerable points may be used in an attack on them.

Intelligence

26. Maps of all underground systems, including details of accessibility, should be held in
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the surveyors or public works departments of the local government. The officials
responsible for the services using the tunnels, and for their maintenance, should be
able to give valuable additional information on physical characteristics, fresh air
supplies, volume, rate and time of flow, useful control and blocking points etc.

27. The information gained from civil sources may need to be supplemented by recon-
naissance. Subterranean access to the area of key points should be ascertained and
any pattern of use of underground systems by other individuals or groups needs to
be checked.

Denial of Access

28. Access can be denied either by sealing entry points or by making the system
unusable. The methods will vary considerably with the type of underground tunnelling,
and their success may depend on the ability of the military forces to maintain a degree
of observation. Some methods are:

a. Sealing access points, this is only possible where very occasional access is
needed; they should be spot welded, as any other form of seal is relatively
ineffective.

b. Installing remote sensors or intruder alarms which will, however, need mainten-
ance and communications, and their existence will be widely known amongst
employees using the tunnel system.

c. Sealing off parts of the system by erecting internal barriers; these have to be
substantial and probably welded into place.

d. Flushing out the system with some noxious gas, possibly CS smoke at a low
concentration, or by flooding with water: parts, at least, of a tunnel system can
be neutralized permanently in this way.

e. Patrolling underground passages.  This will always be necessary in any system,
eg sewers or an underground railway, which cannot be sealed; it has the dual
advantage of discouraging unauthorized use and of enabling the security forces
to become familiar with the tunnel system.

Clearance Operations

29. If hostile groups use an underground system in spite of the precautions listed above,
then operations may have to be mounted to clear the tunnels. The main points to be
noted are:

a. Locating Unauthorised Users. Comprehensive maps are essential. If there is no
indication of where to look then the tunnel systems must be searched system-
atically and each part which is cleared has to be guarded. Every subterranean
patrol must be supported by co-ordinated surface patrolling.
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b. Flushing Out. Water, noxious gases or a riot control agent can be used
selectively in different parts of a tunnel system; their aim must be to force those
escaping into the open rather than into other tunnels. Strict control must be
exercised over the use of riot control agents in confined spaces; the death of  a
person when their capture would be possible may breach the principle of
minimum necessary force, and has obvious disadvantages both for that reason
and for intelligence and public relations.

c. Siege. It may be possible to block all escape routes and then wait for cold and
hunger to take effect.

d. Physical Assault. This is a matter of applying ordinary tactical principles in a
cramped and unusual environment.

e. RE Specialists.  RE diving teams are trained and available for clearance
operations underground.

Command and Control

30. It will probably be more difficult to maintain close command and control of operations
underground.  The following points should be noted and simple solutions considered.

a. Communications. Radio may not work well and line may have to be laid. There
must be good communication between troops working underground and those
on the surface.

b. Orientation. It is easy to lose all sense of direction when underground. The need
for good maps has already been stressed; they should be supplemented by gyro
compasses and overt signposting.

c. IFF. Clashes between different parties of the security forces can only be avoided
by good communication and strict control.

Equipment

31. In the cramped and closed-in circumstances of operating underground the following
points should be noted:-

a. Arms.  The best weapon is probably a silenced small calibre pistol.  A modern
rifle however, probably overcomes the problems of additional weight and
deafening noise in enclosed space.

b. Lighting.  Powerful torches must be available for all unlit areas.

c. Clothing.  Tunnels are seldom very cold, and bulky clothing can make movement
clumsy and ponderous in a confined space.  Clothing must be suited to the actual
underground conditions pertaining at the time.
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SERIAL D-4.  CONTROLLING RURAL AREAS

General

1. The characteristics of rural operations are that:

a. The adversary has to rely more on force of arms, stealth or fieldcraft for his
protection.

b. Rural operations are thus conducted in a similar fashion to those of conventional
operations.

c. While there is the inevitable difficulty of distinguishing between neutral and
hostile members of the population, once hostile groups have been identified by
some aggressive act, they can, if necessary, be engaged by fire and manoeuvre
with less chance of involving innocent people.

d. The relatively open nature of the countryside, in comparison to the town,
provides more scope for mobile operations and the use, where these are
justified, of heavier weapons and aviation.

2. Rural communities are often small and isolated, they are thus more vulnerable to local
intimidation and are difficult to protect. For this reason it is often easier for hostile
control to be imposed over a scattered rural community than over a neighbouring
town. Also, even in areas where the authority of the elected government is recognised
hostile groups may be able to operate with relative freedom because local people go
in fear of intimidation and reprisal.

3. This gives rise to two broad types of rural operations:

a. Those where control by the authorities still exists: in this case relatively minor
operations can be used effectively to control if not eliminate the threat of hostile
activity.

b. Those where authority has been so eroded that officials can no longer move
freely about their business, and effective control of an area may even lie in hostile
hands; this calls for a wider scale of operation with, possibly, the need for
measures falling not far short of those employed in full scale military operations.

Minor Operations

4. The operational objectives of the campaign to regain  overall control in the situation
are described in JWP - Peace Support Operations.  Tactics for rural operations usually
involve relatively small bodies of troops, although large numbers may be required if
several mutually supporting operations are mounted concurrently. Those  tactics
which are particularly applicable to a rural setting are described as:

a. Protection of personnel and guarding installations.
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b. Protection of VIP and small convoys and large road convoys and rail movement
and picketing a route.

c. Movement planning, road blocks, check points and curfews.

d. Patrols and covert surveillance.

e. Search operations.

Operations to Regain Control of an Area

5. General.   A more serious situation calls for wider measures and the deployment of
troops in larger units. In less developed areas, the hold on a rural area by hostile
groups may be such as to require large scale operations possibly at formation level.

6. Controlled Areas.   A controlled area is one in which the civil administration and local
police are able to work effectively. Hostile elements may still be able to infiltrate, and
isolated security incidents may occur, but the forces in the area should be capable of
limiting such acts.

7. Gaining Control of an Area.   In an area where the civil administration and the local
police are unable to go about their duties because hostile forces prevent this,
operations may have to be mounted to reintroduce control. The establishing of any
secure base within a new area could have severe operational risk, and complicated
logistic support arrangements, and it is better to plan for a worst-case situation.  This
would imply that there is a need for artillery units, air resupply, CASEVAC  and some
degree of fortification and dumping of supplies.  The long shadow of Dien Bien Phu
hangs over all such forward bases and it would be prudent  to consider such
possibilities carefully before a secure base is established.  The conduct of these
operations will be directly influenced by:

a. The strength and organization of the hostile activity.

b. The support accorded to hostile forces  whether this comes from outside the
country or is self supporting and dependent on internal assistance.

c. The nature of the countryside, its accessibility and density of population.

d. The forces available.

e. The operating mandate.

8. Rural Areas.   This Serial also describes the tactical operations that could be
conducted by a unit, suitably reinforced, with the aim of imposing control in a rural area
which is cultivated and has some small villages and isolated farmsteads. In heavily
forested, sparsely populated or generally underdeveloped terrain, the inevitably long
distances and poor communications could well require the deployment of formations
of several units.
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9. Land Borders.   A land border beyond which hostile forces can expect sanctuary and
over which arms and explosives are smuggled introduces some additional interna-
tional factors which will need careful consideration before overt action is taken.

Concept of Operations

10. General.   The aim of rural operations is to create stable conditions where the law will
be respected and observed, where the civil administration can function without the
backing of enlarged security forces, and where the civil community can move and live
freely without fear. This requires a dual approach, with the overall objective of
separating the hostile element from the population.  These tasks are normally
complementary and require a careful assessment of priorities and allocation of
resources, but their combined purpose is:

a. To achieve and maintain the neutralisation of the hostile forces

b. To protect the population by denying free movement for hostile forces anywhere
in the operational area.

11. Attrition.  The basis of successful attrition is the contact intelligence provided by
constant close surveillance of suspected persons and their supporters. The sur-
veillance plan should be co-ordinated with every agency at the highest appropriate
level, and full use should be made of the entire range of techniques and equipment
available including covert OPs, covert patrols, and the use of attended and unattend-
ed surveillance devices. Based on the information the surveillance operations will
provide, security forces can maintain a constant pressure on these persons by
instituting specific search operations, and by using selective personnel checks, head
checks, house and area searches and screening. Resulting from effective surveil-
lance, activists can be tracked down, and if they are not neutralised, useful evidence
can be obtained to assist the authorities in bringing about their eventual prosecution.

12. Denying Free Movement .  This task is of equal importance to that of attrition, and
contributes to it by sealing off the activist from his support, forcing him to take risks,
and limiting his ability to concentrate for aggressive action. It is achieved by a mixture
of permanent and snap road blocks and vehicle check points, both in depth and
covering main lines of communications, and on border patrols and special measures
to combat specific tactics, eg train and vehicle hijacking. Towns have to be made
secure using the normal techniques for urban operations, and security force bases
should themselves be employed as strong points from which offensive operations can
be mounted.

13. Approach to Tasks.  The planning principles for rural operations are similar to those
applying elsewhere, but because of the necessarily greater dispersion of forces and
the larger distances, more emphasis has to be placed on the following:

a. Planning and Intelligence. All operations should be carefully planned and
controlled to make optimum use of resources, and have to be based on the best
information and intelligence gained of hostile tactics and habits.
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b. Selectivity. Operations whilst being firm, positive and effective, have to also be
selective, and must be seen to be so. Blind swipes are a waste of time in a large
rural area, and invite ridicule.

c. Strength and Reserves. Mutual support is often difficult to achieve, and security
forces can easily become isolated. Operations therefore must always be
mounted in sufficient strength to match the threat, and in addition adequate
reserves have to be maintained at all times.

d. Use of Aviation Patrols.  Recent experience in land based operations has shown
that good use has been made of a separate Aviation Tactical Area of Operational
Responsibility (TAOR) being overlaid on one or more ground unit areas.  In the
event of an incident, the commander who is able to control the incident more
clearly would take control.  This is often the Aviation patrol commander who can
then move resources to suitable locations in order to achieve the task or resolve
the incident.

Firm Base

14. Tactical Points.   All operations have to be mounted from a firm base which should
be:

a. At either  the site of the local civil administration, or an area from which it can
operate initially.

b. Accessible by land over routes which can be secured without too much effort.

c. Able to provide at least a helicopter landing point if not a suitable air strip.

d. Easily defensible with the minimum of force; preferably surrounded by natural
obstacles.

e. Large enough to accommodate the necessary logistic support and transport, but
not so large as to make local defence a problem.

f. Provided with physical protection commensurate with the prevailing threat.

15. Location.   Such a base should preferably be on the edge of an already controlled area
so that its rear is secure. If it has to be set up outside a controlled area the requirements
for local defence and securing communications will almost certainly be too big for a
single unit.

16. Establishing Controlled Areas . The methods employed to establish and expand
controlled areas are known as pacification operations and are launched from the base
area and forward operational bases. A diagram illustrating the method is at Figure 1.
Military forces are usually employed in the early stages of such operations, local
paramilitary forces being moved in to consolidate and eventually take over the areas
which have been cleared.  The armed  forces are thus freed for further operations



D - 4 - 5Issue 1.0: Dec 98

designed to continue the expansion process. It will, however, be a great asset if the
paramilitary forces with their local knowledge are sufficiently competent to carry out
or assist with the initial operations. Although some activists will undoubtedly penetrate
into and through controlled areas, their opportunities for doing so in strength and for
achieving surprise will lessen progressively as the civilian population is won over to
the government’s side. The defence commitment for forward operational bases will
be reduced as the surrounding countryside is cleared and secured, thereby freeing
more troops for further operations.

Local Defence

17. The commander needs to concentrate on operations throughout the operational area;
the responsibility for local defence should thus be given to a sub-unit. The maximum
use must be made of defence stores. Any vantage points overlooking the base area
must be secured and any ground from which an attack might be mounted must be
covered by patrols.

18. It is important that the local defence of the base should be effective and economical.
Troops tied up on this task cannot be used in pursuit of the main aim of reestablishing
control over the area; furthermore, hostile attacks on the base, even if they are
unsuccessful, tend to undermine public confidence in the security forces.

Intelligence

19. Closely knit rural communities are difficult to penetrate and intelligence may be very
hard to come by in the early stages of operations. The need to set up a firm base on
the edge of an already controlled area may be helpful in this context because
information on the operational area may initially have to come from sources within the
controlled area. As soon as operations can be seen to be achieving success,
information should become more plentiful: measures must therefore be taken to
provide means for those who wish to get in touch with security forces to do so without
undue risk to themselves.

Patrolling

20. General.   The basis of operations in a hostile area is patrolling, aimed at acquiring
information and identifying and apprehending persons and neutralising hostile
groups.

21. Reconnaissance Patrols.  These play a major role.  They will need to visit all outlying
communities in order both to acquire information and provide the reassurance of a
security force presence. These patrols may have to search areas and they may need
to set up snap road blocks.

22. Fighting Patrols.   In an area where formed groups of armed men may be en-
countered, it may be necessary to mount fighting patrols. In such circumstances it will
usually be sensible to impose a curfew so that the security forces are not placed at
a disadvantage.
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23. Standing Patrols.  Covert surveillance is often a profitable source of information. In
the early stages of operations, it may be difficult to establish covert OPs without
exposing them to unacceptable risks: this is not only a matter of placing men’s lives
in jeopardy, it is also most important to deny activists any successes which may bolster
their morale and call in question the efficiency of the security forces. Covert
surveillance should therefore always be conducted under cover of both mutual
support and a readily available reaction force.

24. Aviation Patrols.   Aviation patrols can be used to cover large areas and gain certain
types of information quickly.  The use of thermal imaging cameras can gain timely
information, both day and night, for monitoring movement and activity.  Aviation
patrols should be given tasks similar to those of reconnaissance patrols.

Ambushes

25. Ambushes are sometimes useful in rural operations. If they are conducted under
cover of a curfew and the necessary precautions are taken to ensure that innocent
people do not get involved, it should be possible to set a conventional style ambush
designed to capture hostile persons.

Curfew

26. A curfew, especially at night, may be very important to rural operations. Movement in
the countryside takes place in the open, and hostile groups and individuals  may need
to move quite long distances to communicate, assemble and take hostile action. Such
movement can be monitored by day using standing and reconnaissance patrols, and
aircraft.  At night it will always be difficult, and a curfew may be essential to give the
security forces some freedom of action.

Resettlement

27. Isolated hamlets and farmsteads can pose difficult problems because there will
seldom be enough troops to stop their use by hostile groups, or to guard them if the
occupants need protecting.  Resettlement may be the only alternative, although as a
last resort, because it is seldom popular. Rehousing should preferably be within reach
of the land being evacuated so that farming and stocktending can go on. The
measures will be devised and the decisions taken by the civil authorities, but it is
important that security force commanders are aware of the implications and are
consulted during planning.

Safe Areas

28. The purpose of organizing safe areas would be to:

a. Ensure control of the population.

b. Give inhabitants security from hostile action.
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c. Prevent hostile elements assisting others with supplies.

d. Permit the security forces greater freedom of action.

29. Initially, safe areas may have to be manned by military forces, but in the long term the
aim should be to train and organize affairs so that the civil police are able to take over.
Any network of safe areas in a controlled area have to be supported by patrols and
mobile reserves, also possibly by artillery and air support.

30. The following may be needed for a network of safe areas within a controlled area:

a. The villages should be fortified and this could include perimeter wire, fire
trenches with overhead cover, communication trenches, strong points and good
fields of fire.

b. There must be a foolproof system of communication between safe areas on the
one hand and mobile reserves on the other, including telephone, radio, coloured
rockets, Verey lights, sirens, Aldis lamps, and locally improvised methods such
as drums and flares.

c. Safe areas should be placed under an overall commander.

d. Regular military forces should assist the local authorities in training suitable
guards to undertake the following tasks:

(1) Daylight patrolling of the area immediately surrounding the safe area.

(2) Checking people entering and leaving the area.

(3) Assisting the police in enforcing control measures.

(4) Patrolling at night within the safe area.

Local Forces

31. A rural area is often suitable for the use of local forces. They will usually be deployed
near their own homes where knowledge of the countryside may be an asset, but where
they may also be vulnerable to intimidation.  Local forces can form useful reserves in
the earlier stages of operations.

Reserves

32. A mobile reserve should always be readily available.  It may be deployed by helicopter
if flying conditions are right and enough force can be concentrated in this way. The
availability of reserves and the speed with which they can be moved is a vital factor
which must be taken into account in planning operations.
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Extended Operations

33. It may be necessary to carry out concurrent operations in areas adjacent to that which
is being brought under control, to relieve pressure on the latter, prevent reinforcement
or cut off an escape route. Such operations will usually have a limited objective, and
the force committed will therefore be inserted, carry out its task and then be withdrawn,
all within a comparatively short time. Good intelligence of hostile activities is essential;
firstly to ensure that the target is worthwhile, and secondly, to give the maximum
chance of success in an area which may be largely hostile. Ground is seldom of
importance as any position gained will have to be evacuated when the force
withdraws.

34. It will be usual for a separate unit or formation to carry out extended operations, and
coordination will be needed at higher level. Communication between the units which
are establishing control and those which are conducting these operations must be set
up. Special Forces may be particularly suitable for this type of operation.

35. Extended operations are often carried out by helicopter. This method of introducing
the force saves time clearing a route and helps achieve surprise. Helicopters can be
very useful for reinforcing or resupplying such a force, evacuating casualties and
persons wanted for questioning, for extracting the force, and for local reconnaissance.

Control Measures

36. Measures within an area which has been brought under control should be designed
to protect the people, and enable the authorities to function.  Account should be taken
of the need to:

a. Redress grievances and,  where necessary, improve standards of living.

b. Deter hostile activity, particularly subversion.

c. Encourage the provision of information.

d. Make the conduct of operations by the security forces easier.

37. The decision to impose such control measures as the authorities allow will be taken
by the local operations committee, who should weigh carefully the possible advan-
tages and disadvantages of various measures. The reasons for imposing control
measures need to be explained and the measures discontinued if they fail to produce
the desired result.

38. Some possible measures are:

a. Banning all political activities.

b. Registration of civilians.
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c. Frequent inspection at irregular intervals of identity cards, permits and passes.

d. Control of food, crops, arms, ammunition, explosives, drugs and medicines.

e. Restrictions on civilian movement.

f. Curfews.

39. In this context a commander should not rule out the use of infantry support weapons,
artillery, air power and possibly naval or marine capabilities to achieve results in any
campaign.  The ROE for the use of these weapons in a PSO situation would be
provided by the Force commander and cleared by each nation contributing troops for
the operation, but the tactical deployment and use of the troops concerned would be
on the lines of those utilised in general war.  Artillery, for instance could be deployed
to support patrolling activity, OPs and in larger scale operations.
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SERIAL D-5.  MOVEMENT CONTROL MEASURES

Planning

1. General .  Prohibitions and restrictions are always distasteful to the general public
unless the need for them is clear and they are fairly and equitably applied. Control of
civilian movement is likely to be particularly unpopular, and its introduction has to be
correspondingly carefully planned and any likely causes of discontent anticipated.
The civil authorities are responsible for imposing collective measures of control in
accordance with the law, the military force commander is responsible for enforcing
these, and should therefore be consulted in the planning stages.

2. The Methods of Controlling Movement .  The principal methods of controlling
movement considered in this Serial are by:

a. Road Blocks and Check Points.

b. Control Points.

c. Curfews.

d. Control of Border Areas.

3. Control Measures.   The aims of applying control measures are to:

a. Improve the ability of the military forces to enforce the law, thus increasing public
confidence in the civil authorities and, by so doing, encourage more respect and
acquiesence for the legitimate authority.

b. Disrupt hostile groups by making the movement of individuals more difficult and
subject to check.

c. Dominate an area as a deterrent to hostile action and prevent the unlawful
assembly of crowds.

d. Prevent crowds which do form from being reinforced.

e. Discourage the illegal movement of arms, explosives, medical supplies or food.

f. Seal an area with a view to preventing the entry of arms, explosives and  other
subversive material.

g. Apprehend wanted persons.

h. Record movement to detect patterns and gain information.

i. Facilitate operations by the forces of law and order.
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4. Manner of Imposition.  Control measures should be applied firmly but with under-
standing. It should be made clear to the population that the inconvenience and
hardship is not being inflicted with punitive intent, but in order to root out dangerous
elements and to provide the law abiding with security and protection. Whenever
possible, action taken and explanations given should consciously promote this
attitude.

5. Lifting of Restrictions.  Control should not be continued for longer than is necessary.
The lifting of controls in one area may act as an incentive to the population in another
area to isolate hostile forces and trouble makers.

6. Co-operation.  Control measures have to be planned and directed on a joint police/
military basis. Full co-operation is essential at all levels, as is co-ordination with heads
of public services such as Public Information, Medical, Ambulance, and Fire.

7. Public Reaction .  During planning, account should be taken of likely public reaction
to controls, both to enable suitable information policy to be framed and to weigh the
advantages of any particular measure against a possibly unpopular reception. Any
adverse reaction will always be exploited by agitators, while ill conceived measures
may cause the collapse of public services, food distribution etc. and so contribute to
discontent.  In this context, planning should take into account that:

a. The balance between the advantages and the objections is favourable; it should
be appreciated that short term military advantages may be cancelled out by
other long term civil disadvantages.

b. A measure, once adopted, will actually produce the advantages claimed.

c. A measure should only be continued for as long as it produces the desired
results, or until it is clear that such results are unattainable.

d. It is recognized that measures which are ineffective will probably undermine
confidence in the security forces.

8. Planning Measures .  Planning will usually be initiated by the civil authorities, and it
is important that the military forces are involved at an early stage. It should include:

a. The need for intelligence and for a good liaison by military commanders with the
appropriate branches within any police force.

b. The need to establish joint police and military headquarters where this is
appropriate.

c. The division of a large area into sub-areas, should normally coinciding with
police boundaries.

d. The allocation of forces including military and police combined patrols.



D - 5 - 3Issue 1.0: Dec 98

e. The allocation and positioning of central and local reserves.

f. Establishing channels for requests for military help.

g. The siting and control of surveillance devices, including radars, security lights
and other aids.

h. The reception, accommodation and maintenance of troops.

i. The preparation of any special information needed, eg photographs and
descriptions of wanted persons or vehicles.

j. Arrangements to keep the public informed of the situation, and the preparation
of PR briefs.

k. Rehearsal of control measures, and the testing of any new or joint communica-
tions.

9. Summary .  The use of control measures will invariably take place concurrently with
the planning of the other types of operation in the overall campaign.   Plans should be
flexible so that military forces can always be ready to switch, wholly or partly, from one
type of operation to another.  The availability of central and local reserves should help
to meet this requirement.
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SERIAL D-6.  ROAD BLOCKS AND CHECK POINTS

General Points

1 Road blocks and check points are a means of controlling movement on roads, tracks
and footpaths. A road block is used to block or close a route to vehicle and/or
pedestrian traffic, while check points may have a more limited and specific purpose
usually apparent from their title, as vehicle check point, personnel check point etc. For
simplicity, they are all referred to as road blocks.

Road Blocks

2. Road blocks may have one or more of the following aims:

a. To maintain a broad check on road movement, partly to reassure the local
population.

b. To frustrate the movement of arms or explosives.

c. To assist in the enforcement of controls of movement both of people and
material.

d. To gather information and data on suspected persons, vehicles, and movement.

Types of Road Block

3. Deliberate . These are of a permanent or semi-permanent nature and may be placed
on a main road perhaps near a border, on the outskirts of a city or on the edge of a
controlled area. They are a deterrent and are unlikely to produce spectacular results.

4. Snap .  Snap road blocks may be deployed by ground troops already on patrol or by
an ARF deployed by helicopter.

(1) Ground. These are used for spot checks, sometimes acting on some item of
intelligence. Initially they may achieve surprise and success, but once their
position is generally known, in urban areas this is seldom longer than ten
minutes, they quickly lose their usefulness.

(2) Helicopter.  Primarily used in rural areas, Eagle Vehicle Check Points (EVCPs)
may be used to dominate an area for a limited period of time.  They can take the
initiative away from hostile groups and help to suppress activity on the ground.
Deploying VCPs by helicopter has the advantages of maintaining initiative,
flexibility of deployment and wide area coverage.  The opportunities for captur-
ing, interdicting or disrupting hostile activity is high.  Unpredictability is essential
to avoid pattern setting and maintaining the initiative.

5. Triggered .  This is a variation of the snap road block, usually used in urban and rural
areas in circumstances where it is often easy for anyone to take avoiding action on
sighting a block in operation.
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6. Reactionary .  This is a version of the snap but is used in reaction to an incident or
attack in another area.  It may be ground or helicopter based and is useful in
interdicting hostile activity following the occurrence.

Deliberate Road Blocks

7. Tactical guidelines for setting up a deliberate road block are:-

a. Concealment. The road block should be sited tactically where it cannot be seen
from more than a short distance away. Sharp bends or dips in the road provide
good positions provided that the requirements of road safety are met. There
should be no room for an approaching vehicle to take avoiding action by turning,
leaving the road or reversing.

b. Security. There must be enough troops to protect the road block, particularly
during the initial occupation. Sentries should be sited as back stops on both sides
well clear of the search area, to watch approaching traffic and prevent evasion.
Where the threat of an attack on a road block is likely, then the block itself must
have a back up force.  A road block is liable to attack by car bombs, counters to
this can be by stopping vehicles well short of the block, by using rock ramps to
shake up vehicles, and Caltrops to puncture tyres.  Caltrops can also be utilised
to stop a suspect vehicle without troops having to open fire on the vehicle.  The
likely road block sites must be checked against booby trapping and ambushes,
and a pattern of use of road blocks avoided.

c. Construction and Layout. A simple construction is two parallel lines of knife rests,
each with a gap, across the road approximately 50 metres apart. The enclosure
formed can then be used as a search and administrative area. Within the search
area there could be:

(I) Separate male and female search areas.

(2) Vehicle waiting area.

(3) Vehicle search area.

(4) A cage for detaining persons prior to their being handed over to the local
authorities.

(5) Road block headquarters.

(6) Administrative area.

d Manning. The number of troops required will depend upon the number of roads
to be covered and the expected volume of traffic. If persons are to be searched,
there must be women searchers, and special accommodation should be
provided. The military commander should,  where possible,  be of the rank of
sergeant or above. At a military road block, whenever possible and always when
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military powers of search arrest or control of movement are limited, there should
be a police presence. An interpreter may also be necessary.

e. Surveillance Devices.   Early warning devices to give warning of an approaching
vehicle may be of value.  Use of surveillance helicopters may assist in triggering
vehicles or warning of vehicles approaching the road block.

f. Search Equipment. For searching heavy vehicles or certain types of load,
additional specialist search equipment may be required.

g. Communications. External communications are essential so that revised instruc-
tions may be given, information about wanted persons passed quickly and
incidents at the road block reported. Internal communications within a large road
block can speed reaction time.

h. Legal Issues.  Troops manning road blocks must know their powers and duties
under the law, with regard to search, arrest and the use of force.

8. Snap Road Block.  This is essentially simple because it must be capable of being set
up and dismantled very quickly. It may consist of two vehicles which are placed
diagonally across a road with a search area between them: the effectiveness of the
block can be increased with rolls of dannert wire. In a rural area, a snap road block
can either be emplaced by helicopter, in which case an obstacle such as a narrow
bridge a cutting or level crossing gates can usefully be improved with a single coil of
dannert wire, or the snap road block and its covert protection force may be moved in
and out on foot; in both cases a back up force should be readily available.

9. Triggered Road Block.   This roadblock is particularly effective in defeating the use
of convoys and 'scout cars' by hostile groups, since a suspected 'scout car' can be
allowed to pass through the road block which is subsequently triggered to catch the
target vehicle.   Those manning the block must take up their positions unobtrusively,
after which they may either lie low waiting for selected targets in what is in essence
an ambush, or they can stop and search people with the minimum of fuss, preferably
conducting this off the side of the road out of the view of anyone approaching. As with
snap road blocks, a covert protection force and a helicopterborne  reaction force are
required.  Insertion will usually be on foot, or by covert car from a carefully sited patrol
base.

10. Covert Cars .  Covert cars with suitable communications may be used in conjunction
with road blocks, with the following tasks:

a. Providing early information of approaching traffic. This is particularly appropriate
when a selective search policy is in operation, or if specific targets are being
sought.

b. Monitoring traffic approaching or leaving the blocks, and reporting suspicious
activities .
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c. Contributing to any Quick Reaction Force (QRF).

11. Searching Vehicles .  The following procedure should be utilised:

a. Vehicles.  Each vehicle must be dealt with separately. The selection of vehicles
for searching may be governed by instructions, possibly based on intelligence,
or it may be left to the random choice of the road block commander. It will seldom
be possible to examine a vehicle completely at a block, ie including mechanical
stripping, and it may be necessary to escort vehicles, for which such an
examination is contemplated, to a selected workshop.

b. Searchers. At least two searchers are required for a saloon car, larger vehicles
will need more searchers and possibly special equipment. There must also be
an armed sentry, who must not get involved in searching: his task is to protect
the searchers and watch the occupants of the vehicle being searched.

c. Conduct of Search. Except when they offer an official pass exempting them and
their vehicle from search, all vehicle occupants must be frisked and then made
to stand clear of their vehicle but close enough to be involved should the  vehicle
be rigged with explosives. The driver should  then be made to open all doors,  the
bonnet and boot in case of car bombs.  This action will also show whether the
driver is familiar with the car and that he has not stolen it. The owner or the driver
of the vehicle must watch the whole search.

d. Completion of Search. To refute subsequent accusations of theft, on completion
of the search it may be necessary to get the vehicle’s owner to sign an indemnity
certificate stating that he has suffered no damage or loss during the search.
When this is completed, the vehicle is allowed to proceed unless there is reason
for detaining the vehicle or its occupants longer.

e. Evidence and Arrest. If a search uncovers anything which may lead to legal
proceedings the evidence must be recorded and  troops comply correctly with
the law and procedures with regard to arrest.

12. Searching People .  The following general procedure should be adopted:

a. Unless a person produces unasked an official pass exempting him from search,
he must be asked to produce some means of identity and then frisked.

b. Occupants of a vehicle should be asked to stand facing it with their hands resting
on the roof or side. The search should include the armpits, the stomach, inside
thighs and the crotch. Clothing should not be patted, as this might result in small
flat objects being missed, but should be rolled between the fingers. Hats and hair
must also be checked.

c. Women are only to be searched by a female searcher. Particular attention
should be paid to the possibility of objects being concealed in the hair.
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13. Identity Documents .  An identity document may be an identity card, a driving licence
or some other official document issued by a government department or a firm. In times
of social unrest, many people will probably ensure that they have some means of
identification, and those who have no official status may have to rely on personal
correspondence etc. Documents should always be checked against each other where
there are several and against any list of wanted persons. Questions should be asked
about details on the documents, such as “what is your address?”, “when and where
did you license your car?”  This depends on the language skills of the soldier or the
use of an interpreter.  The following points may be helpful when checking documents:

a. Photograph. Compare the photograph on the card with the individual. When
making such a comparison, try to re-create the conditions under which the
photograph was originally taken, eg if a photograph was taken hatless then ask
the person to remove his or her hat. A woman may have changed her hair style,
it may help to place a finger across the photograph to hide the hair and compare
only the features. A check of age will also assist in making the comparison.

b. Stamp.  Careful examination of the stamp across the corner of the photograph
will show whether the original photograph has been removed and another
substituted. The authenticity of the stamp itself should also be checked.

c. Finger Prints. Positive identification can only be made by experts; for this reason
a mark indicating a thumb print must in the normal course of events be accepted.
However, if for any reason suspicion has been aroused, it may be legally
permissible to detain a suspect for further questioning, and for a finger print
check to be carried out by the police.

14. Action on Vacating a Road Block .  Before abandoning the position of a snap road
block, a search should be carried out alongside the road in each direction to the limit
of visibility. This should reveal any arms or other items which may have been
discarded by their carriers on seeing the road block.

Control Points

15. General .  Control points are set up by the security forces to provide a military presence
on the ground in a populated area where disturbances have taken or may take place.

16. The tasks of a control point are:

a. To control all vehicles and pedestrian traffic so that large crowds cannot
assemble, known offenders can be arrested and curfews can be enforced.

b. To dominate the area of responsibility around the control point. This includes
maintaining law and order by local patrolling with a view to preventing damage
to property or injury to persons, and dispersing groups of people before they
have time to assemble into a crowd.

c. Monitor or prevent the movement of contraband where applicable.
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17. The legal powers of troops in connection with control points must be clearly defined
and observed. It is particularly important that the legal requirement should be
anticipated at an early stage in planning, as the need for control points may arise with
little warning.

18. Composition .  A control point should normally be manned by at least a platoon, but
the strength required must be related to the number of roads to be controlled and the
anticipated traffic. The minimum scale should be:

a. Control Point Headquarters.  Commander, signaller and runner.

b. Barrier Sentries.  One NCO for each road or lane of traffic blocked, and one
sentry for each barrier.

c. Covering Party. Two men covering each set of barrier sentries.

d. Standing Patrol.  Where possible, an OP should be manned on a nearby roof-
top.

e. Searchers. The number can only be decided in relation to the policy on searching
and the amount of traffic and pedestrians expected. Female searchers will be
needed if women are to be searched.

f. Reliefs.  Reliefs are required for all the above. A reserve will also be required to
carry out patrolling and crowd dispersal when necessary, and this may be made
up from the reliefs.

19. Use of Civil Authorities .  Civil police at military control points are employed to:

a. Exercise their special powers of search, arrest and seizure where the powers of
the military forces are insufficient.

b. Take into police custody any persons arrested or property seized by the troops.

c. Act generally as a link with the population.

d. Act as interpreters.

20. Layout .  The layout of every control point is likely to vary slightly but all control points
should cover the following requirements:-

a. Barriers. Each road or traffic lane should have two barriers, one at the beginning
and one at the end of the control point. The barriers should be made of knife rests
and dannert wire and should cover the width of the road or traffic lane so that a
vehicle has to do an ‘S’ turn to pass. Red hurricane lamps should be hung on the
end of knife rests nearest the centre of the road at night. STOP signs, in the local
language if necessary, should be placed ahead of all barriers, and must be
illuminated at night.  Vehicles should initially be stopped outside the control point
in case they contain a bomb.
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b. Control Point Headquarters. The headquarters and covering party should be
sited centrally where they can see and effectively control the barrier sentries.
The headquarters should be constructed of sandbags and other suitable
materials up to at least 1-5 metres from the ground to give protection against
missiles. If possible, it should also be protected from sun and rain. A reserve of
riot control agent should be held.

c. Standing Patrol. A control point should be covered by a standing patrol, ideally
on a nearby roof-top, to watch for hostile activity. The patrol may be armed with
a riot control agent and an automatic weapon. The use of the latter must always
be governed by the need for minimum necessary force, and firing other than
single shots will be unusual.

d. Rest and Administrative Area. This should be as close as possible to the control
point and should be reasonably secure and out of public view. This will ensure
that soldiers only appear to the public when smart and alert: this instils public
confidence and respect.

e. Transport. The need for transport will depend on the role and location of the
control point. In an open area, vehicle patrols may be needed, and in some
situations a local reinforcement plan could require rapid redeployment from one
control point to another. There may also be a need for administrative transport
and vehicles to chase a vehicle which has evaded the check point.

21. Method of Operation .  Control points should be operated in the following manner:

a The commander or his second in command must be present at all times.

b. All vehicles and pedestrians should be channelled through the barriers, and
checked in accordance with current orders. Checking will be carried out within
the barriers by the civil police if available, otherwise by barrier sentries or NCOs.

c. The control point commander should ensure that the area around his control
point is patrolled. The exact area of responsibility will depend on the type of area
and the men he has available.

d. The commander must remember that the manning of his control point is his
primary task, and if an incident occurs in his area with which he cannot deal
effectively, he must call for reinforcements.

e. The commander must maintain a log of all important events and incidents.

f. The commander must carefully assess the effect of his controls. For example
during the rush hour, however efficient the control point, a crowd of impatient
civilians or a jam of cars and lorries can quickly build up and precipitate the very
situation that the control point is designed to prevent.

22. Orders.  The commander should be issued with written orders defining his responsi-
bilities and particularly the degree of force which may legally be employed, including
orders for opening fire.
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23. Communications.   A simple and effective form of communication in the event of an
incident in an urban area is a siren. On the alarm being sounded, all patrols in the area
mount snap vehicle check points, thus making insurgent vehicle movement more
difficult.  Communications will be needed from control point headquarters to:

a. The next higher headquarters.

b. Patrols.

c. Rest and administrative area.
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SERIAL D-7.  ESTABLISHING A ROAD BLOCK

Siting Criteria

1. Experience has indicated that the criteria for siting a road block  is to ensure that the:

a. Road party is in  a position where a vehicle has sufficient time to stop (avoid
bends, brows of hills, etc).

b. Cut-offs are sited where a vehicle passes them before sighting the road party,
but also has plenty of time to give early warning and enough time to deploy
blocking equipment if needed.

c. The patrol is mutually supported.

d. The area is thoroughly checked before use.

Insertion Drill

2. Assuming that the patrol is of at least 12 men, the insertion drill could be as follows:

a. Patrol goes firm, ideally with the commander watching the area of the road
block.  The Patrol commander sites the road party and cut-offs, and carries out
a visual check of the area using binoculars/SUSAT.  He can then make an
appreciation as to whether to put all teams on the road, or have one in a watch
location , or one conducting satellite patrol activity.

b. The patrol commanders’ team, which will be the road party, remains in overwatch
while cut-offs insert.

c. Cut-offs approach their locations, go firm and carry out clearance checks on
their positions.  Team commander and lead man occupy a position by the road.
The remainder cover from an overwatch position 50m away.  Lead scout posi-
tions Lazy Tongs/Caltrops so they are ready to be pulled across the road.  All
should be concealed.  (Depending on what tactic the commander decides to
employ will dictate who remains there).

d. Road party carries out a check of their position.  Detailed tasks include:

(1) Patrol Commander.  Remains off the road, uses radio to run a check of
Vehicle Registration Number.  Selects vehicles to be searched.  Must have
an alternate signal, eg a whistle, to trigger the cut-offs.

(2) Chatter.  Stops vehicles, chats-up the occupants, completes appropriate
forms.

(3) Searcher.  Removes webbing and weapon once tasked to search a vehi-
cle, leaving it with the coverman.  Targets areas of vehicle to search, don’t
just do boot and bonnet.  Remember to search the occupants.
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(4) Coverman.  Covers the vehicle occupants, from a concealed position, and
protects the searchers equipment.

Note:  The road party should not close in to a small space, but stay spread out
in case a problem should arise.

Extraction Drill

3. Normal extraction drill could be as follows:

a. Road party moves off to an overwatch position.

b. Cut-offs regroup, collect road block equipment, and extract from their positions.

c. Think about deception when moving off as any hostile persons could have pin-
pointed the patrol in the intervening period of disengagement.

Actions Drills at Road Blocks

4. Find in a Rural Area

a. Inform Ops Centre.

b. Arrest, Search, Bag, Restrain, Reconsider the application of the use of mini-
mum force.

c. Veh becomes a scene of crime.  Consider forensic evidence preservation.

d. Cut-offs effect cordon of area until they can receive assistance.

5. Persons Refusing to Allow Search.  In the event of a person refusing to allow their
vehicle to be searched the patrol commander should:

a. Inform Ops Centre, request police assistance.

b. If the police are unavailable then ask again for agreement to search the vehicle.

c. If a person refuses to comply with a legitimate search then action against that
person has to be taken in accord with the SOPs prevailing at the time.

d. If nothing is  found in the subsequent search, complete a report form (driver to
retain top copy,) and allow the driver to continue on his way.

e. Report full details on return to base.

6. Persons Trying to Leave Vehicle Whilst Search in Progress.

a. Ask to stay with vehicle.
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b. Explain legal powers.  Use common sense.

c. Minimum force to retain occupants with vehicle until search complete.  Keep the
local Ops Room updated.

d. Arrest only as a last resort.

Suggested Layout

7. Illustrative layouts for a road blocks which could be utilised in patrolling cordon or
search activity are shown on the following 4 pages.
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SUGGESTED LAYOUT FOR A ROAD BLOCK IN RURAL AREAS

X X

X

X

X X

X

X

Back Stop.  Pair of
sentries with radio.

Back Stop.  Pair of
sentries with radio.

Back Stop.  Pair of
sentries with radio.

Barrier Sentry

Covering Party

Traffic Sentry

S

S
Traffic Sentry

Covering Party
Local Protection
Sentry

Barrier Sentry

*

*

50 - 75 m

5 - 7 m

5 - 7 m

NOT TO SCALE

SEARCH AND
ADMIN AREA

Rd Block
HQ

Note:  * Vehicle may be substituted for                         
the rear knife rest.

S Stop Sign
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SUGGESTED LAYOUT FOR A ROAD BLOCK IN URBAN AREAS

CUT OFF

COVER 
MAN

COMD

CUT OFF

Main Road Block Team (1 x Team)

Covert Cut Off Teams (2 x Teams)

Satellite Cover Team (1 x Team)
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SUGGESTED LAYOUT FOR A MOBILE ROAD BLOCK

STINGER

FRONT VEH DIRECTION OF APPROACH OF VEH

SEARCH 
PROTECTION

CUT 
OFF

SEARCHER

TRAFFIC 
SENTRY

COMD

2IC TRAFFIC SENTRY

STINGERDIRECTION OF TRAVELCUT OFF

REAR VEH

POINTS TO NOTE

1.      All troops should remain in cover unless dealing with a vehicle.

2.      Commander to remain in a standoff position from civilian vehicle.

3.      Vehicle to reverse into roadside or cover if available.

4.      Cuts offs should be positioned far enough out to prevent a vehicle 
breaking through within limits of observation from main group and within 
constraints of any ECM protection.

5.      2IC controls traffic through check point.
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SUGGESTED LAYOUT FOR VCP IN A CORDON OPERATION

S

S
Shell Scrape
(5m from 
road)

Approx 25-30m 
(Ground 
dependant)

25m

3 man 
position

Approx 30-50m 
(Ground 
Dependant)

25m

3 man 
position

S STINGER (Can be 
deployed either parallel 
to road or fully on road 
and removed to let cars 
pass)
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BASIC EQUIPMENT AND STORES NEEDED FOR  ROAD BLOCKS

Operational Stores

8. Barrier Equipment

a. Knife rests.

b. Dannert wire.

c. Wiring gloves.

d. Wire cutters.

e. Caltrops. Tyre puncturing device.

9. Signs and Lights.

a. Stop and Dip Headlights signs (in reflective paint). One for each barrier:
In local language

"Halt Check ) if necessary.
b. Warning signs. Point Ahead". )

c. Flashing warning lights or red hurricane-lamps.

d. Torches.

e. Portable searchlights.

10. Communication Equipment

a. Radios. For internal and external use.

b. Telephones.

11. Miscellaneous

a. Night surveillance equipment.

b. Portable tape recorder.

c. Camera.

d. Megaphone and Whistles (one for each sentry).

e. Plastic bags. For finds

f. Chalk and Labels (for identification purposes).
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g. Sandbags.

h. Handcuffs.

i. Probes.

j. Mine tape. To delineate search area.

k. Spring balance. For weighing suspicious packages.

l. Tape measure. For searching for hidden compartments.

m. Under car mirrors.

n. Explosive Sniffer Devices.

o. Lists of wanted persons and vehicles. )
)

p. Photographs of wanted persons. ) To be kept in protective covers
)

q. Hand metal detectors for searching )
women, when women searchers are )
not available. )

Other Possible Stores

12. General .

a. Tents.

b. Tables.

c. Chairs.

d. Stationery  box. With "wanted" lists, SOPs etc.

e. Jerricans. Water and kerosene.

f. Waste bins.

g. Latrine buckets.

h. Shovels.

13. Medical .

a. Stretchers.

b. Medical haversack.
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SERIAL D-8.  CURFEWS

General

1. A curfew may be general and imposed over a wide but clearly defined area such as
a city, district or region, or it may be restricted to a small area such as a town centre,
a housing estate or a particular series of streets.  The size of the area and the duration
of time for which a curfew is imposed will depend on the reasons for it.

2. Curfews may be needed to:

a. Assist the security forces in re-establishing control after rioting and serious
disturbances have taken place, by restricting civil movement and allowing
tempers to cool.

b. Prevent civil movement in a selected area while a search or the investigation of
an incident is carried out.

c. Disrupt hostile groups by making movement of individuals difficult.

d. Allow the security forces greater freedom of operation.

3. A curfew should not be imposed on punitive grounds, or as a threat to impress on the
civil population the inconvenience and hardship that could arise should hostile
activities take place. The population will usually obey a curfew, but boredom, shortage
of food, or even the feeling that the curfew is being unfairly or ineffectively enforced
can lead to curfew breaking and consequential incidents. Good planning based on a
proper understanding of local conditions is essential.

Guidance for Planning Curfews

4. Planning .  The civil authorities are responsible for imposing a curfew, but as the need
is usually a military one, the security forces should always be consulted, especially as
they will have to enforce it.  A curfew always absorbs large numbers of police and
troops if it is to be effective, and an ineffective curfew is much worse than no curfew
at all.

5. Area.  This must be clearly defined. In towns where houses are close together and
streets narrow, it may be necessary to either enlarge the area under curfew until a
clearly defined perimeter is achieved, or to prohibit movement into the street which
constitutes the boundary. The integrity of the perimeter of the curfew area is essential
if full control is to be exercised. The civil authorities in conjunction with the security
forces must decide on the curfew area.

6. Timing.   A curfew can be imposed for short periods without hardship. If it is unduly
prolonged, it can cause grave difficulties to innocent civilians. A study of the pattern
of local conditions can be helpful in arriving at timings which are both effective and
workable. It will be useful to know:
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a. The time that the inhabitants normally get up, go to work and return home.

b. The time that shops normally open and close.

c. The time it will take to implement the curfew after the public announcement has
been made.

7. Security.   If a curfew is imposed unexpectedly, hostile groups may be caught
unprepared without time to adjust their plans, and these and their courier services may
be disrupted. An unpredicted curfew, swiftly imposed, also avoids undesirable street
gatherings where agitators may try to influence people to break the curfew. Security
of planning is therefore essential.

8. Sequence of Events .  The likely sequence of events is:

a. The decision to impose a curfew is made by the civil authorities in consultation
with the police and military commanders.

b. Plans are made to cover timings, area, boundaries, troops required and
administrative arrangements.

c. Local representative of the police and military make detailed plans: overt
reconnaissance of the area should be avoided.

d. Cordon parties, road and static patrols move rapidly into position.

e. The curfew and subsequent control instructions are announced by the appropri-
ate means, eg press, radio, siren and police announcements by loud hailer.
Helicopters and light aircraft can also be used as voice aircraft to make public
announcements.

9. Imposing a Curfew .  The existing security force headquarters should control a curfew
co-ordinating all aspects affecting the civil authorities, the military and the police. If no
joint headquarters exists, one should be set up.

10. Curfew Passes.   The civil administration and the police are normally responsible for
the issue of passes. Certain people such as doctors, nurses and workers in essential
services need to be able to move about more or less freely, and a pass system which
can be easily understood by troops should be devised by the civil authorities well in
advance.

11. Patrols .  Mobile patrols and static posts will be required to establish the curfew. Once
it is operating, the number of static posts can be reduced and the curfew maintained
mainly by mobile patrols. Standing patrols on roof-tops are usually necessary to watch
for illegal movement between houses and to help cover street patrols.

12. Surveillance.   Surveillance devices will assist in the enforcement of the curfew and
will reduce the number of static posts.
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13. Control of Visiting Vehicles and Personnel. When a curfew is imposed on an
area, it will usually trap a number of people who are normally resident outside it. A
system of removing and checking such people must be prepared. They cannot, of
course, be allowed re-entry into the area during the curfew.

14. Curfew Breakers.   The action to be taken by troops against curfew breakers must be
clearly laid down. They will normally be arrested, searched and handed over to the
civil police, care being taken to ensure that evidence of their offence and arrest is
recorded for subsequent production in court.

15. Police Duties .  The police are responsible for:

a. Announcing the curfew to the general public.

b. The issue of any curfew passes.

c. The disposal of all curfew breakers, including any that may be arrested by
troops.

d. Providing police patrols in conjunction with the military forces in the operational
area.

16. Administrative Issues .  The civil authorities are responsible for devising measures
to meet administrative difficulties which will arise if a curfew is imposed for a long
period, but military help may be needed.  The sort of problems which could arise are:

a. Lack of water in houses.

b. Shortage of food in shops.

c. The need to purchase essential food.

d. Essential food deliveries in areas with no shops.

e. Clearance of refuse from houses and streets.

f. Fuel supplies for lighting, cooking and heating houses.

g. Treatment of the sick and maternity cases.

h. Care of animals.

i. Lack of indoor sanitation.

j. Pavement sleepers.
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SERIAL D-9.  CONTROL OF BORDER AREAS

General

1. Hostile forces often attract support from outside the country, either from international
organizations or from other countries willing to embarrass the authorities.  All external
support of men and material must cross either land or sea borders, and if there is an
adjacent land frontier, hostile operations may be mounted across it from the sanctuary
of foreign soil.  All states have the machinery to impose some degree of frontier control
and this may provide a suitable basis on which to build border security.  Border
operations generally  take place away from urban areas, and the operating tactics for
rural areas should generally  be applied.  Most of the problems which arise are
influenced by local conditions.

Land Borders

2. Land borders are seldom clearly defined unless marked by a river.  The frontier may
pass through dense forest, a chain of hills or mountains or cultivated farm land. Where
there is no physical barrier, herdsmen, foresters and farmers may often cross the
border to carry on their daily work. It will seldom be possible to seal such frontiers
entirely, either with a physical barrier or with troops. However, if  hostile groups are
to be denied the supplies and support which they can obtain in the neighbouring
territory then steps must be taken to control cross border movement on the main lines
of communication.  The gaps should be covered by observation and patrolling.

3. The desired effect is to canalize movement through areas of government choosing.
This in combination with good intelligence gained by constant surveillance could
enable the security forces to impose control, inflict casualties, take prisoners,
intercept supplies, or at worst deny access.   Without the co-operation of security
forces on the other side of the border such measures, while essential, will seldom
show spectacular results.

4. A policy of patrolling is usually necessary in a border area, the intensity of the patrolling
being related to the threat. The adoption of other measures will depend on the political
and security situation and the consequential degree of restriction on civil movement.

Restrictions on Civil Movement

5. When, in the early stages of operations, there are no restrictions on civil movement
in frontier areas, the two main problems are detection and identification.  If the area
is sparsely populated, detection of abnormal movement will be relatively easy, and
remote sensors, night vision devices and tracker dogs can all help.  Interception and
subsequent identification may be less simple, as a sparsely populated area is likely
to be rough and wild, with few roads; by day an intercept force can be deployed swiftly
by helicopter, by night successful interception may require an unrealistic number of
patrols. In a well populated area with unrestricted civil movement, successful
detection and interception of illegal frontier crossers will depend largely on good
intelligence.
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6. When operations have reached the stage where the government recognizes the
necessity of restricting the movement of civilians in frontier areas the task of the
security forces can be made easier. The types of restriction which may be helpful are:

a. Imposing a curfew.

b. Establishing a prohibited zone, which is either cleared of all inhabitants or made
accessible only to those with special passes.

Other Factors

7. Barriers .  Movement can be inhibited by various barriers which may be lethal or non
lethal.

a. Blocked Roads.  Movement by vehicles in areas away from official crossing
points can be made difficult by blowing bridges and culverts, cratering roads and
erecting obstacles. An obstacle not covered by observation is, as always, of
limited effectiveness.

b. Fencing.  Barbed wire fencing will deter innocent crossers but it will not withstand
a determined attempt to breach it. Its main use is therefore to reduce the number
of investigations which have to be made. A cut fence can of course be used to
lure investigators into an ambush and this may influence the siting of any artificial
barrier.

c. Surveillance Devices.  An infra-red fence or seismic intrusion alarm is not a
deterrent until it becomes known that crossing in certain areas covered by these
devices is hazardous, leading to a strong probability of arrest.

d. Minefields.  Lethal barriers, such as anti-tank minefields and high voltage
electric fences will seldom be feasible until the situation has deteriorated to
something close to open warfare. They usually require some sort of prohibited
zone and should be supported by sensors to detect and locate attempts at
breaching.

8. Artificial Barriers .  A man made physical barrier should always be erected within
friendly territory so that incursions detected by sensors, and attempts to breach the
barrier, take place on ground within the authority of the government, where the
security forces have freedom of action.

9. Curfew .  The main effect of a curfew is the removal of the difficulty of identifying
innocent from hostile people, since anyone breaking the curfew may be assumed to
be hostile.  However measures for detection followed by investigation are still
necessary.  It will not usually be possible to make a big reduction in the effort put into
detection, since 100 per cent coverage of the border must still be the aim. However.
The number of intruders will probably be reduced, and therefore the reaction force
may also be able to be reduced in size.
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10. Prohibited Areas .  Establishing a prohibited frontier zone may have political
advantages over the often emotive imposition of a curfew. The degree of prohibition
can be varied and may depend on the nature of the frontier, any natural or man made
physical barriers and the nature of the threat. The more freedom of action needed by
the security forces, the more necessary will it be to ensure that casualties to civilians
are avoided by keeping them out of the way.  The surveillance requirement remains
the  same but the number of investigations should be reduced.

11. Force Requirements .  With a sensor based surveillance system backed by a mobile
reaction force, and in the absence of any civil population, stretches of border area
covered by a surveillance force , backed up by a reaction force at immediate readiness
could provide a reasonable degree of success against a single infiltration attempt. If
multiple attempts were made, or if there was significant civilian movement in the area,
the reaction force might need to be increased.  A ratio of surveillance to reaction forces
of between one to two and one to six can be achieved depending on the terrain
conditions.

12. Cross Border Operations .  If hostile groups are operating from sanctuaries outside
the country it will be desirable for the governments of the countries concerned to
discuss mutual arrangements which may include cross border operations. It is always
better to apprehend a hostile incursion force before they escape over the border, and
the reaction force should be poised to achieve this. If artillery, mortar or small arms
fire is mounted from across the border it will seldom be possible to return this, and
passive measures such as the use of smoke may be necessary to cover withdrawal
or conceal the target.

13. Coastlines . The open sea beyond a coastline provides a near equivalent of a
prohibited frontier zone on land, and comparatively simple controls within territorial
waters can simplify the problem of identification.  The degree of physical protection
which is necessary depends on the ease with which landings can be made; a rugged
coastline with inaccessible cliffs and treacherous offshore currents needs less
protection than easily approached beaches with good exits.  Physical protection of an
indented coastline is difficult and use must be made of surveillance devices and
reconnaissance.  The four layers of coastal defence are:

a. Long range airborne surveillance.

b. Offshore seaborne surveillance.

c. Inshore seaborne surveillance and intercept measures.

d. Land based surveillance and intercept measures.

14. Intelligence.    Customs and coastguard services will have studied the problems of
countering illegal entry by sea, and their experience may provide a useful basis for
intelligence operations.
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15. Surveillance.    Long range surveillance carried out by maritime aircraft and naval craft
can be used to alert inshore and land intercept forces.  Identification may be a problem
at sea, and a government policy on questioning and searching foreign ships within
territorial waters may be needed.  Inshore surveillance by helicopters, inshore
vessels, land based radar and look-out stations should be deployed to cover all likely
approaches.

16. Interception.   Interception of unidentified craft or of vessels whose mission or cargo
is suspect can be made at sea or on land. Civil police, coastguards or their equivalent
may need to be embarked in inshore craft, or accompany detachments on land for this
purpose.

17. Command and Control.   Coastal defence should be under the command of one
headquarters, it should include elements from naval forces, air forces, civil police
including maritime police, and those land forces given the tasks of surveillance and
intercept. Communications are essential between all elements engaged in surveil-
lance so that targets acquired far out at sea can be passed successively to inshore
craft, coastal surveillance and intercept forces.  It may be necessary to co-ordinate
not only the government and military agencies but also several different civil agencies
which may all have a part to play but who are not always accustomed to working
together. Civil agencies such as port and river authorities, customs, coastguards, civil
police in coastal areas and fishery authorities may all need to be represented in the
coastal command system.
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SERIAL D-10.  SEARCH OPERATIONS

The Concept of Search Operations

1. General .  This Serial deals primarily with search operations, but also covers, in
separate sections, the tactics of cordoning an area, and the use of snatch parties.  In
OOTW operations the nature and character of cordoning  particular areas has
undergone radical change.  Tactics, technical developments and lack of sufficient
troops has seen to this.  Nevertheless it is still appropriate to consider the tactical
usefulness of cordons at suitable times.  The nomination of snatch parties, who are
free from the task in hand, ready to move rapidly to arrest individuals or to provide a
reserve in case of the unexpected, is always sensible.

2. Concept .   Searches are one of the opportunities on which the security forces have
the initiative and can decide when, where and how to act.  They therefore play an
important part in operations.  Constant harassment of hostile persons by searching
forces them to move arms, ammunition, explosives and other devices so that they are
placed at greater risk of discovery. The concept behind search operations has
developed quite extensively over the years to take account of the clear evidence that:

a. Hostile groups have become more sophisticated in their ability to hide and
conceal weapons and equipment and this requires a more complicated search
response.

b. The effectiveness of search operations has risen markedly and can play a
significant role in the capture of hostile weapons and equipment belonging to
hostile groups.

3. Aim .  The aim of search operations is to:

a. Protect potential targets.

b. Gain intelligence and information.

c. Deprive hostile groups of their resources.

d. Gain evidence to assist subsequent prosecution.

4. Objectives .  Such operations are usually carried out jointly by military and police
forces with a view to:

a. The capture of wanted persons, arms, radio transmitters, supplies, explosives
or documents.

b. The disruption of hostile activities such as bomb making or weapon manufac-
ture.

c. Eliminating the influence of hostile groups in a specific locality, particularly with
regard to expanding a controlled area.
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5. Area of Operations (AO) .  Before any formal search procedures can be established
for a specific theatre, the AO needs to be assessed.  The detailed procedures will
greatly depend on the prevailing conditions.  In general, this depends on whether the
environment is benign or hostile, and the technical threat.  The following factors will
need to be assessed:

a. Civil or military primacy.

b. The level of popular opposition to the forces of law and order.

c. The level of popular support for active opposition.

d. The level of technical expertise and degree of extremism possessed by the
hostile groups, including their aims and methods.

e. Access to manufactured or home made arms and other combat materials.

f. The civil authorities' ability to handle crisis and difficult situations during periods
of tension or disturbance - particularly with regard to casualties.

Planning Search Operations

6. Preliminary Work .  Searches require a great deal of preliminary discussion and
liaison with other units, and the success of most searches is dependent upon
meticulous planning.  This is to ensure that:

a. The operation is based on good intelligence.

b. Adequate numbers of search teams and equipment are deployed.

c. RE teams can be alerted if it is believed the target is booby trapped.

d. The search is sprung on the target at the most opportune moment.

e. Adequate cordon or protection troops are available to prevent the escape of
insurgents and to protect the searchers from attack or distraction.

7. Avoiding Rigid Procedures .  It should be assumed that every search made will be
observed by hostile eyes, and the techniques and procedures used will be noted.  If
searches are conducted according to a rigid pattern, traps will be set to catch those
who use that pattern.  It is therefore most important that every action, from establishing
a cordon to the arrival of the search teams and their method of searching in the target
area be considered from this point of view.  Varying procedures and drills is useful but
some procedures cannot and should not be varied to ensure consistency and possible
safety error.

8. Search Coordinators and Search Advisors .  A Search Coordinator is normally an
officer conducting a staff type function that can be performed at any staff level above
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squadron.  A Search Advisor has an operational function in the conduct of a search.
He is usually an experienced officer, warrant officer or senior NCO and should be
appointed in all major units and formations as the Commanders' adviser on search
matters.

9. Planning Factors .  The main planning factors to cover when search operations are
considered are as follows:-

a. The Objective of the Operation.  Once this has been decided it needs to be set
in context with other military operations planned in the same time frame.  This
factor will usually provide the sort of time/duration of operation that can be
allowed for the search operation.  The political and social effects of any intended
search operation, which could be considerable, should be addressed when
considering the OE.

b. The 'Need to Know' Caveat.  This caveat is probably the key to any successful
search operation.  Commanders and their staffs should be introduced to the plan
according to a carefully calculated planning sequence.

c. A Deception Plan.  The need for a deception plan to protect sources or to achieve
operational surprise.  It may well be necessary to conceal the true nature of any
search operation or its timing from some of those taking part as part of the 'need
to know' caveat.

d. Intelligence.  Where good intelligence is available this should be the main reason
for a search operation.  Where this is not possible, or difficult to acquire, then
other intelligence assessment   tools could be utilised.

e. Tasking.  Clear direction covering the operational, legal and political consider-
ations of any search operation have to be established before any searching
commences.

f. Training.  The AO will probably dictate the requirements for training and of the
type of specialists needed for particular tasks.  If the task is beyond unit
resources then RE advice and support should be obtained.

g. Systematic Work Pattern.  This applies both to the planning of search operations
as well as to the actual conduct of the search.  The approach to any search
operation has to be careful, detailed and completely systematic to avoid error or
oversight.

h. Thoroughness of Work.  As the title implies search operations require a high
level of thoroughness before, during and on completion of any task.

i. Equipment.  As  with training, RE advice should be obtained on equipment and
resources available.
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The Sequence of Planning a Search

10. General Points .  Having covered the main factors which affect the overall planning
of a search operation, it will be necessary to consider in logical sequence, the more
detailed planning necessary to ensure that all points are covered.  These are:

a. Anticipation of Hostile Action.  Every searcher needs to know the methods of
disguising and hiding objects by hostile groups in order to anticipate their actions
and methods.  He needs to assess constantly the adversary's aim in order to pre-
empt his actions.  In addition, a commander should also determine the threat
faced by the soldiers carrying out the operation and, whether by his action, they
have become the targets.  This should also include consideration of the effect
of the operation on the local population and whether any action may antagonise
them unnecessarily.

b. Isolation of the Target Area.  Here the use of a cordon or other form of protection
party will have to be decided.  On no account should any person be allowed in
or out of a search area once the operation has started.

c. Coordination of Action.  All actions must be coordinated to ensure a systematic
and integrated search operation.  This should include the following:

(1) The inter-action of members within a search team and between different
teams.

(2) The coordination between search teams and other troops, the IED dis-
posal operator and the local authorities.

d. Minimising Risks.  Normally the most dangerous part of a search is on or soon
after arrival in the area.  If activists are surprised or disturbed precipitate and
violent action may ensue rapidly.  Similarly if civilians are involved there may be
some attempt to distract or delay the start of search operations.  Once military
control of the target area has been established then risks occur if searches move
out of sequence or if a sudden 'find' leads to loss or neglect of drills and
procedures.

e. Maintenance of Records.  These are invaluable in the case of finds and the
provision of evidence in subsequent prosecutions - and more importantly in
providing the intelligence staff with more information about the area and the way
any hostile groups operate, which can be recorded and used in future opera-
tions.

11. The Staffing Sequence .  The sequence for a search operation is shown diagram-
matically overleaf:
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SERIAL D-11.  THE SEQUENCE OF SEARCH OPERATIONS

1. Conduct of Search Operations .  In most OOTW activity, searches usually focus on
and involve searchers looking for:

a. Booby traps.

b. Arms of any kind;  these may have been stripped down and the parts hidden in
different places.

c. Ammunition.

d. Bulk explosives.

e. Demolition accessories, detonators, detonating cord and fuses.

f. Radios, relays, micro-switches and cables.

g. Military equipment.

h. Items which are out of place, eg unusual quantities of batteries, wire, nails,
sugar,  and petrol.   Also chemicals and fertilizers which can be used to make
home-made explosives or liquid gases.

i. Wanted persons.

j. Any item of clothing or equipment associated with a hostile force or organiza-
tion.

k. Pamphlets and  other literature, such as posters and leaflets.

2. Types of Search .  Within the category of defensive or offensive search operations,
there are many different types of search, - some of which do not involve cordons, or
other related military activity.  Details of all types of search techniques and procedures
are contained in Military Engineering Vol II Pamphlet 6A - Counter Terrorist Search.
While the pamphlet is designed primarily for use in UK,  the search drills and
procedures apply worldwide.  There is much useful information and guidance on a
wide variety of topics directly related to search operations.  The procedures for search
operations are divided into the six categories.  A category  may consist of one
procedure or a series of related procedures, the application of which depends on the
circumstances of the search, whether offensive or defensive, perceived threat, time
available and the environment at search locations.  Care must also be taken to ensure
that searches do not become stereotyped, so that the others do not learn what to
expect, and thus cannot take the appropriate evading action or counter response.  The
categories of search are:

a. Search of Persons.

b. Search of Occupied Buildings.
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c. Search of Unoccupied Buildings.

d. Search of Areas.

e. Search of Vehicles

f. Search of Routes.

3. Supplementary Search Procedures .  These six categories of standard procedures
are supported by a number of supplementary procedures which cover action on a find
(which is common to a several procedures), high risk search and venue search which
are covered in Serial D-19.

4. Guidelines .  The following points refer, to a greater or lesser extent, to all the
categories mentioned above:

a. Equipment.  Many equipments are available to assist with search operations.
Equipments are mentioned by types in the procedures, eg metal detectors,
explosive vapour detectors.  When equipment is used it should be noted that:

(1) Equipment is not infallible and is only an aid to search.  Where possible two
or more equipments based on different technologies should be used.

(2) When explosive vapour and particle detecting equipment is used, ideally
it should be used first and the conditions disturbed as little as possible
before it is used.  If applicable,  air circulation systems should be switched
off and windows and doors closed, to prevent dispersion of the vapour.  It
should be used before dogs and handlers are deployed, as they may be
contaminated with explosives.

b. Dogs.  Search dogs may be used to assist with the search in any of the
procedures.

c. Smoking.  Smoking should not be permitted while searching is in progress,
especially where vapour detectors are being used.

5. Safety .  Safety is paramount in search operations.  The points mentioned below must
be reflected in all orders for search operations and other more specific aspects are
covered with the relevant procedure.  In addition, troops should be aware of the
hazards that may exist in different search environments and take the appropriate
precautions.  In outline these are:

a. Do not take risks to save time, equipment or property.

b. Always be alert for the unusual and be suspicious.

c. Keep up-to-date with equipments used by hostile groups and always be
prepared for something new.



D - 11 - 3Issue 1.0: Dec 98

d. Do not search at night except in well lit buildings, unless there are strong
operational reasons for so doing.

e. Always assume that suspicious objects are booby trapped.  Do not touch
anything suspicious.  If it has to be moved, check it is not booby trapped and
move it by remote means.

f. Do not set patterns.  Vary route, Incident Control Point (ICP) locations and
timings.  Where possible vary procedures.

g. Do not allow movement to be channelled, as the threat from booby traps is
greater if an obvious route is used.  If there is no choice of route, take great care
and clear the route before it is used.

h. Apply the procedures correctly.  Obey safety instructions particularly safety
distances.

i. Ensure that 'soak' times are properly assessed (dependant on the local threat
and specialist advice) and applied.

j. Exercise care in adverse conditions eg, bad weather or terrain.

k. Tired searchers should not be used unless absolutely necessary.  Lapses in
concentration are dangerous and unacceptable.

l. Heed the specialist advice of explosives officers.

m. If there is a radio controlled IED threat, heed the advice of the ECM operators.
Use the correct equipments and apply the correct safety distances.

Action After a Find

6. General .  It is very important that finds are handled correctly by searchers and any
other members of the security forces.  Mishandling can cause the loss of forensic
evidence, which may result in guilty persons escaping justice, and also valuable
intelligence.  Wherever possible, civil or military police should handle finds and record
evidence.  However, this is not always possible and all ranks should be taught the
correct procedure.

7. Guiding Factors .  The factors which govern the actions to be taken when a find is
made are:

a. That the safety of the security forces and the civil population is paramount.

b. That the integrity of the evidence should be preserved.  This entails two essential
features:

(1) Continuity, which must be preserved so that it can be proven that the exhibit
produced as evidence in court is the evidence that was found.
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(2) Forensic evidence, which must be preserved and not contaminated.

c. That where possible the fact that a find has been made should be concealed from
the insurgents.

8. Sequence of Action .  The ideal manner in which to handle a find is given in Chapter
6 and 7 of Military Engineering Vol II Pamphlet 6A.  Counter Terrorist Search.   If this
is not practicable to conduct then a well established sequence of actions to follow are
given below:-

a. The find must not be touched: the team leader notes details in his log.

b. Whenever possible, civil or military police are to be called and an EOD team
alerted  to deal with a find of explosives, explosive substances or accessories.

c. Before anyone approaches or touches the find the team leader must visually
check it for booby traps.  If in any doubt an EOD team should be called.

d. If the civil or military police are not available the team should act as follows:

(1) The team leader nominates one man to handle the find and record the
evidence.

(2) If possible the nominated person photographs it 'in situ;' he also sketches
the location of the find.

(3) The circumstances of the find are then recorded; address, location, date,
time, who found it, description of find and other relevant details.

(4) After the find has been checked for booby traps it is removed, taking great
care not to destroy any latent finger prints; weapons must not be made safe
and must therefore be handled as if loaded.

(5) After removal the find should be labelled and placed in a polythene bag or
other suitable container which is then sealed and labelled.

(6) The person nominated to record the evidence must retain possession of
the find until it can be handed over to the civil or military police: this is
necessary to preserve the chain of evidence, so necessary for legal finding
and conviction.

e. The civil or military police should arrest those individuals who possess the
proscribed articles or are involved in hiding them.

9. Documentation .  During every search a log must be maintained of all actions taken
by the search team.  It must be written up as events occur so that it will be valid
evidence in any subsequent prosecution.  The original log must be retained by the unit.
It may be difficult to avoid doing some damage, especially to vehicles or buildings
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where ingenious hiding places can be devised; whenever possible such damage
should be restored by the search team and a search damage claim form must be
completed at the conclusion of the search.  Further details are in Chapter 6 to
Pamphlet 6A Counter Terrorist Search.

10. Disposal of Items Found in Searches .  The principles and procedures for disposal
of items found in searches are based on STANAG 2084, which covers the Handling
and reporting of Captured Enemy Equipment and Documents.  These may be varied
by local regulations and the requirements of forensic evidence.  In outline these are
that:

a. All documents likely to be of intelligence value which are found on a suspect or
in a house or vehicle should be placed in a suitable container such as a polythene
bag and clearly identified with the suspect building or vehicle concerned.  They
must also be marked with the time, date and place of discovery, and there should
be a brief note on the circumstances in which they were found, for example,
"during search of public gardens".

b. Items found on suspects often provide valuable talking points for further use in
questioning suspects, and therefore particular care must be taken to ensure that
anything of interest, other than weapons or equipment, accompanies the
suspect when they are handed over to the police or other civil authorities.

c. Weapons and equipment must also be labelled with the place, time, date and
circumstances of capture, and forwarded to the nearest formation intelligence
staff without delay.  If individual suspects can be associated with weapons and
equipment, the civil authorities should be informed.

d. Large quantities of documents or heavy machinery such as printing presses,
which are too heavy or large to be moved easily by the local resources of search
parties should be guarded in situ until arrangements can be made by the
intelligence staff for them to be removed or destroyed.
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SERIAL D-12.   SEARCH OF PERSONS

Introduction

1. The specific authority for the Security Forces to search and perhaps detain persons
in the lawful course of their military duties would be necessary in most OOTW
situations.  It is worth noting that in Northern Ireland there are specific provisions made
for the powers of search and arrest which are covered in the relevant sections of the
Emergency Powers Act.

2. The search of a person is legally justified when there is some legal power held by the
searcher so to do.  Searches must only be conducted in accordance with the
appropriate orders.  Persons who conduct searches must be aware of the appropriate
legislation.  The sort of powers usually available for persons to be searched are as
follows:

a. As a routine, where they voluntarily enter a building or area and the search is a
condition of entry.

b. At a security or post incident check point.

c. When reasonable grounds for suspicion exist, that the person is in possession
of stolen or prohibited articles.

d. When a person is taken into custody.

e. As a precautionary measure whilst a person is in custody.

3. Great care must be taken when carrying out body searches as there is the inherent
risk of alleged brutality, assault or unethical treatment.  Hostile persons and their
sympathizers often try to exploit such situations to discredit the military forces.
Furthermore, as most people searched are innocent, the military forces must search
in a manner which demonstrates their professionalism and courtesy.  These factors
make it imperative that searches of people are:

a. Only conducted in circumstances which can be legally justified.

b. Carried out to procedures which minimise the risk of fabricated accusations
against the military forces.

Categories of Search

4. Types of Search.   There are two categories of search for persons.  These are:-

a. Quick body search (In the public eye).

b. Detailed body search (Out of the public eye)
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5. Quick Body Search.   The quick body search is normally carried out:

a. When dealing with a large number of people and a detailed body search is not
warranted.

b. As a preliminary to a detailed body search, when the immediate  requirement is
to detect anything which could be used to harm the searcher, the person being
searched or anyone else.

c. As a preliminary to a detailed body search when the immediate requirement is
to secure any evidential material which could be jettisoned or destroyed before
the detailed search.

6. Procedure.   The search should be conducted as described below.  If possible
searchers should work in pairs, with one person doing the physical searching and the
other observing both the searcher and the subject.  The second person may act as
a cover for the first.  Other points are that:

a. The searcher should not stand directly in front or behind the subject so as to
avoid being kicked, kneed or butted with the head.

b. The searcher should not be distracted or intimidated and should avoid eye
contact with the subject.

c. The observer should watch for non-verbal communications, eg increased
nervousness or tension.

d. When weapons are being used, the searcher should avoid crossing the line of
fire of the covering man.

e. Ideally the subject should be standing with legs slightly apart and arms extended
30o sideways.  Do not spread-eagle the subject against a wall.  Later it may be
necessary to swab the subjects hands for forensic traces and no opportunity
should be given for any remains to be rubbed off.

f. The search should be conducted quickly in a systematic way from head to foot,
down one side and up the other, covering all parts of the body, front and back.
Attention should be paid to pockets and waist bands where weapons may be at
hand.  Care must also be taken to search quickly all external body depressions
such as the small of the back, armpits, crutch areas and closed hands.

g. The searcher should never pat the subject but use a stroking squeezing
movement and thus feel for foreign objects through clothing.  When searching
limbs, both hands are used with thumbs and index fingers touching.

h. Any baggage or removed clothing attributable to the subject must also be
searched.  Such items should be treated with respect.

i. The use of equipment such as hand or archway metal detectors, explosive and
baggage X-ray machines can be an assistance at times especially when
processing large numbers of people at access control points.
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7. Detailed Body Search.   A detailed body search is normally carried out:

a. When there are reasonable grounds for suspecting that the subject is in
possession of illegal items.

b. When a high degree of confidence is required that the subject is not carrying
illegal items.

8. Procedure.   A detailed body search should be conducted using the same procedure
as for the quick body search but with the addition of the following points:

a. Establish the identity of the subject and the ownership of baggage and other
articles.

b. Ideally the search should be conducted out of the public eye.  The detail of the
search depends on the suspicion attached and the time available.

c. Invite the subject to empty all pockets and remove all items and papers being
carried.

d. If it is necessary to remove clothing, the subject may do so voluntarily (this fact
should be recorded) or powers exist to require the removal of certain items in or
out of the public eye.  Typically, in the public eye only the outer coat, jacket and
gloves may be removed.  Out of the public eye, there may be grounds to remove
other outer clothing.  Note that only outer clothing may be removed.

e. In conducting the search pay attention to every detail particularly: clothing
seams, waist bands, belts, collars, lapels, padding, cuffs and turn ups (anywhere
where small items can be secreted).  Socks and shoes provide easily missed
hiding places.  Medical dressings are always suspect and a medical practitioner
should be called to examine dressings and plasters if thought necessary.
Information from clothing name tags, manufactures labels and laundry marks
can be valuable.

f. Unless there is some future interview advantage in doing so, no emotion should
be shown upon finding articles and significant articles should not be set aside
from others.  All items should be saved out of reach of the subject.

9. More Detailed Searches.   Other more detailed types of search are possible but
require special and particular procedures to conduct effectively.  These are not
covered in this Serial.

Constraints

10. The following are the principal constraints with regard to the search of persons:

a. The search,  in ideal circumstances, be conducted by a person of the same sex
as the person to be searched, and that some theatres may require that the
search of a child (under 14 years) only be conducted by a female.
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b. Generally, there is no authority to require a person to remove clothing in public
other than an outer coat, jacket or gloves.  Out of the public eye and if not
voluntarily done, there may be appropriate authority to require the removal of
other outer clothing.

11. These constraints and other factors which can lead to the search of persons being
carried out at various levels of detail are normally dictated by:

a. What is being sought.

b. The legal justification.

c. The permissible extent of the removal of clothing.

Records and Reports

12. For all categories of search apart from initial searches a record should be maintained.
This should contain:

a. Details of the person searched.

b. The aim of the search.

c. The grounds for the search.

d. The date and time of the search.

e. The location of the search.

f. Details of anything significant found.

g. Details of any injury to a person or damage to property, which appears to the
searcher to have resulted from the search.

h. Identification details of the searchers, however, if searches are conducted in the
investigation of offences, searches names are not to be included.  Call signs or
other means of identification should be used.
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SERIAL D-13.   SEARCH OF OCCUPIED BUILDINGS

Approach and Entry Procedures

1. When searching occupied premises the following procedures should be followed:

a. The search team must enter the buildings as quickly and with as little fuss as
possible.

b. Assemble all occupants in one room.

c. Search all occupants and keep them under guard.

d. Team commander searches his team in front of the head of the house and then
is himself searched by a member of the team.

e. From this point onwards the head of the house is invited to accompany the team
leader.

f. The team commander  draws a plan of the house and numbers each room, attic,
passage and staircase, working from top to bottom and left to right.

g. A room suitable for holding the occupants under guard is searched and cleared,
then the occupants and their guard are moved in.

h. The team commander  then details his team in pairs to the first areas to be
searched.

Searching

2. General Points.   Listed below are the places which must be searched in occupied
buildings:

a. Attics:

(1) Roof area, skylights.

(2) Between eaves and slates.

(3) Water tanks and pipework (including gutters)

(4) Rafters, sawdust, felt and roof insulation.

(5) Attic junk.

b. Rooms:

(1) Doors. (remove fittings and handles)
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(2) Furniture, interior fittings.

(3) Walls, air vents.

(4) Windows, outside ledges.

(5) Fireplaces and chimneys.

(6) Ceiling (compare texture and height)/fake ceilings.

(7) Floor coverings, floors.

(8) Lights and their fittings..

c. Bathroom:

(1) Cisterns.

(2) Panel surrounds.

(3) Behind and under bath.

(4) Hot water system.

d. Stairway:

(1) Staircase frame.

(2) Panels.

(3) Step treads.

e. Kitchen:

(1) Walls, especially ventilation bricks.

(2) Fridges, stove, domestic appliances (switch off gas etc).

(3) Food containers, pots etc.

f. General:

(1) All tubular systems.

(2) False letter boxes.

(3) Prams, toys etc.
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(4) Suitcases.

(5) Air inlet systems.

(6) Sewer, drainage systems.

(7) Outside areas.

(8) Electricity boxes.

(9) Televisions and other electrical goods.

3. Detailed Searching of Rooms.   This may be done in several ways, but the following
method is recommended to ensure that no detail is missed:

a. Searchers always work as a pair.  Hence if one is accused of theft, the other can
give evidence on his behalf.

b. Search and clear furniture and reposition to allow freedom to search floor, walls
and skirting boards.

c. Then search and clear the floor, remove the covering, check for trap openings,
loose floor boards and loose skirting boards.  Use a metal detector.

d. Check and clear walls by visual checking, knocking and use of a metal detector.
Include all doors, windows, pictures, mirrors, cupboards, fireplaces etc in this
phase of the search.

e. Check and clear the ceilings for trapdoors or false ceilings.

4. As each room is cleared, the searchers report to the team leader who will allocate
them to the next room to be searched.

5. Exit Procedures .  On concluding the search and before leaving the premises:

a. Accidental damage caused during the search should be repaired if possible.
Deliberate disorder caused by uncovering caches, eg lifting floor boards or
paving stones, removing wall paper, during a positive search does not constitute
compensatable damage.

b. If no damage has occurred, or the head of the house is satisfied by immediate
repairs, he should be required to sign a Form of Indemnity.

c. If the head of the house remains dissatisfied by immediate repairs or the damage
is beyond the search teams ability to repair, a Search Damage Form is
completed.

d. The team commander should search his team again in front of the head of the
house, and submit to a search himself.
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SERIAL D-14.   SEARCH OF UNOCCUPIED BUILDINGS

Preliminaries

1. It is to be assumed that all unoccupied buildings being searched are booby trapped.
A booby trap, usually of an explosive and lethal nature, is designed to catch the
unwary.  It is aimed at creating uncertainty, lowering the morale of the military forces
and hindering their movements.  A successful booby trap is simply constructed often
from household items such as clothes pegs, mousetraps, torch batteries etc.  It is
actuated by a normal human action, eg opening a door, switching on a light or walking
on the floor.  To place it to gain the greatest chance of success, the operator must know
the methods of working and habits of search teams and soldiers.

2. The trap can be activated in many ways.  The more common ones are:

a. Pull - opening a drawer.

b. Pressure - standing on a floor board, or sitting in a chair.

c. Release/Anti-lift - picking up a book or bottle.

d. Tilt - turning an object on its side to look underneath.

e. Trembler - any vibration or movement will activate this.

f. Collapsing circuit - in an electrically initiated device, the action of
cutting or breaking the circuit will activate the
device.  In addition it will go off when the battery
runs flat.

g. Light sensitive - a device that functions when either exposed to
light, eg a torch, or is hidden from light.

h. Anti-Submerge - placing the device in water will cause it to be
activated.

i. Anti-Probe - this relies on a search probe or prodder complet
ing a circuit.

j. Combination - a booby trap can have more than one means of
initiation.

Approach and Entry Procedure

3. On arrival at the scene of the search and before entry is made to the building, the team
leader must carry out a visual reconnaissance of the building and surrounding area.
A check must be made for wires leading to command detonated devices inside the
building.  A control point is then set up in a safe area and the team leader decides upon
a place of entry.  He details one pair of searchers only, to effect an entry to the building
and check for booby traps.
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4. Entry is usually to be made through one of the main doors into the building.  Although
these may appear to be prime sites for booby traps, it saves time and makes
subsequent access easier if they are cleared early.

Searching

5. The searching of an unoccupied building takes place in two phases.  The first is to
check the building for any booby traps, and the second to carry out the detailed
systematic search.

6. One pair of searchers only, having made an entry to the building, proceed to check
for booby traps.  If the front door has not been used for entry they should clear a path
inside the house to a door.  The team leader clears the outside of the door which can
then be opened, preferably remotely.

7. The searchers clearing for traps should observe the following points:

a. Never open any door, whatever size, until both sides have been cleared of traps.

b. All doors, drawers and cupboards must be left open after checking.

c. Use should be made of the pulling cable and weight dropper for remote opening
of  doors, cupboards, moving furniture or other tasks which may endanger the
safety of the searchers.

d. Routes through the building which have been cleared of traps should be clearly
marked using white tape.

8. Search teams must be alert to the presence of booby traps, and the following is a list
of clues to assist teams in their recognition:

a. Attractive items in the open.

b. Spoils, wrappings, sawdust etc in unlikely places.

c. Presence of pegs, wires, lengths of cord etc where they would not normally be
expected.

d. Loose floor boards, window ledges or stair treads.

e. Fresh nails or screws.

f. Lumps or bulges under carpets, in chairs etc.

9. When the house has been cleared of booby traps the team leader enters and numbers
the rooms as for an occupied house.

10. The detailed searching of the building then proceeds as for a search of an occupied
building.
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SERIAL D-15.   SEARCH OF RURAL AREAS

General

1. Open areas are often used as the sites for hides as they have the advantage that they
can be watched from nearby houses without being attributable to individuals.
Although normally associated with a rural environment, open spaces also occur in an
urban setting, in the form of parks and gardens or even waste and derelict ground.
Therefore the areas to be searched, using this procedure, may vary from the side of
a hill to a back garden.

Planning

2. Area searches are especially dependent on good planning for success and the
following points are particularly relevant to the planning and conduct of this type of
search.  The use of the Intelligence Planning of the Battlefield (IPB) process within the
planning of operations of this type is an essential part of the compilation of information
needed before a search can be conducted.  Where appropriate further planning
should be re-evaluated as the search progresses:

a. The location of the centre of the area to be searched is indicated by an eight
figure grid reference (with an address if possible).  The boundaries are recorded
as a series of eight figure grid references.

b. The identity of the owner or tenant of the land.

c. Information gained from aerial photographs, even if only library material, is
valuable.  An analysis should identify the most likely hide locations.

d. Air reconnaissance may be useful but care must be taken to avoid giving
advanced warning to the insurgents.

e. Details of local known insurgents and sympathisers.

f. Search dogs can cover large areas more quickly than men.  Priorities for the use
of available dogs must be decided.

g. The division of the total area into sub-areas to be searched by individual search
teams requires care.   Inclusive and exclusive boundaries must be clearly
defined and should be marked by obvious features such as hedges and ditches.
Each team area should be able to be searched in one day.

h. The location of the main ICP  and initial team ICPs.

Hide Locations

3. An appreciation of the needs of the insurgents using the hides helps in identifying likely
hide locations (this is often called the Winthrop theory, after the officer who developed
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it).  These vary with the situation and the type of hide being sought but common points
include:

a. Convenience of Access.  Normally an important point for an adversary and could
include:

(1) Near a road or track.

(2) Easily located.  This includes the general area, which must be easily
identifiable, such as a small copse, hedgerow or building and the precise
location of the hide, which may be marked in some fashion.  This applies
particularly to transit hides.  The markers may be artificial (such as a
painted fence post) but are usually some natural landmark that is identifi-
able at night.  Markers are commonly called Winthrop points.  Examples
of markers are:

(a) A distinctive tree in the corner of a field.

(b) A lone tree in the centre of a hedgerow.

(c) A gap in a hedge.

(d) A telegraph pole in a hedge.

(e) Any distinct natural object or set of objects.

(3) Easy access into the hide itself.

b. Concealment and Camouflage.  The main points are that:-

(1) The insurgent does not want to be seen when actually using the hide.
Therefore it is likely to be in dead ground, although the general area may
be observed by a sympathiser.

(2) The surroundings of the hide must provide natural camouflage and
concealment.

4. An adversary's local knowledge may obviate the need for markers.  Searchers should
be suspicious of anything out of place eg, worn patches of grass, such as broken twigs
and footprints.  Use should be made of aerial photography to identify areas of recent
digging or where the normal pattern of plant growth has been disturbed.

Procedure for Search

5. Main Points.   The search of areas is normally conducted on the basis that the most
likely locations for hides are searched first.  The procedure is as follows:
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a. Team ICP Established.  It is recommended that a location for the ICP is selected
within the area to be searched.  It is approached on foot and the route is visually
checked.  On entry the ICP is checked out to a radius of 20 metres.  The transport
is then called forward.

b. Observation.  The whole team observe the area from the ICP.  The 2IC produces
a sketch map of the area, showing all the prominent objects which are possible
markers for hides (Winthrop points).  If a search dog is available, it may be
deployed around the boundary of the area with an escort, while the rest of the
team are observing.  The escort notes any area in which the dog shows interest.

c. Boundary Walk.  The whole team walks around the boundary, observing
inwards, especially from points of access into the area, for potential markers
(Winthrop points).  This also allows the team commander to ensure that all
searchers are familiar with their area and know their boundary.  During this
phase no physical searching is done.  Once the whole team has walked the
boundary, they compare notes and the team commander completes his plan,
selecting his Winthrop points and listing them in priority order.  If there is no
cordon the team may split, with one half guarding the transport and equipment,
while the other half walks the boundary.

d. Point Search.  The team commander details pairs of searchers to search all
potential hide locations within the area out to a radius of 15 metres.  Each pair
is usually equipped with a metal detector and a shovel.  If a dog is available it may
search the areas first.

e. Boundary Search.  The boundary is searched, paying particular attention to any
prominent objects on it.  All boundaries should be overlapped by a minimum of
one metre.  Boundaries are often fruitful areas as both the insurgent and the
searcher find them easy to identify and, therefore, it is policy to search them
twice, with one pair of searchers moving clockwise and the other counter-
clockwise.  One pair of searchers works from inside the boundary and the other
from the outside.

f. Remaining Area Search.   Finally the remaining featureless areas are searched,
using the whole team in extended line formation with a maximum of two metres
between men.  Alternate men have a metal detector or a shovel.  The team
commander must always ensure that the whole area is searched.  Searchers
must remember to look up as well as down.  Even if a find is made, they must
carry on searching, as there may be other hides in the vicinity.

6. End of Search Procedure.   When the search, including documentation, is complete,
the teams withdraw ensuring gates are secured as necessary.  A Search Report
should be completed for each search team task.
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SERIAL D-16.   SEARCH OF ROUTES

1. General.   Routes include roads, tracks, railways, air corridors and waterways.  They
provide obvious locations for hostile groups to stage ambushes as they could be
widely used by the Security Forces, Civil Authorities and VIPs.  Therefore the route
search procedure described in this Serial is normally for use in defensive search
operations and is designed to ensure that the route is safe.  The procedure described
is primarily for metalled roads but the principles apply to the other types of route.  If
routes are searched as part of an offensive search operation, the area search
procedure should be used.

2. Planning.   The likely methods and locations of a hostile attack must be given special
consideration when planning and throughout the execution of route search opera-
tions.

3. Vulnerable Points.   Vulnerable points are those point on the route where it is
particularly advantageous for the adversary to position an ambush.  Likely places are:

a. Culverts.

b. Bridges.

c. High banked stretches of route.

d. Routes dominated by high ground (possible firing points - see below).

e. Junctions.

f. Buildings and walls near the route.

g. Parked vehicles.

h. Prominent markers on the route.

j. Places where vehicles slow down.

4. Firing Points.   The adversary's choice of ambush position may be influenced by the
availability of a suitable firing point.  A firing point usually has a good view of the
ambush position, but an observer may be employed to pass messages.  A firing point
is also likely to have a concealed approach and a fast escape route.  Along the route
approaching the ambush point, there are likely to be one or more aiming marks, which
are clearly visible from the firing point or observation point.

5. Method of Attack.   The adversary's choice of ambush position is also influenced by
the proposed method of attack.  The options include:

a. Bombs and Off Route Devices.  These may be fired by:
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(1) Booby trap.  A booby trap device is activated by the target, so that the
adversary does not have to be present and, therefore, there is no need for
a firing point.

(2) Command Wire.  The adversary may choose to fire the device remotely
using a command wire.  The wire may be surface laid or buried, be run
through underground service pipes or be strung overhead.  It may be
camouflaged by being incorporated into existing wire such as fences or
telephone cables and often follows linear features such as ditches,
streams, hedges etc.  The distance from the firing point to the ambush point
is likely to be between 100 and 500 metres in a rural setting but may be as
far as 1500 metres.  Consideration must be given to any permanent links,
such as railway lines and fence wires, as these may also be used by an
insurgent.

(3) Radio Control.  The adversary may choose to fire the device remotely using
radio control.  The firing point may be over 1000 metres from the ambush
point.

b. Direct Fire Weapons.  These include small arms and anti-tank weapons.

6. Categories.   The procedures for the search of routes are divided into two categories:

a. Route Checks.  Route checks may be undertaken by a foot patrol.  As the name
implies, they only provide a quick inspection of the route, paying particular
attention to the vulnerable points.  There is no guarantee that the route checked
is clear of explosive devices.

b. Route Searches.  Route searches are detailed searches carried out by qualified
search teams.

7. Route Checks.   Route checks can be carried out by vehicle mounted or foot patrols
and are normally incorporated into the overall patrol programme.  The check is carried
out by three teams, each usually of four men, grouped together to form a patrol.   The
operation is commanded by a patrol commander, who may be located with the road
team or with local protection troops.  Two teams work on the flanks and one team on
the road.  Team members may carry standard patrol Electromagnetic Counter
Measures (ECM) equipment depending on the local threat.  When deployed, there
should be a minimum of 10 metres spacing between team members.  The make up
and role of the team is given below.  It is stressed that because of the limited training
and equipment of the teams, route checks are not a substitute for route searches:

a. Flanking Teams.  The flanking teams are identical.   The front man is the
pathfinder/cable detector man and uses patrol cable detecting equipment.  His
role is to select a safe line for the team and to find command wires.  The second
man is usually the team commander and he and the other team members
regularly scan the route using binoculars in order to identify vulnerable points
and possible devices.  They should also look for firing points.  The third and fourth
men act as escorts.
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b. Road Team.  The road team consists of two hedgerow men and two road men.
The hedgerow men work on opposite sides of the road.  They check the
hedgerows, ditches and verges.  The road men are deployed on either side of
the road and are each responsible for checking their side of the road and the
verge up to the edge of the hedgerow man's area.

8. Procedure.   The procedure, represented diagrammatically in Figure 1, is as follows:

a. Start Point.  A start point on the road is identified.  It should be at least 50 metres
from any vulnerable point.  If the teams are on foot, it is advisable for the start
point to be approached from off the route.

b. Flanking Teams.  The flanking teams work in a series of bounds.  They move out
at right angles to the road from the start point for a minimum of 50 metres.  They
then move roughly parallel to the road but must avoid setting obvious patterns
and not allow themselves to be channelled.  At the end of each bound, a cross-
over of the road is made.

c. Cross-Overs.  The flanking teams carry out cross-over procedures every 80 to
200 metres, in order to detect cables running close to and parallel to the road.
Normally the first cross-over is made after the minimum distance (80 metres) in
order to allow the road party to start.  The cross-over drill is as follows:

(1) The flanking teams stop opposite each other, where possible approxi-
mately 50 metres from the road.

(2) The pathfinder and team commander from one team move across the
road, clearly marking their crossing point.  They move up to the other team
and the pathfinders interchange, ensuring that their paths cross in the
process.

(3) The team commander then returns to his team, with his new pathfinder
leading, ensuring that they cross the road at the same point.  The two
flanking teams then continue moving roughly parallel to the road.

d. Vulnerable Points.  As far as possible cross-overs should not be made within 50
metres of a vulnerable point.  A vulnerable point must not be approached closer
than 50 metres, until it has been isolated by the flanking team completing cross-
overs before and after the vulnerable point.  When the isolation is complete, one
of the team commanders  checks the vulnerable point to confirm that there are
no devices.  He selects a safe route to the vulnerable point, avoiding any obvious
defiles.   He approaches only as close as necessary to obtain a clear view, using
binoculars if appropriate.  Vulnerable points such as culverts should be checked
from both sides.  Once he is sure that the vulnerable point is clear, he retraces
his path back to his team.

e. Road Team.  The road team works a minimum of one bound behind the flanking
parties and should never approach closer than 20 metres to a cross-over point
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Figure 1 Route Check
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until the following cross-over has been completed.  While the flanking teams
are completing their first bound, the road team checks the start point out to
a radius of 20 metres.  The road team:

(1) Checks the route, verges and hedgerows.

(2) Checks all vulnerable points out to a 20 metre radius.

(3) Recovers all markers left by the flanking teams.

9. Vulnerable Point Checks.   It is possible to check vulnerable points, using a four
man team, without checking the whole route.  The procedure, which is shown
diagrammatically in Figure 2 is as follows:

a. The team circle the vulnerable point at a minimum of 50 metres radius
checking for command wires and looking for possible devices and firing
points.  They must avoid being channelled and maintain a 10 metre spacing.

b. When the circle is complete the team commander checks the vulnerable point
as described in paragraph 7 and also checks out to a 20 metre radius of the
vulnerable point.

 Figure 2 Vulnerable Point Check
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flanking parties are identical.  Members of the party should maintain a 10 metre
spacing when deployed.  They are tasked as follows:

(1) The first man is the pathfinder.  His task is to select a safe line for the party.
He uses a trip wire feeler and a metal detector as aids to detect possible
booby traps.  If the party is of three men, he is also the party commander.
If there are four men, the party commander comes after the pathfinder.
Whoever is the party commander, he must regularly scan the route using
binoculars to identify vulnerable points and look for firing points.

(2) The two rear men are cable detector men.  Their task is to find command
wires.  They use cable detectors and carry shovels to dig for buried cables.

b. Road Party.  The road party consists of:

(1) The dog handler (if allocated).

(2) Two hedgerow men.

(3) The search team commander.

(4) Two road men.

(5) The search adviser and scribe.

c. Allocation of Duties.  Whenever possible the search dog and handler should be
included.  With the exception of the Search Adviser and scribe at the rear of the
party, a minimum of 10 metre spacing should be maintained between all
members of the party.  The party works as follows:

(1) Dog Handler.  He leads with his dog searching the full width of the road,
verges and hedgerows.

(2) Hedgerow Men.  They follow the dog handler, one man on each side of the
road searching the verges, ditches and hedgerows.  They use metal
detectors as aids.

(3) Search Team Commander.  He follows the hedgerow men controlling the
road party.

(4) Road Men.  They come after the team commander, each searching from
the centre of the road out to his allotted side and including the verge up to
the edge of the hedgerow man's area.  They use metal detectors as aids.

(5) Search Adviser.  He, controlling both flanking parties and the road party,
and the scribe, move at the rear of the road party with the mobile ICP.

11. Vulnerable Point Searches.   In exceptional circumstances vulnerable points may be
searched without searching the whole route.  This is carried out by a search adviser
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and one search team.  Whenever possible the area around the vulnerable point is
secured by a cordon.  The search procedure is described below:

a. An isolation party, consisting of a pathfinder, commander and two cable detector
men, all equipped as for flanking parties, circle the vulnerable point at a minimum
of 50 metres radius searching for command wires and looking for possible
devices and firing points.  They must avoid being channelled and maintain a 10
metre spacing.

b. When the circle is completed the team commander checks the vulnerable point
as described in sub paragraph 9a above and checks out to a 20 metre radius of
the vulnerable point.

12. Reports and Records.   A Search Report form should be completed for each search
team task, or combined teams task in the case of a route search.
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SERIAL D-17.   VEHICLE SEARCH

Types of Vehicle Search

1. General.   In conducting their activity hostile groups are almost certain to use all types
of vehicle to move their resources.  The search of vehicles at VCPs deter movement
and furthermore, when finds are made, they can be attributed to individuals thereby
enhancing the chances of a successful prosecution.  The large numbers of vehicles
on the roads today can make the search of cars at VCPs appear a daunting task.  If
it is not to rely on chance, searching of vehicles must be backed up by an efficient
intelligence system, which targets vehicles and enables data on them to be quickly
verified.  This  involves close liaison with police records, vehicle registration authori-
ties etc.  Nevertheless, much can be achieved by the alertness and intuition of the
policeman or soldier on the spot.  He should be aware of the general characteristics
of a vehicle's construction and the signs which may indicate that the vehicle is suspect
and therefore not legitimate.

2. The Conduct of Searchers.   The searchers must be courteous, efficient, thorough
and quick.  They must not be put off searching the interior of vehicles by the presence
of children and babies, pets, old people young ladies, apparently sick or drunk
persons.  If necessary, special assistance must be called.

3. Categories.   VCP search techniques are divided into three categories listed below.
The categories vary according to the intensity of the search and are essentially a
weeding process.  Generally it is better to keep a person apprehensive, by looking
quickly into many vehicles rather than thoroughly inspecting a few.  There is no clear
boundary between the categories and the extent of the investigation at each stage
depends on the suspicion aroused.  The stages are:

a. Initial Check.  The initial check is the first part of the weeding process and is
carried out on all vehicles stopped.

b. Primary Search.  The primary search is carried out on vehicles selected for a
more detailed examination, either because of intelligence received or due to
suspicion aroused during the initial check.

c. Secondary Search.  The secondary search is a thorough search of highly
suspect vehicles.

Avoidance of Search

4. Suspicious persons will try to avoid being searched and may be working in liaison with
others.  Those on duty at vehicle check points must watch for those trying to avoid
being searched and beware of:

a. Signalling to the following vehicle (eg by flashing brake lights or the use of
radios).



Issue 1.0: Dec 98D - 17 - 2

b. Pedestrians who may have left vehicles just before the check point.

c. Disturbances that cause congestion, thus encouraging more vehicles to be let
through without being searched.

Initial Check

5. General Points.   The initial check is carried out on all vehicles stopped.  The decision
on which vehicles to stop may be based on the following:

a. Stopping all vehicles.

b. Random selection.

c. Suspicion aroused.

d. Intelligence based.

6. Purpose of Check.   The main aim of the initial check is to select vehicles for a more
detailed examination but personnel carrying out checks at the entrance to barracks
and other installations must also be aware of the threat from large vehicle mounted
bombs.  An initial check is normally carried out without the occupants dismounting
from the vehicle, although the driver may be asked to open the boot and bonnet.  One
to three men are required to check the vehicle and it normally takes about one to three
minutes per vehicle.

7. The Sequence of Checking.   It is not necessary for the full sequence to be completed
on all vehicles.  The parts applied should vary from vehicle to vehicle, to keep an
insurgent guessing.  It should be stopped once the integrity of the vehicle, passengers
and contents are assured.  The full sequence is as follows:

a. I/C: Controls the operation.
Questions the driver and occupants.
Checks the documents.
Verifies the data as necessary.

b. Searchers: Inspects inside of the vehicle through the windows.
Inspects the outside of the vehicle.
Inspects the underneath of the vehicle.
Inspects the engine compartment.
Inspects the boot compartment.

8. More Detailed Check.   During the initial check, if any of the searchers become
suspicious for any reason, then a more detailed search may be conducted.  Searchers
work in pairs, examining the relevant section of the vehicle.  The procedure for this
is as follows:

a. The occupants are asked to get out of the car, and are searched.
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b. The car is divided into five basis areas as follows:

(1) Interior - Passenger compartment - ensure searchers are clean.

(2) Exterior - Bodywork and trim etc.

(3) Boot - Load space of estate cars/hatchbacks.

(4) Engine compartment

(5) Underneath.

Saloon Vehicles

9. Area 1.   Ensure searchers are clean.  Areas to check include:

a. Roof Linings.

(1) Access gained by removing door sealing strips or if sunshine roof fitted by
removing trim.

(2) Sun visors.

(3) Front, rear and centre window/door pillars.

b. Door Panels

(1) Wind down window first.  Can you search without removing trim?  Avoid
damage to spring clips, etc.

c. Rear Side Panels.  (2 door vehicles etc)

(1) Remove and check through boot.

d. Back Seat.

(1) Cushion - some spring in, some bolted in.

(2) Back Rests.
e. Front Seats.

(1) Space under seat.

(2) Check inside padding.

(3) Bolted to hollow cross member?
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f. Dashboard Area.

(1) Check battery disconnected - take care of wiring etc.

(2) Behind dashboard panels.

(3) Ventilation and heater hoses.

(4) Radio, speakers, etc.

(5) Glove box - behind and above.

(6) Ash tray - contents.

(7) Centre tunnel console.

g. Front Foot Wells.

(1) Remove panels - access to wing space, door seals etc.

h. Floor.

(1) Remove carpets - mats.  Should not be struck down.

(2) Check for signs of false floor - welding/mastic/etc.

(3) Check bung holes.

i. Caravan-type Vehicles.

(1) Ideal for smuggling.  How many natural spaces.

(2) Does timber/panels look unusually thick?

(3) Domestic fittings:

(a) Does fridge work - insulation intact?

(b) Gas bottles adapted?

(c) Does water tank contain water?

(d) Is toilet in use?

(e) Any access to space between skins?

j. General Points.

(1) Check for smell of fresh glue, paint, etc.
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(2) Smell of cannabis, etc?

(3) Towing trailer or boat?

10. Area 2 - Exterior Bodywork/Trim.  Areas to check include:

a. Check headlights, sidelights, rearlights.  Alignment- leave as you find.

b. Bumpers and overriders.

c. Check wheel trims and hubs.  Check tyre pressures.  Bleed small amount of air-
smell.

d. Examine under wheel arches, bolt-on mud deflectors.

e. Examine under wheel arches, bolt-on mud deflectors.

e. Check for signs of welding, new underseal (soft?).  Tampering with bolts on mud
deflectors.

f. Does the shape of the inside of the wing conform to the outside?

g. Oblique look at bodywork and roof for signs of adaptation.

h. Front and rear panels and spoilers.

11. Area 3 - Boot.   (Including load space of estates, hatchbacks, etc).  Before searching
stand back and look at the contents.  Check the following:

a. That the contents are as described by the driver.

b. For any glue, mastic, underseal, pop rivets, etc.

c. For spare petrol tanks or false tank.

d. Spare wheel - deflate, check thoroughly.

e. Check floor, roof, back and sides of boot.
(1) Remove all mats, carpets, etc.

(2) Any signs of weld, mastic, new paint, lack of dirt.

(3) Check for double skins and carpet stuck down.

f. Check and take particular care over space between boot and rear.

g. Spaces in wings etc., of estate cars.
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h. Natural false floor.

i. Space in tailgate.

12. Area 4 - Engine Compartment.   Areas to check include:

a. Under battery tray.

b. Windscreen washer bottle.

c. Heater and ventilation hoses and vents.

d. Heater and ventilation motor.

e. Air filter.

f. Bonnet.

g. Sound deadening material under bonnet or heat shield.

13. Area 5 - Underneath.   Areas to check include:

a. Petrol tank - as previous.

b. Chassis box sections.

c. Drain holes in seals.

d. For new welding or underseal.

e. Exhausts.

f. Sump.

14. Petrol Tank.  Beware of the FIRE RISK! (Hardest detection to make), but also:-

a. How does fuel gauge behave, full tank?

b. Does the tank match the vehicle?  Age, etc.

15. General Points.   In conducting checks the searcher should note the following points:

a. Search.  Be quick, thorough, efficient.  Know exactly what you have to do.  This
will reduce the possibility of complaint.

b. Care.
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(1) Be careful not to do any damage to the car, it is not necessary.

(2) Use your common sense.  Look for anything unusual.  Bright threads on
bolts, scratched screw heads, fresh adhesive on upholstery, new work of
any kind.  Find an explanation.

(3) Try to remember details of cars you have searched.  It could be useful in
future searches.

c. Diagram.  See Figure 1 attached to this Appendix which can also be used as a
separate poster for training purposes.

Commercial Vehicles

16. Search of commercial vehicles should follow the same process.  In addition particular
attention should be paid to the following:

a. Fifth Wheel.  Most trailers are constructed in such a way that there is a hollow
compartment above the articulated joint where the trailer is connected to the
tractor unit.  (This joint is commonly known as the fifth wheel.)  Access may
sometimes be gained underneath the trailer and can be checked with torch and
mirror.  Fibre-optic instruments have been able to get into most of the fifth wheel
spaces.  It is simple to use and more versatile than torch and mirror.  In some
cases the only way into the compartment is to remove the floorboards inside the
trailer which are usually held down by 2 screws at each end.

b. Fuel Tanks and Side Lockers.  Some trailers are fitted with belly tanks for
extended range.  There is usually a space between the top of the tank and the
floor of the trailer and goods can be attached to the top of the tank.  Also check
the tank for recent welds or bolted panels.  Similarly there is often a space
between the back of the side lockers and the chassis member on which they are
mounted.

c. Spare Wheel.  Can be used as a place of concealment and is usually mounted
under the trailer.  (Positions vary).

d. Chassis Cross-Members.  Most trailers are constructed with 2 'U' section girders
running the whole length.  A large concealment can be constructed by placing
boards on the reverse ledges bridging the gap between the girders.

e. Battery Boxes.  There is usually a space behind the battery.  To open the box,
remove the wing nuts.

f. Crash Bar.  This bar at the rear end of most trailers is hollow and usually plugged
at each end with rubber plugs.  These are easily prised off to gain access to the
inside.

g. Open Trailers.  Where the electric lines go from the tractor unit to trailer the
connections on the trailer are into a triangular shaped plate.  This plate is usually
held on by 8 bolts.  When removed a space about 3' x 2' is revealed.
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h. Fridge Motors, Refrigerated Trailers.

(1) Fridge motors usually consist of a diesel engine mounted outside the trailer
in a cabinet on the front bulkhead.  The motor drives a cooling unit mounted
on the inside of the bulkhead.

(2) The engine cabinet can be opened for inspection.  There is also a
compartment behind the switch panel.  These panels are held in place by
studs which require a half turn with a screwdriver to undo.  The size of this
concealment varies with the different types of fridge unit but some are fairly
large.

(3) There is usually an inspection panel on the interior unit which also reveals
a space.  Plastic trunking for distribution of cold air runs the length of the
trailer and has been used for concealment of goods.

WARNING:  Always make certain that the whole unit has been switched off
before search.  These units are thermostatically controlled and switch on
when temperature rises unless the motor is switched off.  The exposed fan
is particularly dangerous.

i. Cab Linings.

(1) Door panels and side panels at the rear of the cab are easily removed and
there is a lot of space behind them.  Some cabs also have space behind
the roof linings.

(2) Space behind console and glove compartment.  Space behind speakers.

j. Air Filters.  Access usually from beneath the vehicles.  The cover is held on by
clips.  Some filters are oil filled so be careful.

k. False Floors and Bulkheads.  Usually found in single units.

l. Belly Tanks.  Any signs of recent welds/clean area - tank and trailer.

m. Loads.  Excess  packings, use of pallet spaces.  These are just some of the
concealments that have been used.  There are others both under and inside
tractor units and trailers.

n. Diagrams.  Search techniques for saloon cars, commercial vehicles and buses
are shown in the three following diagrams (which can be used for training
purposes).
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SEARCH OF SALOON VEHICLES
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SEARCH OF COMMERCIAL VEHICLES

Cab body panels,
sleeping berth,
dash panels,
radio systems,
ventilation and 
heating system

Body signs

Lift grilles for 
access to vents 
and lighting

Behind bumpers

Tilt cab access to 
engine area

Gas containers
Fuel tank Running wheels, 

particularly inner 
ones

Fifth wheel 
mounting (trailer 
coupling) space 
in floor 
alternative 
access at front 
sometimes

Hollow 
trailer legs

Belly tanks 
and space 
above

Roof and side linings

Inside roller-door 
mechanism

False floorspace

Hazard signs, hollow 
back

Hollow crash bar, 
rubber plugs at end

Side lockers and 
spare wheel

Exhaust and air 
intake stacks

Battery 
boxes

Casings and control panels of 
refrigeration motor units, small 
space for driver use incorporated

False bulkheads (compare 
measurements inside to 
outside)
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SEARCH OF BUSES AND COACHES

Name plate
panels

Overhead lights 
and ventilation

Overhead video 
cabinets etc

Wash basin cabs 
and floor spaces in 
toilet compartment

Air conditioning 
unit

Galley cabinets
and lockers

Space under 
rear seat

Engine air filters

Drivers sleeping 
compartment, toilets 
and galley

Wheel arches 
and cross axle

Luggage 
compartment 
gives access to 
chassis area and 
tool lockers

Drivers door built 
in locker, driver or 
courier seat set 
over storage

Space wheel 
compartment 
remove grille or 
first floor panel

Light clusters

Dash board panels
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SERIAL D-18.   TOOLS AND EQUIPMENT FOR SEARCH TEAMS

1. The following list of basic tools and equipment is provided as a guide to assist search
team leaders.  Other specialist tools may be needed for particular tasks, eg chimney
brushes, drain rods etc; the need for these should be foreseen during planning and
reconnaissance.

2. By using the right tools search teams will be able to search more effectively, time will
be saved and damage, and the time taken to repair it, will be reduced.

3. Tools and Equipment

a. Safety belt and rope For use when working high up on the outside of
buildings.

b. Protective helmets To prevent head and eye injuries caused by blast,
and visors fragments and splinters.

c. Prodder To find whether the ground has been disturbed  or
whether a wall or ceiling is false.

d. Probe Used where the point of a prodder is too short.
Probes must be manufactured locally.

e. Mine or metal detector To find metal objects which have been buried or
hidden in timber, masonry etc.

f. High power torch) Small hand torch is for searching in confined Small
hand torch) spaces where it  is not possible to use the large

high power torch.  Use of torches should be care-
fully controlled if  light sensitive booby traps are
suspected.

g. Magnet For searching in water and down holes.

h. Mirror Used in conjunction with a torch for looking into
inaccessible places.   It should  have an attach-
ment so it can be fixed on the end of a prodder.

i. 100 ft tape and 6ft For measuring parts of a building which may have
flexible steel tape false compartments.

j. White tape To mark out areas of open ground in preparation
for searching.

k. Mine marking cones To mark places on the ground where a possible
IED is located.
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l. Pick axe and shovel

m. Wrecking bar

n. Hammer club 4 lb, For the removal or breaking up of masonry and cold
chisel brickwork.

o. Bolster chisel For prising up floor boards.

p. Claw hammer ) For the removal and replacement of woodwork.
Screwdrivers )

q. Ladders Long enough to gain access to roof-tops and high
ceilings.

r. Pulling cable For pulling suspected booby traps.

s. Sandbags When filled: to act as a fulcrum for the pulling
cable.  When empty: as a means of carrying small
items in a find.

t. Wire Can be made into trip-wire feelers.

u. Pliers For cutting wire and extracting small nails.

v. String For securing bundles and attaching labels.

w. Self sealing polythene For holding finds without disturbing finger prints.
bags

x. Chalk For marking.

y. A selection of safety- To neutralize devices from which safety-pins have
pins already been withdrawn.

z. Chemical Fertiliser Analysis Kit

4. Technical Equipment.   The following technical equipment may be issued to search
teams, or due to cost or complexity held centrally at a formation headquarters or by
RE teams:

a. Explosive Detectors.  There are a number of explosive detectors capable of
analysing samples of air fairly rapidly, ie in about a quarter of a minute; the more
sensitive they are the larger and less portable they are likely to be.  They all need
to be worked by trained operators and their use is usually governed by some
simple rules:

(1) Air samples must not be taken in the open or in wet windy conditions, for
example: doors windows must be shut before taking an air sample from a
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car; the nozzle must be put right into a coat pocket, shopping bag etc; a
persons hands should be put into a plastic bag before taking a sample.

(2) Samples from inside a vehicle must be taken as soon as the occupants
have got out.

(3) A detector being used to find explosives hidden in upholstery, door panels
etc must be held close up against the surface being investigated.

(4) The search team leader must know how sensitive the detector is and
whether it is capable of detecting a wide or narrow range of explosives and
in roughly what minimum quantity.

b. Metal Detectors.  Metal detectors are able to detect both ferrous and non-ferrous
metals and they can automatically adjust to a constant metal presence; for
example a detector placed on the surface of a metal plate will signal the presence
of metal for a short time then the signal will reduce to zero.  If the detector head
is then moved slowly over the metal surface it will detect variations in metal
thickness or further metal objects close behind the metal plate.  Detectors
usually have an assortment of probes for different tasks:

(1) One Metre Probe.  Used for searching loads of hay, straw etc where no
metal is expected.

(2) Personal Search Probe.  Used to detect metal on the person or in bags and
parcels etc.

(3) Truncheon Probe.  The shorter version of the One Metre Probe, intended
for searching aggressive personnel.  Not to be used on females.

(4) Ground Search Head.  This will detect any metal within the area of the
probe ring.  Useful for searching loads of sacks, hay or straw.

c. Anomaly Detectors.  There are a range of detectors some of which are very
expensive which are capable of detecting through walls, the ground and sheet
metal and are exceptionally useful aids for discovering well concealed hides.

d. Remote Booby Trap Clearance Devices.  These range from improvised systems
or locally manufactured disruption equipment used in conjunction with pulling
lines, or remote battery powered vehicles.

e. X-Ray Equipment.  Used generally as an aid to security to check suspect items.

f. Chemical Test Kits.  These provide a simple, cheap, on the spot check for
residues of illegal substances such as explosives.

g. Dogs.  Dogs trained in detecting explosives should be used during searches
when ever possible.
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h. Cable Detectors.  Used for detecting command wires.

i. Remote Light Unit.  Used to provide light for searches and for disrupting light
sensitive devices.
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SERIAL D-19.  SPECIALIST SEARCH OPERATIONS

Introduction

1. There are a number of specialist search operations which by their nature require
additional skills and equipment.  Two particular examples have general significance
and are therefore outlined below.  These are:

a. Venue search.

b. High risk search operations.

Venue Search

2. General .  A venue search is a defensive search operation mounted to assist in
providing a safe environment for an event.  It forms part of the overall security
operation, which is controlled by a security coordinator.  Such searches tend to be
complex operations with a number of features which differentiate them from other
search operations.  Therefore special planning and control procedures have been
developed for them.  Some of these procedures may also be applied to other large
defensive search operations.

3. Characteristics . The characteristics of venue search operations are:

a. Resources.  The size and complexity of the potential target may be enormous,
making the operation expensive in manpower and other resources.  A venue
search operation may cover the following:

(1) The venue.

(2) Routes to and from the venue.

(3) Vehicle control and search points.

(4) Adjacent buildings.

(5) Surrounding areas.

(6) Contingency plans (safe houses/alternative venues and routes).

b. Limiting factors.  The factors limiting the operation may not only be the normal
ones of time, manpower etc, but cost, commercial interest and even political
acceptability may be a consideration.

c. Coordination.  The number of agencies involved may be extensive.  The whole
security operation, including the search phase, must be effectively coordinated
and the need for consultation and considered compromise must be constantly
borne in mind.  The intentions of local police forces and military agencies all
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influence the search operation.  It is vital that the principal search adviser is
closely involved with the security coordinator from the earliest stage and
throughout the conduct of the operation.  In such a multi-agency activity, it is
essential that everyone fully understands their particular responsibilities, so that
gaps, which could give the hostile forces a window of opportunity, do not
inadvertently develop in the security cover.

d. Profile.  Ideally, the search and all security arrangements should be carried out
in low profile.  For example, the searchers may have to wear civilian clothes and
use unmarked vehicles.  Such action may prevent public concern or antago-
nism, and minimise the publicity given to the search or event.  However, on some
occasions operations in a high profile may be unavoidable or even desirable.
This may be due to the publicity or predictability of the event and consequently
the search operation, or to assume a preventive role.  At times high profile search
activity can be used as an attraction for the media and to divert attention from
more sensitive areas of the security operation.

4. Planning .  The characteristics mentioned above emphasise the need for detailed
planning.  Security coordinators should consult their search advisers at the earliest
opportunity to determine whether assistance is appropriate and to allow sufficient time
for planning.  Although the lead times for planning can be very short, (eg for events
given little or no prior publicity) for public events involving multi-agency activity, a
minimum planning period of eight weeks should be sought.  Further planning details
are available in Chapter 6 of Military Engineering Pamphlet 6A Counter Terrorist
Search.

High Risk Searches

5. General .  A search is classified as high risk when there is either known to be, or special
reason to believe that, a bomb or booby trap (explosive or otherwise) is present.  The
most likely scenarios for a high risk operation are when:

a. There is a known or suspected IED or booby trap, which needs to be cleared.

b. Secondary devices are strongly suspected at the scene of an explosion.

c. An item of lost military property has to be recovered.  It should always be
assumed that any items of military equipment found are booby trapped.

6. Responsibility .  High risk search operations are the exclusive responsibility of RE,
and must be planned and controlled by an RE Search Adviser (RESA), and undertaker
RE high risk search teams.

7. Safety .  Safety is the prime consideration.  The Search Advisor must consult all the
appropriate experts during the planning phase.  In particular, specialist ECM equipments
and procedures, appropriate to the theatre and the threat, must be fully utilised.

8. Planning .  The Search Advisor should consider all available data when making his
plan, particularly the reason for classifying the operation high risk.  The following
points are relevant:
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a. The IED disposal operator must be consulted and always available for deploy-
ment.

b. ECM advice should be obtained.  ECM equipment and expert advice should be
included in the search operation if appropriate and in accordance with local
policy.

c. The use of search dogs.

d. The use of remotely controlled search or IED disposal equipment to search
particularly suspect areas or to approach IEDs, booby traps or other suspicious
items.

e. The use of searchers and the spacing between them.  It may be appropriate to
deploy searchers singly .

f. The maximum use must be made of suitable photography.  Usually the Search
Advisor himself tasks this agency in order to ensure that the tasking is correct.
The Search Advisor deals directly with the photographic interpreters once the
photographs have been studied.
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SERIAL D-20.  CORDON OPERATIONS

Planning Factors

1. General .  Cordon operations can be mounted at any time to protect those agencies
working or searching in a particular area of interest.  In the past there has been merit
in mounting two cordons around the specific area, the outer cordon to prevent
interference from outside, and the inner cordon to seal off a particular area for search
and to prevent movement out of that area.  This may not always be possible or
practicable but should always be considered, whether the operation is in a rural or
urban environment.

2. Tactical Features .  The tactics of mounting any cordon are based  primarily, but not
exclusively, on those for siting conventional defence locations.  These include:

a. Depth.

b. Mutual Support.

c. All Round Defence.

d. Offensive Spirit.

e. Maintenance of a Reserve.

f. Deception and Concealment.

g. Logistics, Communications.

h. Good Co-ordination.

i. Flexibility.

Siting of Cordons

3. General .  The siting of a rural cordon is generally simpler than conventional defence,
as it is usual for the focus of attention to be a point target.  However, there are other
factors to be considered, which are examined below:

4. Depth .  Adequate depth is achieved by the use of a ring of static cordon positions,
providing intimate protection to the agencies, and roving satellite patrols around
these, which provide early-warning and protection to the static positions.  Extra depth
can be achieved by the use of mobile or static VCPs beyond the satellite patrolling
area.

5. Mutual Support .

a. Avoid the isolation of individual positions.
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b. Co-ordinate a plan for the interaction of static and mobile forces.

c. Ensure the ICP is protected; it should be within the ring of static positions.

d. If direct mutual support cannot be achieved, groups should have interlocking
and overlapping arcs of observation.

6. All Round Defence .  The cordon must extend around the target and prevent
infiltration and exfiltration from any direction.  The main effort should be concentrated
towards the area of greatest threat.  If a national border is involved, thought must be
given to protection available from the other side, if this is possible or appropriate.
Possible firing points against troops in the target area must be dominated.

7. Offensive Spirit .  Consider:

a. 'Surge' activity by patrols at set times throughout the operation.

b. Top cover.

c. Joint Army/Police VCP operations in neighbouring areas.

d. Surveillance plan.

e. Deployment of machine gun crews and snipers.

f. VCP operations.

g. Standing patrols at night.

h. Active patrolling by satellites to blur the edge of the operation and disrupt hostile
activity.

8. Reserves .  A reserve should be available to respond to the unexpected without
compromising the integrity of the cordon.  Manning levels will not always permit the
positioning of a ground-based reserve but other reserves (possibly airborne reserves)
could be briefed.

9. Deception and Concealment .

a. Concealment.  Camouflage and minimum movement.  Avoid linear features but
make best use of ground.

b. Deception.  It is difficult to disguise the nature of a cordon once it has been
established, but steps can be taken to deceive observers as to the area of the
cordon and its overall strength by using satellite patrols and surge patrol activity
to blur the edge of the cordon.
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Deploying the Cordon

10. General .  All parts of the cordon must be established simultaneously, as the aim is
to surround the area before the inhabitants realize what is happening.  This needs
precise timing and the use of the maximum number of routes consistent with
simplicity.

11. Order of Insertion .  Ideally the most suitable order of insertion would be as follows:-

a. Overwatch OP Deploys.  This provides information on routine local activity,
suspicious activity, and on the ground prior to the cordon's deployment.

b. Satellite Patrols Deploy.  These are tasked to secure a helicopter LS for cordon
troops and dominate ground, by conducting (VCPs, standing patrols, and route
checks).  By night satellite patrols could go into standing patrol locations or
bolster reserves on a static cordon.

c. Static Cordon Troops Deploy.  The ICP party usually deploy with them to ensure
the correct position is occupied.

d. Reserve Deploys.  Normally to the ICP.

e. Other Agencies Deploy.  'On Call' once the integrity of the cordon is assured.

12. Method of Insertion .  There are two main methods; either teams patrol into their own
locations, or employ a multiple 'rolling drop off', to allow the Cordon Commander to
site flanking teams.

13. Drills .  Regardless of method used for insertion the drills for team occupation are:

a. Check of cordon location.  Anything found should be reported.  This may lead
to cordon extraction or a clearance operation.

b. Switch off ECM equipment once close to proposed trench location, except for
cordon VCP positions.

c. Send 8 fig GR of position and arcs covered to the Cordon Commander.  Ensure
that he is content with a new position if the team had to move away from the
location given on Operation Order.

d. Team commander's brief to all troops, before 2 sentries are deployed.

e. Sentries to be next to the trench, with a radio and the team's main weapon
system, possibly in a shell-scrape covering the arcs of fire.  Remaining 2 men
start to dig battle trench.  Once completed this should be concealed.
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Aviation Tasks in a Cordon Operation

14. Likely tasks are:

a. Monitor traffic approaching the cordon.

b. Immediate reaction to any incidents.

c. Monitor crowd levels and potential trouble spots.

d. Screen/Guard troops on the ground in the cordon.

e. Disrupt hostile activity by use of Snap EVCPs.

Coordination

15. Range Cards .  These should be completed as soon as possible.  Drawn from the
ground, and used as commanders ground estimate and aide memoire for remainder
of team.  The Range Card should include:

a. Arcs.

b. Location and radio callsign of flanking cordon locations.

c. Location, radio callsign and operating zones of any satellite patrols.

d. Location and nominated route to the ICP.

e. Location and radio callsign of reserve (if nominated).

f. Danger area of task.

g. Any reaction plans.

16. Cordon VCPs .  Where a VCP forms part of the cordon the following additional points
need to be followed:-

a. Battle trenches sited in depth and ideally on opposite sides of the road.  The
patrol commander is in charge, with a police representative present to control
public access.

b. Insertion as for cordon locations, but the initial check must be enlarged to clear
the road.  Each location should be checked.

c. Priority to establish white mine tape (chest high) across the road to cordon the
road, with Stinger, Lazy Tongs or other suitable equipment prepared and ready
for use.
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d. Time/distance calculation is required for any potential vehicle breaking white
mine tape for Stinger/Lazy Tongs to be deployed.  Stinger or Lazy Tongs should
not  be pre-deployed across the road.

e. Two types of access allowed:

(1) Limited Access.  Where no threat to life exists within cordon.  Thus search
vehicle before monitoring through cordon.

(2) Denial of Access.  Where access is prevented due to potential loss of life,
within a given danger area.

f. Once the position is prepared, stay within trench until vehicle halts at white tape.
This is the signal for a patrol member to move forward under cover.

Action After Deployment

17. General Points .   The following is a sequence of events which could follow after
deployment to coordinate and integrate all deployment activity.  It is likely that these
will have to be adapted according to the circumstances prevailing at the time:

a. Checking the Cordon.  The cordon commander must make an immediate check
of the area, and personally ensure that the perimeter is complete.  Roads or
alleys and open spaces which are likely escape routes should be sealed off with
wire, but must remain under observation by sentries.  When the troops have
been on guard for a short time, if the cordon commander considers that the full
psychological effect has been achieved, a more relaxed but still alert posture
may be adopted.

b. Instructions to the Public.  Once the cordon is in position, and depending on the
circumstances of the cordon operation, the police may issue agreed instructions
to any local people affected by the operations.   Cordons designed to assist in
searching for hostile persons are an example where the local authorities may be
needed to effect instructions for the local population, - both outside and inside
the cordon.

c. Guarded Areas.  It may be necessary for there to be a separate guarded area
for suspects, weapons, or other non-IED finds.  This requirement should be
covered in the operation order, and suitable guards nominated for duty.

18. Action on Contact .  Reaction to attack within a cordon operation should be covered
in the operation order, or at the commanders 'O' group.

19. Thinning the Cordon .  The cordon may have to remain in position for long periods,
the length of time depending on the number of buildings, size of the area, the strength
of forces available for searching and the density of the local community.  It may
therefore be necessary to thin out the cordon to provide reliefs and to create additional
local reserves.  The following action should be taken:
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a. Once escape routes have been wired off, sentries should be sited tactically on
roof-tops etc.

b. Sentries should be sited in pairs and in depth, and where possible should have
some shelter.  They require good all round observation to detect any attempt to
break out.

c. When thinning out the cordon, complete sections should be removed because
they can  then be rested close at hand and form a tactical reserve.

20. Extracting a Cordon .  All troops involved in the cordon should be warned of the
cordon extraction plan and the time it is to be effective from.  Trenches should be filled
and equipment checked and made ready for redeployment prior to the extraction.

a. Extracting.  The extraction is done in the reverse order of insertion, that is:

a. Agencies.

b. Police.

c. Static Cordon teams.

d. ICP and reserve.

e. Satellite Patrols.

b. Stay Behind Parties.  An overwatch patrol to stay behind and observe subse-
quent  movement in the old cordon area is often a useful means of checking
hostile activity.

Action on Shooting at a Cordon

21. Immediate Action .  Identify firing point and return fire with personal weapons (only).
Flanking teams to engage as well, if the firing point can be established.

22. Follow Up Action .  Follow up action should only be taken by satellite patrols in the
area, or by the use of the Reaction Forces, either in helicopters or from the ICP area.
In border areas follow up action should not cross any border unless hot pursuit
agreements have been authorised.  Use a control helicopter to monitor the situation
and act as a liaison with the state authorities if this is feasible.

23. Cordon Troops .  No follow up action is to be taken by cordon troops to avoid:

a. The prospect of a 'come-on'.

b. Causing a gap in the cordon.
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24. Follow Up Action .  Same as in para 22 but not to cross the Border, unless hot pursuit
agreements have been authorised.  Use a control helicopter to monitor situation
(where possible) and act as liaison with the state authorities across the border (if this
is feasible).

25. Cordon Troops .  Remain in location.

Action on Mortar Attack on Cordon

26. Immediate Action .  The following action should be taken:

a. Any sentry can 'stand-to' the cordon for any suspicious activity.

b. On sighting or hearing Mortar Base Plate (MBP) explosions, TAKE COVER,
count detonations on MBP and explosions (BLINDS?).

c. Stay in cover, check for casualties.

d. No casualties, but good cover.  Stay firm below ground, until new orders
received.

e. Casualties are priority, in which case:

(1) First Aid in cover.

(2) Emergency Landing Site (ELS) out of danger area selected with easy
approach.

(3) Evacuate casualties.

f. If not good cover, await end of first attack, move out of danger area - do not
return.

g. Considered Follow-Up Action includes:

(1) Casualties.

(2) Cordon danger area.

(3) EOD clearance.

Satellite Patrolling

27. Role .  In any cordon operations it is prudent to employ satellite patrols to assist in the
overall defence of the operation and to provide some measure of deception,
aggressive activity and mobile reserve for the duration of the operation.

28. Composition .  A satellite patrol should not consist of less than 2 teams.  It should be
commanded by an experienced patrol commander.
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29. Tasking .  A satellite patrol should be given detailed tasks and not left to patrol
aimlessly with a given quadrant of the cordon.  Tasks may include:

a. Rummages.

b. VCPs.

c. House Checks.

d. Standing Patrols.

e. Route Checks.

30. Deployment .  In general terms satellite patrols should:

a. Deploy before static positions are taken up.

b. Dominate the area, securing landing sites prior to the arrival of any static troops.

c. Not plug gaps but complement any cordon or search activities.

d. Conduct liaison with static troop locations and positions.

31. Control .  Satellite patrols should be controlled to ensure that:

a. All static positions are continually aware of their location.

b. Maximum ground coverage is achieved.

c. Rest and lie up activity should be at different times.

32. Movement .  Satellite patrols should use unpredictable routes, and should cover dead
ground, and likely FPs onto static positions.  Satellite patrols come under OPCON of
the respective commander during cordon or search operations.
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SERIAL D-21.  SNATCH OPERATIONS

1. General .  Information could be received concerning the location of a wanted person,
and it may be possible to effect his or her arrest by means of a search operation in
which a cordon is mounted around the suspected location, or by the tactic of a snatch
operation.

2. Planning .  Normally the information on wanted persons is fleeting and time-sensi-
tive.  The time factor should never override the requirement for careful and well thought
out plans.  Snatch operations need imaginative planning, good security and rehearsal
to ensure that the approach and conduct of the operation is free from interference.
Methods to obtain surprise might include using civilian vehicles or helicopters.  The
timing also needs careful consideration: the early hours of the morning are often suit-
able as there is normally little activity at that time and any hostile reaction from the
surrounding area should be minimal.  Planning must take account of any follow up
action which will be needed or may be anticipated.  This might include not only ar-
rangements for immediate questioning, but also the anticipation of any consequen-
tial moves which may be needed to exploit the snatch.  Reserves should also be on
hand in case of emergency.

3. Composition of Snatch Parties .  Snatch parties should normally comprise spe-
cially selected and trained groups which have a significant NCO content.  They should
be trained in ‘coup de main’ operations, and may require a special allocation of ve-
hicles and other equipment, eg ladders, ropes, and sledgehammers.  At least one
officer or NCO in each party should be able to speak the local language.  The inclu-
sion of a policeman may in some circumstances facilitate the legal processes at and
after the moment of arrest.

4. Method of Operation .  Two parties should normally be organized for an operation.
The first party should consist of a person, who may be a police representative, to
recognize the subject, and a few selected soldiers to provide firepower and carry out
the snatch.  The second party forms a close cordon to prevent escape, and to make
the area of the snatch secure from outside interference.  A subsequent search of the
area may also be necessary.
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SERIAL D-22.  THE USE OF DOGS IN OPERATIONS

General

1. Dogs can be trained to perform tasks which save manpower and time and which
increase the effectiveness of a search or follow up.  Military Dogs fall into two broad
categories,  protection and specialist dogs.   The primary function of the protection dog
is to help improve the security of installations guarded and to decrease the manpower
required to provide an effective guard.  Specialist dogs are those trained for a single
role and are used to detect people or inanimate objects.  A proper understanding of
the capabilities and limitations of each type is essential if full value is to be obtained
from them.

2. The performance of a dog depends to a great extent on the ability and enthusiasm of
its handler who must therefore be chosen with care.  Specialist dogs, who may work
in very dangerous conditions and carry a burden of life and death, require particularly
diligent handlers who should be selected accordingly.

3. The characteristics and capabilities of the various types of dog are described in outline
in the following paragraphs.  Commanders can judge the type of dog which may be
useful to them, but not all of them will usually be instantly available.  Protection dogs
can generally be supplied on demand, but specialist dogs must be acquired and
trained and consequently their need must be anticipated well in advance.

Protection Dogs

4. Characteristics .  These dogs rely on their sense of smell of air scent, acute hearing,
visual detection of movement and aggression.

5. Employment .  The dog patrols on a lead with the handler; it can detect at a distance,
and when released and given the word of command will attack and bite.  It will also
protect the handler without a word of command.  The dog can be used as a static
sentry, and therefore can be taken on overt or covert patrols to give early warning of
hostile activity, and to apprehend suspects.  These dogs are likely to bark, and for
operations where silence is required must be carefully selected.   The main uses of
protection dogs are:

a. Patrolling of enclosed areas where there is little movement of personnel or
traffic.

b. Aggressive/high visibility patrolling of open areas.

c. Prisoner escort.

d. Listening posts.

e. OPs.
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f. Ambushes.

g. Crowd Control.

h. VCPs.

Arms and Explosives Search Dogs (AES)

6. Characteristics .  This is a specialist dog trained for one specific role, that of searching
for and indicating the presence of weapons, explosives and equipment.  The dog can
be used to search in both the urban and rural environments.  The dog should be
deployed to every incident, even if there is no specific job for it as a result of the
incident.  It can be used to check cordon and ICP locations.

7. Employment .  AES Dogs and handler may be held available on location or in a central
pool for tasking on request.  AES Dogs should never be deployed to confirm some
already existing suspicion.  However, in the event of a telephone warning being given
that a device has been planted, consideration may be given to the deployment of AES
dogs but due regard must be paid to soak times, the reliability of information etc.  The
principal tasks for AES dogs are:

a. Searching for munitions, hides and ancillary equipment in:

(1) Buildings.  Occupied, unoccupied or derelicts (unoccupied and derelicts
after having been checked for booby traps before the dog enters).

(2) Vehicles.  Cars, lorries, buses, trains, ships and aircraft.

(3) Open Areas.  Fields, woods, hedgerows and embankments.

(4) Routes.  Roads and railways.

b. Providing negative information by checking buildings after completion of repairs
or renovations, or prior to VIP visits etc, clearing areas of operation such as
VCPs and helicopter landing sites.

8. Tasking and Tactical Considerations .  Tasking is usually through the normal chain
of command unless the dog has previously been deployed to a specific unit or search
team.  Except in conditions of high risk search, the AES dog should have access to
the area to be searched before the other searchers move into it.  Where IEDs or booby
traps are expected, a check for devices must be made before the dog moves in, by
searchers other than the dog handler.

9. Advantages .  A dog is compact, mobile and easily transported.  It can work in a variety
of conditions including confined spaces and difficult terrain.  It can search relatively
quickly, allowing either the time for a search to be reduced or a larger area to be
covered.  It can indicate the presence of many separate explosive substances - a far
greater range of substances than any single machine can detect.  It is also an excellent
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overt deterrent in many circumstances.  A dog is normally unaffected by CS gas, air
fresheners or other aerosols.

10. Limitations .  Variations and limitations are to be expected when using AES dogs.  For
instance:

a. They are of little use in detecting arms and explosives hidden on the person, as
dogs expect these to be carried by humans, ie their handlers and other soldiers.

b. Reduced ability to detect objects more than 1.2 metres above working height.

c. There is a danger of AES dogs setting off booby traps.

d. The dog should only work within the range/cover of the ECM equipment
available on the ground.

Tracker Dogs

11. Characteristics .  These dogs also have a highly developed sense of smell but more
especially for ground than air scent.  The dog is only trained for the task of tracking.

12. Employment .  The dog and its handler should be held in a central place and deployed
to a task on request.  They should have early access to a line before the scent has been
confused by other troops.  Possible tasks are:

a. After Incidents.  Pursuit of suspects fleeing on foot.  Even if no arrest is made,
intelligence can be obtained from the direction of flight and from witnesses on
or at the end of track; also forensic evidence can often be obtained from
footprints, tyre marks, items dropped or left behind etc.

b. Routine.  The routine usually adopted is:

(1) Stand by at planned arrests and road blocks in case of escape on foot.

(2) Determining firing points, sniper posts, observation positions.

(3) Determining routes to and from sub-para (2) above, and freshly dumped,
hidden hides or any clandestine operation.

13. The Track .  A track is made up of a combination of scents, human, artificial (soap
toiletries, polish etc) and crushed vegetation and insects.  Everywhere where a human
goes he leaves a track, if he runs his track will be more pronounced than if he was to
walk away from the scene.  A dog cannot differentiate between friendly forces and
enemy targets so it is vital that on commencement of a tracking task it is confirmed
that the dog is following the correct track, ie the enemy.  Once on the track the dog
has the ability to follow it to a successful conclusion despite diversionary tracks, which
may be introduced either by humans or animals.
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14. Handler Information .  Before a tracker dog can start to work on a track, the handler
requires certain information:

a. He must know:

(1) Where the quarry was last seen.

(2) In which direction it was moving.

b. He should know:

(1) The amount and the limit of movement by friendly troops which has taken
place in the area where the quarry was last seen.

(2) At what time the quarry was last seen.

(3) How many there were.

(4) Whether it is thought that there has been movement by the quarry out of
and back into the area where the track starts before final departure.

(5) The state of weather after the quarry was seen.

(6) The probable reaction of the quarry when encountered.

15. Limitations .  The main limitations are that:

a. The Tkr Dog should be deployed to the scene of an incident as soon as possible.
Time is a major factor in its deployment.

Infantry Patrol Dogs (IP)

16. Characteristics .  The dog uses its sense of smell and hearing to give silent warning
by pointing.  The IP dog is used predominantly in a close country environment and is
trained to silently indicate enemy presence, either moving or static, and concealed,
as in an ambush.

17. Employment .  Points to be noted in using patrol dogs are that:

a. A patrol dog differs from a tracker dog in that it does not follow a track, but it is
alert to the scent and sound of human beings or animals conveyed to it on the
air.  The patrol dog is useful for giving silent warning of ambushes and attempts
at infiltration, and will indicate any presence before it can be detected by a
human.  The distance at which warning is given depends upon the following
factors:

(1) Wind direction and velocity.
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(2) Prevailing weather conditions.

(3) Density of vegetation.

(4) Individual ability.

b. Infantry patrol dogs are normally worked on a long lead both by day and
depending on the environment at night.

c. On patrol the handler and dog should lead.  The normal procedure is:

(1) The patrol commander briefs the handler on the mission, disposition of
own troops, the general direction of advance and any special instructions
before moving out.

(2) The IP dog and handler with escort, precede the patrol at a distance close
enough for immediate communication with the patrol commander.  At night
this would be at about an arm's length, in daylight the distance will be
greater but still within visual signalling distance.  The dog and handler
should be allowed to take advantage of any wind or other conditions which
help the dog's scenting powers.

(3) When the dog points, the handler indicates by silent hand signal and the
patrol takes over.

(4) The patrol commander should then move quietly up to the handler and
make his plan.

18. Limitations .  The survival of a patrol may depend on its ability to locate an enemy
without itself being detected; a trained IP dog will always detect a hidden enemy before
the patrol.  The dog can be worked by day or night in most kinds of weather and country
and is not disturbed by the noise of battle.  It must, however, be stressed that:

a. The dog's performance usually deteriorates in heavy rain and when working
upwind of the enemy.

b. The dog is apt to become perplexed when a lot of activity is taking place within
a small area.

c. The dog cannot differentiate between the enemy and own forces.  Full briefing
of the patrol on the dispositions of our own troops is therefore essential.

d. The dog will point at animals but the handler should normally recognise a false
point of this kind.



Issue 1.0: Dec 98D - 22 - 6

Other Specialist Dogs

19. Limitations :  The following limitations should be noted:

a. Avoidable:

(1) Lack of imagination.

(2) Lack of understanding of the dog's capabilities and limitations.

(3) Calling for the wrong type of dog.

(4) Excessive movement or disturbance in the dog's required area of opera-
tions.

b. Unavoidable.

(1) Tiredness of the dog or handler.  This can be minimized by resting the dog
at intervals during a task and ensuring that they are not kept waiting before
and after tasking.

(2) Sickness or injury to the dog or handler.

(3) An inexplicable 'off day' for the dog.

(4) Distractions: bitches, other dogs, other animals, food, people.

(5) Weather: excessive wet, hot sun, and strong winds.  Additionally the
following limitations may apply to AES Dogs.

Drugs Detection Dog To detect the presence of prohibited drugs or to act as a
deterrent.

Casualty Detection Dog To detect humans in open or enclosed spaces, including
the battle.

Mine Detection Dog To detect mines, in difficult and open terrain where de-
ployment of sensitive equipment is not feasible.

Vehicle Search Dogs To search vehicles, particularly when large numbers and
quick searching is required etc.

Police Dogs To protect and track (to a limited ability).

Type

(a)

Task

(b)



Issue 1.0: Dec 98 D - 22 - 7

(6) Darkness; the handler's reduced ability to read his dog even in artificial
light.

(7) Reduced ability to detect objects more than 1-2 metres above working
height.

20. Capabilities .  Despite the limitations, the following capabilities should be noted:

a. Dogs have highly developed sense of smell and hearing.

b. Act as visual deterrent.

c. Protection dogs can be an "Early Warning Device".

d. Protection dogs can positively affect an arrest.

e. Most intruders submit when challenged by a dog handler with a dog.

f. Easy transportation.

g. Dogs employed correctly can save much manpower.

h. A dog can be used for at least 16 hours in every 24 hrs (provided it gets 6 hrs
undisturbed rest in each 24 hrs).

i. A dog can be recalled.

Summary

21. All units should be aware of the value and variety of dogs used by the Army and where
possible dogs should be involved in a unit's training programme.  Advice and
assistance regarding training with dogs can be given by the nearest appropriate
RAVC Unit.



D - 23 - 1Issue 1.0: Dec 98

SERIAL D-23.  DEALING WITH AGGRESSIVE BEHAVIOUR

General Points

1. This Serial deals with troop reaction to minor incidents.  Where they are employed in
support of the civil authorities, it is emphasised that they can only act in accordance
with the relevant law.  Experience has shown that on occasions military patrols,
possibly supported by police representatives, have encountered minor aggressive
behaviour from groups of young persons in the course of their duties.  Sometimes this
sort of behaviour can be anticipated, particularly in urban areas where there may be
a 24 hour patrolling policy.  In this instance there should be general guidance given
by those controlling the movement of patrols (Ops Room) on how to handle this minor
form of aggressiveness.

2. It is important, however, to treat minor aggressive forms of behaviour with caution
because, if badly handled, it could lead to more serious developments.  It is also a time
when junior NCOs or soldiers are at their most vulnerable.  Aggressive behaviour by
a small mob can lead to over reaction by individuals very quickly unless the situation
is controlled properly by the patrol/team commander or police representative, if one
is present.

3. Aggressive mob behaviour may arise spontaneously or develop on the following
lines:-

a. As a Come-on.  To draw troops into a pre-designated target area.

b. As a Distraction.  To cover the move of weapons explosives or wanted persons.

c. For Emotional Reasons.  Spontaneous aggressiveness may flare up in re-
sponse to an incident, arrest, or as a result of heavy-handed patrolling.

d. To Cause Interference.  To prevent the successful conclusion of a pre-planned
military operation such as a search.

4. Whether crowds are permissive, neutral or hostile it would be prudent for patrol
commanders to anticipate a hostile situation and have some outline contingency plan
available to deal with the most likely forms of aggressiveness or disturbance.

5. Although there will be times when patrols will be required to stand firm to maintain the
integrity of a cordon to protect evidence, as a general rule troops should avoid
aggressive situations where possible.  If avoidance is not possible then extraction
from the area must be achieved as soon as possible.  Minor aggressiveness is carried
out by gangs of youths and is therefore of little interest to military forces however it may
be orchestrated by hostile forces to embarrass the military forces or show the
vulnerability of those who support law and order.
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Action Against Hostile Groups

6. Should patrol teams find themselves in a hostile and aggressive crowd, the following
action could be taken:

a. Anticipation.  If the patrol task is in a potential flash point area or the task is likely
to attract an aggressive reaction, the patrol should be briefed accordingly prior
to deployment.  If a hostile situation starts  to develop, patrol commanders must
anticipate the potential crowd build up and change of moods.  This information
should be passed to the controlling Ops Room as soon as possible.  Other team
commanders should also anticipate the potential problem and ensure that they
are in a position to support the exposed team.  Team members must also
anticipate and consider moving closer together to avoid becoming isolated.  The
team member with the Baton Gun should remain next to the commander.

b. Face Up.  If an aggressive situation develops it is important to face the crowd.
Facing up will ensure that missiles which may be thrown will be seen, and
hopefully, avoided.  Facing up will also help to identify if a team member has
become isolated.  When facing up it is essential to have at least one team
member watching the extraction route.  To ensure that team members do not
become isolated and that both the extraction route and crowd are watched the
team should work in pairs.  The baton gunner must work with the commander.

c. Avoid Bunching.  When aggression develops there is a strong urge for the patrol
to bunch to find safety in numbers.  This should be avoided for the following
reasons:

(1) The more soldiers the bigger the target for the crowd.

(2) Bunching makes command and control more difficult as more teams get
involved.

(3) Generally, only two men in each team are of any real use in dealing with
the crowd, and they are the commander and baton gunner.

7. Break-Clean Positions .  Team commanders must get their team into positions
where they can mutually support the exposed team.  Teams must be in a position to
react if others gets into difficulty.  Observe key junctions to avoid the crowd outflanking
the patrol.  Advise the exposed team with the crowd on break-clean points.

8. The Controlled Move Back .  To have a controlled move back it is essential to have
a buffer zone between the exposed team and the crowd.  When a buffer zone has been
achieved it must be maintained and the exposed team moves back under control
looking for suitable break-clean points.  There is a tendency to turn and run after a
buffer zone has been achieved.  This should be avoided as it is unlikely that team
members will outrun any crowd, and they will not see what is being thrown at them.
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9. The Use of the Baton Gun .  Use of the baton gun is essential to create and maintain
a buffer zone, which is essential before any controlled move back.  Use of the baton
gun would be governed by the ROE.  A baton gunner must be close to the team
commander, who, in turn, will control its use.  The gun may also be used at break clean
points to delay the crowd and to assist the teams' extraction.   Minimum force should
be used.

10. Mutual Support .  Teams should not bunch.  Teams must however be in a position
to support the exposed team.  There is also a chance that the exposed team may have
a casualty which will then necessitate others moving to its assistance.  There should
be well rehearsed SOPs for extracting vehicles from crowds.

Minor Crowd Control

11. Background .  There could however be occasions when police resources are so
stretched that the Army is forced to work independently, or is involved in a large scale
inter factional situation.  Such occasions are rare, however commanders have to be
prepared for such eventualities and further guidance is given in the paragraphs below.

12. Planning and Preparation .  The most effective way to disperse rioters is by making
arrests and making it plain that further rioting will only result in further physical
discomfort to the rioter.  Whenever making an arrest, either on the spot, or later by use
of photographs or video, it is essential that the suitable procedures are followed to
ensure convictions where appropriate.  However, in dealing with either crowd
dispersal or containment, an escape route must be left open to the crowd in order that
those who wish to escape a pitched battle may do so.

13. Graduated Responses .  In keeping with the policy of applying minimum force the
following graduated response measures could be employed:

a. First try to talk down the situation with leaders or stewards to persuade them to
disperse quietly.  The initial approach should be made by any policeman present
and if possible soldiers with them should be dressed normally.  Ideally any troops
in riot clothing should be kept out of sight.

b. If the initial step fails, then riot troops should move quickly into position.  It is best
if this is done in a positive manner with few shouted orders.  The arrival of troops
in this manner could be decisive and will certainly affect the resolve of any crowd.

c. Having established a military presence, cameras and video equipment can then
be used to photograph the crowd and provide evidence for future retrospective
arrests, where this is appropriate.

d. Before using any riot weapons a warning should be given in the appropriate
language as described in the relevant ROE.

e. When violence starts, baton rounds should be fired in volleys at specific targets
and not indiscriminately under the direction of the baseline commander.
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f. Other special weapons could be available but would be only authorised for use
by the senior commander of any British forces.

Interfactional Violence

14. The size of the force to deal with interfactional violence depends on the local situation
but speed of reaction to the violence is essential.  A patrol on the spot may clear a
crowd which minutes later may require a whole sub unit.

15. In an interfactional situation it may be possible to contain the crowd by placing the
soldiers between the factions.  In doing this they are separated and then forced to
withdraw to beyond the missile throwing range and, if possible, out of sight of each
other.  The number of soldiers used depends on the size of the crowd and the distance
over which they have to be separated.  Armoured vehicles can be used to thicken up
a baseline and give added protection to the soldiers whilst at the same time giving an
element of cover from view.  However this tactic may not be possible or even desirable.

16. Each theatre of operations should provide specific guidance on this form of violence
depending on the role of the troops, the mandate and the strength and ability of local
forces including the police force.  Once the situation has calmed down, control is
handed back to the police.

The Use of Photography

17. In dealing with the aftermath of violence and riot in urban areas the majority of
retrospective arrests can be attributed to the successful use of photography.  It is
therefore most important that cameras, photographic or video are positioned to record
the violence riot and that the films are handled in accordance with the usual handling
procedures.

18. Cameras can be positioned within the baseline or in overt or covert OPs.

19. Once the photographs have been developed, again in accordance with usual handling
procedures, they must be handed over to the police who will add these photographs
to their own photographic coverage of events and use them together with any video
film in making up their retrospective arrest.

Sequence of Events

20. A possible sequence of events could be:

a. Try talking down situation.

b. Deploy sniper protection and establish baseline.

c. Issue warning.

d. Snatch squads in position.
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e. Open fire with baton rounds and launch snatch squads.

f. Achieve aim by stabilising the area and allowing the police to function.

g. Withdraw.

h. Retrospective arrests by the police.

21. The deployment of sniper protection, the establishment of a firm baseline and the
positioning of arrest squads would be conducted by using tactical procedures and
exercising military judgement.
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SERIAL D-24.  CROWD CONTROL ISSUES

Introduction

1. Belligerent and hostile crowds may assemble in spite of measures adopted to prevent
this.  The civil authorities may be unable to cope, and military assistance may be
needed. It is most important that a commander should select the method of dispersing
a crowd most appropriate to the circumstances; on the one hand a relatively amiable
crowd may be inflamed by an ill judged show of force, while on the other an
underestimate of the hostile intent of a crowd and the deployment of an inadequate
number of troops could be equally disastrous. The tactics outlined in this Serial should
be used as a guide; the military commander on the spot has to use his own judgement
as to how to deal with any particular situation.  In the emotive situation of dealing with
hostile crowds it is necessary to cover, generically, the various types of crowd situation
that may develop.  These range from that of minor, and possibly, routine aggressive
behaviour of crowds towards patrolling, to the larger and more potentially serious
situations when hostile assemblies, prison riots, or anti authority demonstrations may
occur.  To the experienced eye, some of the tactics described may seem out of date
and far too pedantic when dealing with disorders.  Nevertheless,  it is necessary to
record all these details because every situation is different and the military com-
mander should have a range of tactical options available to suit the need.

The Legal Position of Forces

2. Before any detailed tactics and procedures can be outlined, it is necessary to remind
the reader that whatever the situation the three cardinal tenets of British law as applied
to the Armed Forces remain fully in force - that is their legal status in the UK or
elsewhere (Status for Forces Agreement), the legal justification for any military
actions they take and the Rules of Engagement (ROE) that pertain at the time.  Minor
incidents, hostile assemblies and disruptive behaviour will vary considerably and the
legal means of dealing with them will be different from state to state.  The tactics and
procedures described in this Chapter use the UK position as the model for any
scenario in order to show the sort of planning and other military factors that a
commander will need to be address in these situations.  Likewise the legal use of riot
control weapons will also vary from state to state and a British commander will have
to ensure that he has a firm and clear legal basis and authority to use any weapons
in these situations.  This would apply also to tactical practices and any novel
techniques considered to deal with crowds or riots, - particularly if these concern
women and children.

The Nature of Crowds

3. General .  The size of a crowd is no indication of its attitude. It will often consist of many
more peaceful citizens and sightseers than trouble makers, and women and children
may be present in large numbers. However, a crowd which has confined itself to
shouting slogans and making a noise can quickly become violent if it is joined by
violent elements or provoked by an injudicious show of force. The presence of the
following can indicate impending trouble:
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a. Gangs of youths, usually lightly clothed and possibly armed with sticks, stones
or bottles which may be used as petrol or acid bombs. They are likely to be
organized and even paid to provoke trouble to spark off anti-authority or factional
feeling by using hit and run tactics. They may be scattered in loose formation
within a crowd, or combined in gangs which may be numbered in hundreds.

b. Gunmen within the crowd or in the surrounding buildings and side streets: their
aim may be not only to cause casualties, but also to provoke the security forces
into firing at the crowd.

c. Women and children, or large bodies of school children, either used separately
or as a shield to the crowd. Once again the main aim is provocation, in the hope
that there will be over-reaction on the part of the security forces which can
subsequently be exploited.

4. The Role of the Police .  The role of the police in countering crowd violence varies
according to their strength and organization and the policy on their employment. An
armed police force with a strong paramilitary capability is  likely to be both well
prepared and trained in riot drills.  The military force is,  therefore, not likely to be asked
to intervene until rioting has reached serious proportions. On the other hand an
unarmed force with a traditional good humoured and persuasive approach in their
dealings with the public will be less well able to deal with hostile crowds and may seek
military assistance at a comparatively early stage.

Preparations for Dealing with Crowd Disorders

5. General .  As a general precaution a commander, faced with situations where troops
may have to respond to disturbances and crowd disorders, should take due note of
the provisions of Chapter 5 Volume II of the Manual of Military Law.  (Sections 23 and
31 are particularly relevant).  These obligations and duties will probably vary when a
soldier is involved with disorders abroad, and separate legal instruction may well have
to be issued; nevertheless these obligations and duties do provide a basic guideline
for any military actions taken abroad when dealing with disturbances and crowd
disorders.

6. The Role of the Civil Authority .  The civil authorities, even in a PSO  situation, are
primarily responsible for dealing with crowds, large assemblies, marches, industrial
action and other similar disturbances to public good order.  There may well be
situations when the scale of civil and public disturbances gets beyond the capabilities
of the local police forces.  In this case the civil authorities, normally in the form of the
senior police representative present, requests the military authorities to take over
certain police duties which could include crowd control.

7. The Role of the Military Authority .  As a preliminary to such a request it is probable
that troops will already have been positioned at strategic points. It will, however, be
exceptional for them to be called to the actual scene of a disturbance until a decision
has been taken at the appropriate level to employ military forces for the dispersal of
crowds.  Once the troops have been called in it is still the military commander’s
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responsibility not to use more force than is necessary and reasonable. Whether or not
he takes action is likely to depend on the information and the advice of the civil
authorities. While he will normally be guided by these authorities, he has to make his
own judgement of what military assistance is both requisite and appropriate, and he
remains accountable for his actions.  In some PSO situations it is possible that no
police or civil authorities are present at the scene of the incident (for whatever reason).
While this does not absolve the military commander from taking suitable corrective
action, this should be tempered by the criteria covering:

a. The safety and security of his own troops.

b. The protection of innocent persons.

c. The prevention of real damage to state property.

8. Military Restraint .  The military commander should not use force if the civil authorities
are still in control and have not asked for help in the particular incident in question or
if crowds can be dispersed without the use of force.

9. Planning .  As soon as disturbances are expected which may require military
assistance, contingency plans must be made which should cover:

a. The establishment of joint police and military operational headquarters where
this is appropriate.

b. An assessment of the different types of disturbances likely to develop, their
probable locations and the strengths and action needed to control or suppress
them and any likely tasks or roles the military forces may have.

c. An assessment of the troops which will be required for each locality, and the
earmarking of troops for each task.

d. The arrangements for representatives of the civil authorities, who may be police
officers, to join the troops.

e. Joint reconnaissance, if possible down to platoon or squad level.

f. The channels through which requests for military help should be made.

g. An assessment of critical areas and centres of communication which must be
securely held.

h. The collection of evidence by photographic means or by written or tape recorded
eye witness accounts.

i. The preparation of any special stores likely to be needed, eg public address
equipment, dannert wire, knife rests, sandbags, fire fighting equipment and
emergency lighting.
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j. The reception, accommodation and administration of troops and reinforce-
ments.

k. The rehearsal of procedures and the testing of communications. In all areas
where operations are likely there should be specific military frequency alloca-
tions so that radio can be used immediately on arrival.

l. Provision of equipment, riot control agents and maps for reinforcing units.

m. Maintenance of up to date briefs to hand to commanders of reinforcing units on
arrival.

n. Plans to divert civil traffic which should include provision for maintaining cleared
routes for use by military reinforcements.

o. The use of interpreters during deployment.

10. Preliminary Military Action .  Before trouble breaks out,  the military commander has
to decide, in conjunction with the local authorities, whether and where his troops
should be concentrated, where they should move to if disturbances occur, and
whether or not they should be seen to be available. It will often be prudent to move
close to the scene of an anticipated disturbance, both to ensure that troops are readily
available and to enable commanders to keep in touch with the situation.  A
commander must not, however, allow his forces to be scattered, and should keep a
reserve under his control.  A joint headquarters, where this is applicable, should be
set up during this preliminary stage and the military and civil authorities must either
be together in it or in close personal or radio contact.

11. Information Required from the Civil Authorities .  When the senior civil representa-
tive at the scene of the disturbance decides that he is unable to deal with the crowd
he will call for reinforcements. If the reinforcements are military he must give the
following information which should be based on a common format:

a. Nominate an RV, near to the scene of the incident.

b. Indicate the best route to the RV to ensure arrival from the right direction without
interference; this route should be kept open by the civil authorities, if possible.

c. An estimate of the size of the crowd, its intentions and temper.

d. Any relevant topographical details including lighting problems at night.

e. The direction in which the crowd should be dispersed.

12. Subsequent Role of the Police .  When the military commander takes over, the local
forces under civil control should normally be withdrawn into reserve, but a civil
representative must remain with the military commander. Possible tasks for these
forces are:
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a. Follow up quickly after the troops have used special equipment, should the
crowd show signs of wavering, thus re-establishing police control.

b. Cover the troop's rear, by blocking side streets.

c. Make arrests and take into custody those arrested by the military forces.

13. The Deployment of Troops .  The course of events up to the moment when the
decision to commit troops is taken is described in the previous section. Certain
preliminary planning should have been completed by this stage and liaison with the
civil authorities established.  Further planning is now needed to decide:

a. The route and direction by which troops should arrive.

b. Whether the move should be ostentatious, with a planned show of force, or
unobtrusive.

c. The tactics and weapons needed on arrival.

d. An RV where the military and local commanders can meet: it must be well clear
of the crowd but with a view of the scene of the disturbances.

e. Preliminary orders for troops involved.

14. Move of Military Forces into the Area .  The decision whether to move troops openly
or unobtrusively will depend on the cause and degree of the disturbance. When it is
of a minor and local nature, and particularly when violence has not yet occurred, the
appearance of troops may have a calming effect, but if the disturbance is more serious
and widespread, it may be wise to move in troops unobtrusively. If the situation is
serious and the local authorities are rapidly losing or have lost control, troops must be
moved in by the most direct open route. The preliminary reconnaissance should have
identified all the likely routes, and civil action should be planned to speed movement
by such measures as manual overriding of automatic traffic lights etc.  It is essential
that the move in is orderly, decisive and deliberate because when tension is running
high this will have a steadying effect. Local guides and traffic escorts should be
provided if available. Troops must move in formed bodies, and officers or experienced
NCOs must command all small parties or detachments, particularly when armoured
vehicles are used. Neither men nor vehicles must be employed singly, and sentries
or look-outs should be posted in pairs.

15. Arrival of Military Forces .  Troops should be prepared to intervene the moment they
arrive at the scene of the disturbance so that the situation does not deteriorate through
unnecessary delay. They must therefore have a well rehearsed deployment drill. This
does not mean that troops must always be used at once; and it is particularly important
that armoured vehicles should not make a premature appearance which may rob a
commander of the advantage he would gain later from the shock effect of their sudden
intervention.  Troops should never be brought to the scene of a disturbance until their
intervention is required. If they arrive too early and then have to stand about waiting
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to be committed, the crowd may either find their presence provocative, or it may get
used to them and be encouraged to think that no stronger measures will be used.

16. Transport .  The following points should be noted:

a. Debussing Point.  If the military force moves to the scene of the disturbance in
transport it should normally debus away from the area, unless armoured or
special vehicles are in use and it is considered advantageous to debus close to
the crowd. Troops must debus quickly to a practised drill with all their equipment,
and form up at once.

b. Soft Skinned Transport. Transport should be left under guard well clear of the
incident, except for one vehicle which can be used to carry a small party including
a policeman, to deal quickly with any specific diversions such as a splinter crowd
setting fire to property, looting or attacking an individual. This vehicle can also
carry wire or other barriers to block off side streets, entrances to building etc, and
is useful when dominating the area afterwards. It should, if possible, be fitted with
protection kits and a fire proof canopy, and may carry a powerful public address
system and searchlights. If Armoured Personnel Carriers (APCs) are employed
the commander may allot them tasks in the forward areas dependent upon the
local situation. When APCs are used well forward a certain amount of the
equipment can be left in them until required.

17. Action on Arrival .  There can be no categoric sequence of events, and some of the
actions listed below may have to be done during earlier stages of preparation and
planning. Once troops have arrived at the scene of disorder, certain preparations
must, however, either have been made, or put into effect at once. These are:

a. Information on the situation must be obtained from local police, roof-top standing
patrols  and helicopters.

b. An assessment must be made of the best direction in which to disperse the
crowd; some factors affecting this would be the mood of the crowd and its
intentions, the existence of attractive targets and of other crowds, and alterna-
tive dispersal routes.

c. The method of handling the crowd must be decided; it should not be bottled up
but given time and room in which to disperse.

d. The machinery for co-operation with the local authorities must be established.

e. Deployment plans must ensure all round protection to prevent rioters from
encircling security forces.

f. It must be decided whether there will be a deterrent value in arresting ring-
leaders.
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g. The value of warning and persuasion, without the use of force, particularly when
directed at community leaders is important, and the use of minimum necessary
force must always be borne in mind.

18. Stopping a Moving Crowd .  It will be usual to deploy troops to halt the progress of
a crowd, and such deployment focuses the attention of the crowd, thus distracting
attention from other moves by the security forces. It establishes a base line from
which:

a. OPs are established and ground reconnaissance carried out.

b. Every effort is made to identify individuals in the crowd, especially ringleaders,
using photography if possible.  At night, lights will be necessary.

19. Communications .  Whenever troops are called to aid the local authorities it is the
responsibility of the military commander, not the local forces, to see that they can
communicate with each other. Even though this may be achieved by the provision of
a radio set on  the local net for use by the military, or by attaching a liaison officer, it
is still a military responsibility to see that it is done.

20. Use of Aircraft and Helicopters .  Depending on the threat posed, aircraft, particu-
larly helicopters, may be employed on the following tasks:

a. Reconnaissance to give early warning of crowd assembly and movement: aerial
television can relay pictures direct to a ground headquarters.

b. Dominating a crowd by flying or hovering overhead and drowning any speakers
who may be addressing the crowd.

c. Dropping riot control agent if necessary and reasonable to do so.

d. Acting as an airborne command post or radio relay station.

e. Positioning OPs on high buildings, or lifting troops to the roofs of those occupied
by crowds or snipers.

f. Public address by means of loudspeakers.

g. Night illumination.

h. Photography.

21. Military Records .  Military action in support of the civil authorities may be the subject
of subsequent enquiry. It is therefore essential to be able to establish what happened,
and a complete record must be kept of all events as they occur. The use of a pocket
tape recorder can eliminate the need for laborious note taking and provides a
convincing record for subsequent use.  Commanders at all levels must arrange for a
diary to be kept in which are noted such things as:
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a. Important events in chronological order.

b. Brief details of any orders received and issued, either in writing or orally.

c. The names of civil representatives or police officers with whom the commander
has consulted.

d. Brief details of any requests, proposals and advice given by the civil authorities.

e. Reasons for decisions, subsequent action taken and results.

22. Photographs . Photographs form a valuable record of events, but a hand held video
recorder provides a more effective and immediate record of events with dates and
times superimposed.  A prudent commander will ensure that both cameras and video
recorders are available to cover any event where trouble is anticipated.  Helicopters
can easily be employed to record events, by camera or video, for the commander on
the ground.  The use of the media to obtain suitable photographs, video film shots and
other associated evidence should also be considered.  It may be appropriate for the
superior HQ to monitor and record the international TV and media outlets if the
incident has attracted such attention.

23. Political/Religious Leaders .  The role and potential participation of political or
religious leaders in large assemblies needs careful advance consideration and the
options available to the military commander discussed and cleared at the appropriate
level before action (if any) takes place.

24. Crowd Control Equipment .  In some cases the use of crowd control equipment such
as visors and body armour can be provocative and will need assessing by the
commander before any situation gets so out of control that these items become
essential.   The use of such equipment in tropical environments may also give troops
an additional unnecessary burden in a tense and difficult situation.
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SERIAL D-25.  DISPERSING CROWDS AND RIOTS

General

1. A crowd nearly always includes innocent people, caught up in it through circumstanc-
es or idle curiosity; it may also shelter agitators, well aware of the capital to be made
out of the spilling of innocent blood, who will seek to provoke the security forces into
ill considered, hasty action. It is therefore important that no more than the minimum
necessary force is used to disperse a crowd, and that the methods employed are
appropriate to its mood and the local situation. The commander must consider which
method of crowd dispersal best fits the situation. The measures which can be used,
short of opening fire, are described in this Serial.

Persuasion

2. Attempts by the civil authorities should always be made to persuade crowds to
disperse peacefully if possible. This would normally be the responsibility of the police.
Military forces should normally only be called in when the situation has gone beyond
this point.  Nevertheless some of the methods available are:

a. Voluntarily.  As a first step and one which may often be the most effective and
the least provocative, unobtrusive discussion with the leaders involved may lead
to the orderly dispersal of a crowd. Moreover, this dispersal will appear to be
voluntary rather than enforced by the security forces.

b. Verbal or Visual Persuasion. The crowd may be addressed by loud hailer or by
some other form of amplified system which may be hand held or mounted on a
vehicle or aircraft. Announcements should always be prepared by someone with
a knowledge of local affairs who can advise on the most persuasive approach;
an announcer with a local accent may also be effective and an interpreter may
be needed.   If no expert is available then a commander may have to
extemporize; it is always most profitable to address responsible members of the
crowd and rely on them to influence the remainder. When adopting any of these
methods some pitfalls which should be avoided are:

(1) Pleas. Pleading from a position of moral or physical strength may be a
logical and productive stage in the process of dispersal; however it is more
likely than not that pleas from a position of weakness will produce an
adverse effect.

(2) Promises. While promises may produce an immediate and positive result,
the longer term results of rash promises made without due authority will
inevitably be negative and damaging to the security forces.

(3) Threats. Any attempt to force a crowd to disperse by threat of the use of
force which cannot be justified legally in the circumstances may provoke
the crowd and discredit the security forces.
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c. Observation and Containment. There are numerous occasions when to contain,
observe and threaten a crowd should be enough. The lack of a suitable target,
in the shape of the security forces, may cause the crowd to disperse from fear
or boredom. The ringleaders may have particular difficulty in inciting the crowd
if there is no suitable target for them to attack.

d. Show of Force. This may be ostentatious, which can be provocative or it may be
conducted more circumspectly.  An ostentatious display of force may be very
effective on those drawn into the crowd more by curiosity than conviction: if
however, it inflames feelings the situation may get rapidly worse.  Less
provocation can be achieved by posting OPs, particularly on roof-tops and high
buildings where they can be seen, so that the crowd becomes aware of a military
presence, and individuals may begin to fear being surrounded and decide to
leave. Their departure can be infectious and the crowd should be allowed to melt
away. While an open show of force may require that all troops available are seen,
a more unobtrusive approach should always be backed up by a reserve. This
may be needed should an isolated detachment be attacked or surrounded.

Tactics when Facing a Crowd

3. In some situations the police forces may well be organised and equipped to deal with
crowd disorders and the military commander should note that police forces outside
the UK would operate in very different ways and with differing types of equipment.  In
addition, new tactics and weapons (possibly non lethal) would indicate that all forms
of dealing with disturbances should be rigorously examined and rehearsed before
being taken into use.   As a rule in any adopted formation, the sections are deployed
from front to rear instead of across the frontage of the area. This arrangement enables
a unit to formally escalate the degree of force used by changing the front rank or to
‘break box’ and adopt tactical fire positions under section control if confronted by small
arms fire or worse.

The Components of a Force

4. General .  Whether directly in support of the civil authorities or working independently,
the military force should generally be made up of the following four components.  The
strength of each component in relation to each other will depend entirely on the
situations and the role allocated to the military force.

a. A Baseline Force.

b. An Arresting Force (Snatch squad) where appropriate.

c. An Anti-sniper Screen.

d. A Reserve.

5. The  Baseline Force .  The baseline is a barrier from which offensive action may be
taken against crowds, and behind which reorganisation can take place.  It will consist
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usually of a combination of vehicles and soldiers on foot carrying a mix of baton guns
and shields.  The line should be able to move forwards or backwards whilst retaining
a blocking capability.  There may be occasions, however, when the aim of the baseline
is to remain static, and in such instances there could be knife rests or some other form
of barricade in place of vehicles.  The baseline will invariably be established as the first
stage of controlling a crowd and serves as the mainstay of dispersal or containment
operations.  Possible uses are as follows:

a. Dispersal.

(1) Holding ground while the arresting force in the form of snatch squads
operate either through it or around its flanks.

(2) To move forward as an entity and in conjunction with baton guns and
snatch squads, disperse crowd, by forcing it back.

b. Containment.

(1) Holding ground on flanks and side roads while the main police force carry
out blocking or dispersal operations in the area of maximum trouble.

(2) Acting as a back up to the police and moving forwards or backwards behind
the police while they disperse crowd in front of the baseline.  In this
instance, the baseline will also act as a line behind which the police can fall
reorganise before recommencing offensive operations.

c. Composition.  A suggested composition and layout of a baseline force is shown
at Figure 1.  It should be noted that the actual strengths and mix of weapons will
depend on each situation and should be decided upon at the planning stage.

6. Baseline Composition .  A suggested organisation for a platoon sized baseline is:

a. Two teams as shield men carrying 6 foot shields and batons.  They should wear
helmets with visors down.  'Winged' vehicles enable the number of baseline
troops to be reduced.

b. One team providing baton gun men for shield line.

c. One team providing close anti-sniper protection and lookouts for acid, petrol and
blast bombs.

d. One team as snatch squad (or if provide from elsewhere the team can be used
as extra batons or shield men).

e. One Team (Commander's Team) including platoon commander and platoon
sergeant with 2 soldiers to put out soldiers on fire, splash down acid bomb victims
with water and act as resupply runners for baton rounds.  They may also be used
to escort anyone arrested cell.
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7. The Arrest Force .  The military forces may be required to make arrests when acting
in direct support of the police and will almost certainly find it essential to make arrests
when working in isolation, as arrests are the only really effective means of dispersal.
There are three aspects to making arrests:

a. Arrest.  Snatch Squads should be nominated to make arrests, with the actual
number of snatch squads and composition of each dependent on the situation
and the number of troops available at the time.  The organisation below is the
minimum recommended:

Appointment Weapon Task

(1) Commander Baton Gun Select target; cover man

(2) Snatcher Baton Make arrest

(3) Snatcher Baton Make arrest

b. Escort.  An escort with a rifle may also be nominated as additional anti-sniper
cover in exceptional circumstances.  Such cover would normally be provided
within the overall area plan for protection.

c. Snatch Squads.  These should be carefully briefed on the following points:

(1) Faultless arrest procedures to ensure conviction.

(2) The further forward they move from the baseline - the more vulnerable they
become.  A limit of exploitation should be given.

(3) Arrest only one individual at a time: the squad commander should make the
selection.

(4) The dangers of splitting up.

(5) Speed of action.

d. Processing Arrested Persons.  In addition to the snatch squads, it may be
necessary (if this is not being handled by the police to have an arrest cell to
process arrests.  Whilst correct procedures and continuity of evidence are
essential; all involved must be aware of the necessity to move arrested persons
to police custody as soon as possible.

e. Retrospective Arrests.  Finally, and especially if the police are not present, full
use should be made of video and photography for retrospective arrests.

8. Anti-Sniper Screen .  The military force will almost certainly be requested to provide
anti-sniper cover for the whole operation.  Time permitting, the cover should be
planned in advance and positions checked by reconnaissance..  It should be planned
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Figure 1.  Suggested Layout for a Baseline Force
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on an area basis and cover forward of the baseline and also the flanks and rear.
Because such cover may have to be provided from high ground remote from the main
position - it is essential that sensible men are chosen and communications are good.

9. Reserves .  As in any military operation, a reserve is essential to afford flexibility to the
commander.  The reserve should be positioned centrally, and must be prepared for
any task from thickening up the Baseline to providing extra anti-sniper cover or
additional snatch squads.  It must be mobile and equipped to cover any eventuality.

Dispersal Measures

10. Ringleaders in a crowd, or small parties of hooligans throwing stones or other missiles
are usually bent on creating trouble without being caught. If they think they are likely
to be arrested they usually move to another area. The incitement of the crowd or stone
throwing may be an end in itself, or it may be only the first phase of a plan to cause
major widespread trouble or to draw troops into an area where they can be ambushed
with firearms. Surprise moves will catch them before they can move away or put the
next stage of their plan into operation. The aim of the military forces is to disperse the
crowd.  It is important to select dispersal routes which will be attractive to the crowd,
namely those leading to their homes, and to keep these exits clear as the crowd starts
to disperse.  There are a number of tactics which may prove successful:

a. Assault from an unsuspected direction such as the flank or rear of the crowd as
shown in Figure 2.  It may be possible to move over roofs or through top storeys,
through gardens or even by underground routes if these are well known to the
security forces. Routes for such moves must be clear, or the outflanking party
may get involved in a running fight with parts of the crowd and surprise will be
lost. Flanking moves should usually be covered by standing patrols on high
buildings or other suitable positions.

b. When the crowd is in the open, it may be possible to use speed to achieve
surprise by moving vehicles rapidly into the area of the crowd from the flanks or
rear.

c. A surprise frontal assault may be successful.

d. Withdrawal of the baseline will usually draw the crowd forward and expose its
flanks to prepositioned arrest squads which can quickly move in on the
ringleaders.

e. Special weapons can be useful in dispersing a crowd.

Use of Riot Control Weapons

11. Weapons for use in riot control situations will rarely be decisive in themselves. They
may, however, give the security forces a temporary advantage which must be quickly
exploited, perhaps by the use of arrest squads. In the early stages of operations in any
area, it is preferable to precede their use by a warning to the crowd.  The most usual
weapons currently available are:
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a. Prodders and Pushers.  These can be either hand held or mounted on vehicles.
When vehicle mounted they can be wired to give a small electrical shock; they
may be difficult to manoeuvre where there are obstructions such as palings,
lamp posts, telephone boxes etc.  Hand held devices can be improvised to move
a crowd back slowly and steadily, and for this purpose coils of dannert wire
carried by a line of soldiers or bounced in front of soldiers can be effective.  Hand
held devices can rarely be used against an aggressive crowd which is hurling
missiles.

b. Water Under Pressure.  Water under pressure can be projected from water
cannons or fire hoses.  Water cannons should operate in pairs so that one can
be away filling up: they are large vehicles which may be difficult to manoeuvre
in narrow streets, and they must be escorted to and from the area and protected
while in operation.  Fire engines and fire hoses will become targets for violence
once they have been used to quell disturbances, and this and the possible urgent
need for them in their conventional role should be taken into account before
sanctioning their use.  The ways in which water can be used are:

(1) As a Douse.  This may be the most humane way of dispersing a crowd with
a high proportion of women and children, epecially in cold weather.

(2) As a Jet.  This can temporarily neutralize a rioter and even knock him over,
at ranges of less than five metres the jet must be aimed at the feet not the
body.  CS in solution in the jet will enhance the effect.

(3) To Spray Dye.  This helps in the subsequent identification of rioters who,
fearing arrest, may therefore disperse.  The presence of dye on a person
is not in itself sufficient evidence to obtain a conviction on the charge of
unlawful assembly.

c. Baton Rounds.  These are non-lethal, large calibre, rubber or plastic projectiles
which are accurate at short ranges.  Their use must be governed by Rules of
Engagement.

d. Riot Control Agents.  The standard riot control agent is CS which causes
watering and irritation of the eyes, choking and coughing.  The effects usually
disperse in five to ten minutes, but it takes a determined person to remain in a
CS concentration.  CS can be delivered by riot gun, pistol or by grenade.  MACE
is on issue to some police forces, and this together with other varieties of non
lethal agents may well be employed in the future.  British servicemen can only
make use of equipment and agents that have been officially authorised in
advance by the Ministry of Defence.  A commander must take the following into
account before using CS.

(1) The size, temper and composition of the crowd.  CS may induce panic in
a tightly packed crowd.

(2) Whether wind conditions will allow the speedy build-up of an effective
concentration.
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Figure 2.  Example of Crowd Dispersal
Assault from an Unexpected Direction
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(3) The downwind hazard to uninvolved persons or traffic.

(4) The need to avoid CS cartridges entering confined spaces such as the
interior of buildings, as the smoke can be dangerous in a confined space.

(5) Whether the reduction in visibility caused by the use of CS will hamper the
arrest of ringleaders.

(6) The most appropriate means of delivery taking account of these factors,
safety and the achievement of the aim.

(7) The degree of protection of security forces.

Other Measures to Contain Riots

12. Countering Hostile Action .  A determined and experienced insurgent organization
will be able to anticipate the usual security force deployment drills, and a crowd may
be assembled with the intention of drawing forces into a selected area where they can
be ambushed. A commander should be alert to this, and some precautionary
measures are:

a. The deployment of a force of such a size that any ambush party is likely to be
surrounded or taken in the rear before it can act.

b. The use of armoured vehicles to carry troops through dangerous areas.

c. Caution in following a retreating crowd, and the use of cover when doing so.

13. Guarding Against Being Outflanked . A sub-unit that is outflanked by a crowd may
either have to fight its way out or it may be necessary to divert troops from other tasks
to rescue it. In either case the credibility of the troops as an effective force will be
reduced. Outflanking can be prevented by:

a. Not allowing small sub-units to become detached and unsupported.

b. Constant monitoring of crowds by roof-top OPs, patrols and helicopters.

c. The sealing of flank approaches; this could well be a suitable task for the civil
police, particularly if they have been withdrawn into reserve.

14. The Use of Armoured Personnel Carriers (APCs) .  APCs provide protection from
small arms fire, give extra mobility to a force and a firm communications base; they
do, however, need to be protected from anti-armour weapons. They may be useful to:

a. Mount a surprise attack.

b. Surmount or break barricades or force an entry into a building.
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c. Provide illumination with spotlights: these can also be used to dazzle rioters at
night.

d. Act as a crowd barrier, for which purpose they can be electrified: they can also
be used as a screen between opposing factions.

e. Clear a large crowd if several APCs are used in line abreast.

f. Evacuate casualties and detainees under fire.

15. Dealing with Women and Children .  Women and children are often involved in
disturbances for publicity purposes, as well as being used as cover for hostile groups,
the aim being to provoke the security forces into taking harsh action which can
subsequently be used as hostile propaganda:

a. Because women and children are exploited for their propaganda value, the less
made of any incident the better. If possible the incident should be handled by
police making full use of women police if arrest becomes necessary.

b. It is often possible to play on the emotional factors, physical lack of endurance,
and dislike of discomfort of women and children. Marches and sit-downs can
some times be permitted to continue under control until boredom has brought
the demonstration to an end.

c. If force becomes necessary, the less the degree of such force used the less will
be the adverse propaganda value. The following factors apply:

(1) The level of force which may be the minimum necessary against a man or
youth could be excessive or unreasonable in the case of a woman or child.

(2) Not all special weapons are appropriate for use against women and
children baton rounds are an example. The water cannon in the dousing
role is most suitable, causing discomfort and loss of dignity but no injury.

(3) Close physical contact with women and children to force them away may
be justified, but it must be remembered that they, too, are quite capable of
using knives and other weapons. Troops bouncing rolls of dannert wire
before them, or the use of vehicle mounted barriers may achieve the aim
with less risk, provided always that their use is the minimum necessary
force reasonable in the circumstances.

(4) The sooner arrested women and children are handed over to women
police military or civil, the less scope there is for a smear campaign against
security forces.

d. Despite the involvement of women and children in incidents for publicity and
diversionary reasons it should be noted that all modern insurrections have
included women who are just as committed to insurgency as their male
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counterparts, and who have carried out assassinations, bombings and other
insurgent activity.  It follows that a soldier is just as much entiled to use force even
lethal force, to prevent a woman or child causing death or serious injury when
they are illegally involved in an attack.   It is always a question of what in the
circumstances is necessary and reasonable. Every case must be dealt with on
its own merits, using a combination of firmness and common sense.

16. Crowd Dispersal in Open Spaces .  Dispersing a crowd in a large open space may
be more difficult because:

a. Larger crowds can assemble.

b. Their direction of movement is less easy to anticipate and, subsequently, to
canalize: the security forces can therefore be more easily enveloped or
outflanked.

c. It may be difficult to establish a baseline.

d. Some special weapons are less effective because their results can more easily
be avoided.

e. Variations.  Some adjustments have to be made to the techniques already
described, and in general terms these are:

(1) Decide where the crowd can be allowed to go and deploy accordingly.

(2) Employ an adequate number of troops. In a large area this should seldom
be less than a battalion

(3) Consider the use of armoured vehicles and special weapons.

(4) Maintain an adequate mobile reserve.

(5) Maintain continual observation on the crowd to detect any change in its
mood or objective.

17. Handling of a Dispersing Crowd .  Once a crowd has started to disperse it may
occasionally be necessary for troops to advance to keep it on the move in the right
direction. Troops advancing and driving a crowd before them should remember that
the pace will be that of those furthest away. A crowd on the move in the right direction
should not be hurried. Those able to see the troops will no doubt be going as fast as
they can and not nearly so fast as they would wish. On no account should the crowd
be hemmed in so that it is unable to disperse.

18. Subsequent Domination of the Area .  An operation does not end with the dispersal
of a crowd which must not be given the opportunity to reassemble. A joint plan must
be made by military and police for patrolling the area after the dispersal of a crowd,
and for removing any barricades erected by it.  If possible local residents should be
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persuaded to remove the barricades themselves or at least assist in doing so.  Only
when the military and police commanders are both satisfied that the crowd is not
reassembling, or that the police alone can handle the situation, should the troops be
withdrawn.

Suggested Orders for Dealing with Riots

19. Riot Orders .  'Execution' to include:

a. General Outline:

(1) Move to riot.

(2) Action at riot.

b. Action on Debussing:

(1) Debussing point location.

(2) Vehicle formation.

(3) Tasks.

(4) Grouping.  (Arrest squads, sniper protection, baseline troops and re-
serves).

(5) Limit of exploitation.

c. Phase 2.  Further orders will be given on the ground.

20. Factors in Riot Control

a. Types of Riot:

(1) Inter Factional.

(2) Against Security Forces or Authorities.

(3) Looting.

b. Countering Riots.

(1) Sequence of Events.

Persuasion

Photograph

Make arrests



D - 25 - 13Issue 1.0: Dec 98

Baton rounds/CS gas

Use of dyes, where appropriate.

(2) Tactics.

Drive in arrest

Base line and flanking arrests

Location of arrest area

Arrest procedures - on the spot or retrospective

Will police arrest on the spot?

c. Countering Factional Riots

(1) React as quickly as possible.

(2) Interpose two lines of tps between factions and force back out of missile
range.

(3) Use APCs as base line when appropriate.

(4) Persuade crowd to disperse.

(5) Keep mobile res.  Helmets in vehs.

(6) Weapons - Rifles, Baton guns.  Post snipers.

(7) Base line tps to make use of all available cover.

(8) If situation deteriorates, use riot drills.

21. Reminders .

Keep under cover - shields where used are not normally bullet proof.

Arrest teams always covered.

Baton rounds to be fired in volleys.

Beware of a change of mood in the crowd (riot leading to a snipe).

Know the ground.

Keep the HQ/Ops Centre informed.
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Suggested Procedures for the Use of Riot Control Weapons

22. Commanders should be aware of the requirement to:

a. Warn troops to get grenades, cartridges or baton rounds ready.

b. Move the riot gun section forward to where individuals can fire, such as the
spaces between men of the baton section.

c. Warn the crowd.

d. Give orders where baton rounds, CS cartridges or grenades are to be fired.

e. In the case of CS, order respirators to be put on.  This should be done by groups
to avoid a gap in fire cover or observation.  It is sometimes possible to achieve
surprise by firing CS before donning respirators, which can then be put on whilst
the CS is affecting the crowd.

f. If the crowd do not disperse, order CS to be fired or thrown, or baton rounds to
be fired.

23. If the crowd still does not disperse, give further orders to fire more CS or baton rounds
to greater effect.  The number and type of baton rounds and CS grenades or cartirdges
fired should be carefully recorded.

Firing Riot Control Weapons from a Baseline

24. When firing riot control weapons from baselines the shield line should part.  This can
be done by either parting the shields as at Figure 3a or fanning shields as at Figure
3b.  It is evident that this provides more cover during engagement.  The method shown
at Figure 3c should not be used as the Riot Gun cannot be aimed properly.

Figure 3a

Figure 3b Figure 3c
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SERIAL D-26.  OPENING FIRE DURING CROWD DISPERSAL

General

1. It will be rare for fire to be opened except in a situation of very serious rioting.  ROE
usually cover the opening of fire only in circumstances where there is a real threat to
lives.  This would apply equally to a commander as well as the individual soldier,
although all have the right to open fire in self defence if lives are at risk.

Responibility for Opening Fire

2. Although there may be exceptional occasions when an individual is forced to open fire
on his own initiative, the responsibility normally rests with the commander on the spot,
who will not order fire to be opened unless he is satisfied that the situation is so
dangerous that other means at his disposal are ineffective and that it is necessary and
reasonable to do so. Orders covering occasions when fire may be used in crowd
dispersal operations must be issued to all troops in accordance with the instructions
of the senior military commander in the theatre.  All commanders must ensure that
their soldiers fully understand these orders and are continually reminded of them. The
military commander on the spot should, if possible, consult with police or civil
representatives present before ordering fire to be opened, but he cannot ask them to
take, or even share, the responsibility for his actions. Every effort must be made to
prevent troops being overrun by a crowd. If there appears to be a serious and
immediate danger of this happening to such an extent that a soldier considers his own
life or others are at risk then it may be necessary to open fire.  A number of police forces
are armed with small arms or shot guns and may resort to their use for crowd control.
The engagement of a crowd with  weapons of this type does not set a precedent for
a military commander operating in support of the police for opening fire with weapons
under his command.

Sequence for Opening Fire

3. When the military commander decides that fire has to be opened he will, as far as
possible, take the following action:

a. Attempt to warn the crowd by all suitable means that effective fire will be opened
unless it disperses at once. This can be done by the display of banners showing
the necessary warning in the vernacular, or an announcement over a loud hailer,
megaphone or public address equipment. In some situations, hand held or
vehicle mounted loud hailer equipment may be the only really effective means
of warning.  In a rapidly deteriorating situation it may not be possible to warn the
crowd adequately and these methods may have to be abandoned altogether.

b. Give the order personally to the unit commander concerned, indicating the target
and the number of rounds to be fired.1 He will ensure that the number of rounds

1. The UN and possibly other international alliances may insist on the use of warning shots in these
situations before aimed fire is adopted.
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is the minimum necessary to achieve the immediate aim. Marksmen should be
used, and steps must be taken to conceal the identity of the firer so that reprisals
cannot later be taken against him.

c. If a soldier is forced to fire on his own volition, without the previous direct authority
of his commander, then steps should be taken to bring that situation under the
immediate control of a superior NCO or Officer, so that subsequent action can
be properly directed and controlled within the overall context of the operation.

Other Factors

4. Certain additional factors should be noted and implemented where appropriate.
These are:

5. Where the local police are armed only with shotguns for crowd control, the rioters
should, if possible, be engaged with these weapons before military firepower is used.
This will indicate to the crowd that the security forces are prepared to use fire whilst
restricting its initial use to the less lethal low velocity weapons.

6. Fire should only be deliberately directed at persons who are visibly presenting the
serious danger against which fire has been ordered. The point of aim must be the
centre of the body of the target.

7. The rifle is the best weapon to use in the face of a crowd because its fire is easily
controlled and can be directed accurately against individuals. Rapid fire from rifles, or
bursts from automatic weapons should be authorised only in the gravest emergency.

8. In a really serious riot, the threat of automatic fire from the machine gun of an
armoured vehicle is a powerful deterrent to a hostile crowd and will also be ideal for
dealing with any hostile group supplementing the threat by sniping from buildings.
Since automatic fire scatters, it should not be used if innocent people would be put at
risk. An armoured vehicle used in this role must be provided with close infantry
protection, but must not open fire unless that degree of force would be reasonable in
the circumstances.

9. Ammunition must be strictly controlled and accounted for. This ensures that troops do
not possess unofficial ammunition, and prevents ammunition falling into the hands of
adversaries. The control of ammunition is particularly important because it provides
a check on the number of rounds expended and acts as a deterrent to careless
handling or unauthorized firing by troops.

Action after Firing

10. The effect of fire must be judged by the reaction of the crowd and not by the number
of casualties. As soon as it is considered that the necessary effect has been achieved,
the following action should be taken:

a. Firing must be stopped at once; empty cartridge cases must be collected and
counted.
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b. Immediate help must be given to any wounded. Any dead bodies must be
collected and held until they can be handed over to the police: they should not
be removed by relatives, friends or supporters.

c. Any necessary steps must be taken to help to clear the area, but in so doing it
is important that the exits are not blocked, and that no action involving the use
of force is taken against people who are trying to disperse.

d. Efforts must still be made to arrest the ringleaders: where possible this should
be done by the police.

11. Any person arrested by military forces should be handed over to the police as soon
as possible, care being taken to maintain the chain of evidence.  Troops, together with
representatives of the civil authorities and police, should remain at the scene of the
disturbance until it is clear that the situation has been restored.

12. After an officer has ordered fire to be used he will, as soon as possible, render a written
report to his superior officer.
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SERIAL D-27.  EMPLOYMENT OF HEAVY WEAPONS AND SUPPORTING ARMS

1. Other Serials in this Handbook have covered the main components of military activity
in PSO operations.  Indeed, in most instances these activities may well be enough to
disrupt and disorganise hostile groups.  However, it should be noted that where
operations have degenerated to such a stage that heavy weapons, mortars, field
artillery and other more sophisticated military equipment is being utilised then the
military forces would have to make use of similar weapons and equipment to
neutralise groups of hostile forces.

2. In this context a commander should not rule out the use of infantry support weapons,
artillery, air power and possibly naval or marine capabilities to achieve a result in any
campaign.  There are recent examples of this in the Balkans and Ethiopia.  The ROE
for the use of these weapons in a PSO situation would be provided by the Force
commander, but the tactical deployment and use of the troops concerned would be
on the lines of those utilised in general war.  Artillery, for instance, could be deployed
to support patrolling activity, OPs and in larger scale operations.

3. In some instances a commander may include the deployment of armoured units or
artillery in a very public display of strength and capability in order to pass a message
to opposing belligerent forces.  Should this occur it would be prudent to have
contingencies in hand in case a bluff is drawn and these units have to be deployed and
operate their weapons.
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SERIAL D-28.  SECURING AN OPERATIONAL BASE

Background

1. Experience in past campaigns has indicated that there may be a need for military
forces to deploy for operations in an area which is deemed to be hostile, and where
no form of law and order exists at all.  The area may even be classed as a ‘no go’ area
to the legitimate authorities in a particular country.

General Requirements

2. An operational base may be defined as an area providing a firm base from which
military action against any hostile forces can be developed.  Its establishment would
generally be undertaken as a joint or multinational operation.

3. The normal requirements and characteristics of an operational base are that:

a. It should be a base sufficient in size for a formation or joint headquarters, estab-
lished at a seat of local government.  If this is not possible easy access to the
centre of local administration is essential.

b. It should be located in an area from which operations can be successfully de-
veloped throughout the allocated boundaries.  Projected operations and opera-
tions in depth have to be within convenient helicopter range.

c. It should contain a suitable airfield site.  In some circumstances a helicopter
landing strip may have to suffice initially, but it should be capable of rapid devel-
opment for use by tactical air transport aircraft for air dropping large quantities
of engineer plant or stores.

d. The immediate vicinity of the base should be at least temporarily free from inter-
ference.

e. It should be easily defensible.  If it is surrounded by natural obstacles so much
the better; if not, the ground of tactical significance that lies outside the immedi-
ate perimeter should be controlled.

f. The area of the base should be large enough to accommodate the logistic units
and dumps necessary to support the military force being deployed, but as small
as possible to facilitate its defence.

g. The base should be accessible by road or track so that tracked vehicles and
heavy plan can be brought in, probably by road convoy.  This requirement is not
always possible to achieve, and more extensive use of air transport may have
to be made for bringing in vehicles and plant.  A secure land line of communica-
tion may well be impossible to maintain.
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Occupation

4. The occupation of an operational base may be entirely peaceful, but if it has to be
achieved in the face of some opposition, careful consideration has to be given to the
method of approach.  If a combined air and land approach is employed, it is important
to plan the correct balance and to co-ordinate the timing of the arrival of both groups
of forces.  As an example, it may be necessary for the airfield site to be secured
initially by troops inserted by aircraft or helicopter, followed by rapid build up with
some forces air landed and some moving by road.  Whatever the precise circum-
stances, the following factors should be considered:

a. There can be no question of seizing an operational base in the face of strong
military opposition; this would be an operation of a different nature.  The close
defence of any airfield should be established as soon as possible.

b. It is likely that there will be hostile activity against the base within a short space
of time.

c. In planning the build up, careful consideration has to be given to possible threats.
Infantry supported by armour and/or artillery are likely to be the first require-
ment, but if there is an air threat some priority may have to be given to air de-
fence.  Engineer plant and stores may also be needed early to develop the
airstrip rapidly.

d. Both the air and land approach operations will need to be carefully planned and
executed.

e. It is possible that some form of demonstrations against the arrival of military
forces may take place during the occupation of the base and there should be a
contingency plan to cater for this possibility.

Defence and Sequence of Build Up

5. General .  The measures outlined below envisage defence against hostile activity
such as sabotage raids or military attacks, possibly supported by heavy weapons
and indirect fire.  The defence commitment for the base could be reduced as the
surrounding countryside is cleared and as the controlled area is enlarged by subse-
quent operations.  When planning defence arrangements, every man capable of bear-
ing arms should be included and has to be fit and trained for such duties within the
base.  This could apply to those in non-government agencies.

6. All Round Defence .  Every unit or staff of an administrative installation should be
given a sector to defend with arcs of fire, weapon pits, obstacles and patrol areas.
Installations should be protected from sabotage and attacks, special attention being
given to items particularly attractive to an adversary, eg weapons, ammunition, ex-
plosives and parked aircraft.  Maximum use has to be made of wire, mines, booby
traps, alarm systems, illumination, surveillance devices and guard dogs, together
with any locally improvised devices.  All main and isolated positions should be or-
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ganized for all round defence, guard posts and detachments in isolated positions
covering approaches to the base should be dug in, with overhead cover, be pro-
tected by wire, mines and improvised obstacles, and have reserves of ammunition,
supplies and water.  A duplicated system of communication between all posts in the
base should be established.  The use of booby traps, if authorised, can be a two
edged weapon.  In a hot humid climate it is essential that early warning devices are
checked regularly to ensure they are in working order, and the danger of friendly
troops initiating booby traps during these checks needs to be appreciated.

7. Command .  If a Force commander assumes command of the operational base, he
and his staff could become immersed in defence details and less able to pay as
much attention as they should to other operations.  Someone else is needed to com-
mand the base area, as every component of the Force or its echelons could be present
and the co-ordination of the defence and detailed command is a large and compli-
cated task.  In ideal circumstances a Deputy Force commander should be nominated.
This officer, together with a suitable headquarters for the control of the operational
base, would provide the most practical solution.

8. Sequence of Build Up .  The build up of the operational base may take some time
depending on the distances involved and the resources available.  The sequence for
land forces might be:

a. An air landing by an infantry battalion group or parachute forces.

b. The assumption of overall control of the defence by the battalion group.

c. A plan which directs the deployment of units and installations to selected areas.

d. Reception arrangements by the battalion group for the follow up troops and
echelons.

e. Patrolling by the battalion in areas close to the base.

f. The hand over of sectors of the perimeter to follow-up battalion groups.

g. Frequent clearance searches of the base area and adjacent country.

h. The reception of any road convoys.

i. Follow-up battalions patrol within the base area and its surrounds.

j. The opening up of an airstrip.

k. The battalion group may still be primarily concerned with the defence of the
base and the provision of any reserve force.

l. The establishment of a limited controlled area.
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m. The expansion of the controlled area.

n. The introduction of local military and paramilitary forces to assist in the defence
of the base, in the patrolling of the controlled area and the establishment of
defended villages etc.

o. Operations in depth start concurrently with the establishment of the controlled
area.

p. The progressive reduction of the number of infantry units required to ensure the
security of the base.  Initially this will be high, but as soon as the domination of
the immediate surrounding area is successful the numbers can be reduced.

9. Defence .  The ideal defensive plan should ensure that no hostile small arms, rockets
or mortar fire can damage anything in the base.  This will seldom, if every, be practica-
ble because of the size of the problem.  Every effort has to be made to prevent hostile
small arms from being able to engage aircraft approaching and leaving any airfield.  If
larger defence areas are needed to cover longer airstrips then further patrols are
needed to protect against those with shoulder fired missiles.

10. Patrolling .  While the area of the base itself should be patrolled by any units located
in the base the infantry battalions should be used for patrolling in the operational
area in the following ways:

a. In general, patrolling should extend from the perimeter of the base out to the
limit of the range of hostile mortars and rockets.  This patrolling must of course
be tied in with, or be part of, the controlled area patrol programme.  A compre-
hensive and detailed random patrol plan will be needed, and maximum use
must be made of listening devices, detectors and surveillance equipment.

b. Patrols should operate within the range of artillery support.

11. Security Measures .  In addition to normal security precautions the following require
special consideration in connection with the defence of the base:

a. The declaring of prohibited and restricted areas for civilian movement.

b. Under some circumstances it may be necessary to stop all movement except
patrolling within the base after dark.

c. Local labour, which always constitutes a major security risk, needs to either be
carefully screened and supervised or escorted.

d. The timings and methods of patrolling, changing guards and detachments, and
other routine matters has to be varied.

e. Guards and patrols might be supported by tracker and guard dogs.
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f. Depending upon the nature of the threat, full use should be made of all forms of
illumination, including floodlights, searchlights if available, and illumination pro-
vided by mortars, artillery or aircraft.

g. The provision of earthwork protection for vulnerable equipment and stores.

h. Under certain conditions harassing fire can be used to disrupt the activities of
insurgents.

12. Reserves .  In addition to the mobile reserve, which is held ready for use within the
controlled area as a whole, a small central reserve for the defence of the operational
base is essential.  Tasks for this reserve has to be planned and rehearsed and should
include a well co-ordinated fire plan.  The infantry reserve might use helicopters or
APCs.  Helicopters are particularly vulnerable if there is a requirement to get behind
any hostile forces and cut off their withdrawal.  There is a danger of helicopter landing
sites being ambushed through this can be reduced by a short period of prophylactic
fire from artillery or armed helicopters immediately before a site is used.

13. Armour .  Armoured vehicles provide valuable fire support whilst the base is being
established; their presence alone often acts as a deterrent.  Thereafter, they are likely
to be required for both defensive and offensive tasks.  These will need to be protected
and incorporated into the overall plan for defence of the base.

14. Artillery and Mortars .  The defence of an operational base may require coordinated,
massed fire support to counter a determined attack.  All available weapon systems
have to be coordinated, usually by the senior artillery officer, into one plan which will
include the tasking of offensive air support, attack or armed helicopters and all indi-
rect fire weapons deployed within range.  Fortifications should be constructed so as
to reduce the risk to own troops when fire is brought in close to the base.  The follow-
ing points should be considered:

a. Calibre.  155mm artillery provides great range and coverage.  However, it im-
poses a significant logistic burden.  This may be difficult to sustain and 105mm
guns and mortars may have to suffice, particularly during the early stages of a
campaign.

b. STAP.  A coordinated STAP should be implemented.  This could include artillery
OPs, with their specialist equipment, and mortar/artillery locating equipment to
support patrolling and UAVs for incorporation into the STAP.

c. Logistics.  The logistic effort to support artillery within a base will be large com-
pared with that for most other elements.  In addition to the obvious logistic impli-
cations of artillery ammunition, large quantities of defence stores may be needed
to protect it and provide for gun pits.

d. Deployment.  The artillery and mortars deployed within a base may be the only
guaranteed fire support available to it.  However, terrain limitations, the physical
dimensions of individual forward bases and the minimum range, deployability
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and sustainability of guns may indicate that fire support can be better and more
flexibly provided from other, mutually supporting and similarly established bases.
Due weight has to be given to the early deployment of fire support assets.

15. Air Defence .  The possibility of air attacks from within the or from a neighbouring
country which is supporting these hostile forces has to be considered in the threat
assessment before operations to secure the base are mounted.  Suitable air defence
capabilities to counter the air threat will be part of the overall contingency planning.
These capabilities will need regular review in the light of subsequent events.

16. Engineers .  Engineer considerations are likely to be critical both for the selection of
the site for the operational base and for the timing of the operation, particularly the
opening of a tactical airfield.  Engineer tasks in the base may include:

a. The construction and maintenance of an airhead together with the necessary
bulk fuel installations, maintenance facilities and protective defences.

b. The forward tactical air strip.

c. VSTOL sites, if necessary.

d. The improvement of port or beach exit facilities.

e. Combat engineer support.

f. The establishment of a water point.

17. Control of Air Space .  In the initial stages, apart from hostile air and ground action,
hazards to low flying aircraft in the area of the operational base arise from collision
and from friendly artillery and mortar fire.  Because of the nature of the threat and the
fact that at least initially the base has to expect attack from any direction, the close co-
ordination and control of weapons and aircraft is most important.  This is done by a
fire support co-ordination centre (FSCC) and an air support operations centre (ASOC).

Summary

18. Operations of this type to obtain a secure base in a potentially hostile environment
can be time consuming and expensive in manpower and material.  It could also be-
come a focus for future aggressive action by hostile forces.  The significance of mount-
ing such operations probably goes well above the tactical level and commanders
will need to gauge carefully the risks and rewards for such activity.  Nevertheless, it is
quite feasible to pick out and use some of the tactical guidance provided in establish-
ing such a base when conducting similar operations at a lower scale and level and in
a more permissive environment.
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